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Executive summary 

This document is the initial version of the series of deliverables (D3.1 & D3.2) that report on the 

implementation efforts as part of WP3. The purpose of this deliverable is to describe the 

implementation, configuration, and integration of the FIDAL Framework components, including the 

experimentation and visualisation components, the Service catalogue, Zero Touch engine and the 

cross-domain orchestration components. This deliverable reports the internal design of the FIDAL 

Framework components and contributes a detailed account of their planned functionalities in the 

form of Sequence Diagrams. Moreover, this deliverable defines the APIs connecting constituent 

components, that will facilitate their integration and packaging in an integrated framework that can 

be easily deployed in facilities. Finally, this deliverable reports on the design of Network Apps that 

implement a set of middleware functions, that are made available to the Use Cases and are potentially 

reusable by third party applications contributed by Open Calls. Network Apps are stored within a 

centralised FIDAL Repository, which will allow Network Apps owners to seamlessly on-board their 

Network Apps, while making them easily searchable by third parties via a web-based user interface. 
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1 Introduction 

FIDAL, in addition to facilitating validation of highly innovative use cases, also serves as a playground 

of rapid prototyping and validation for forward-looking applications. This is made available with a set 

of vertical-specific Network Apps, and a set of AI libraries, SDKs and tools, termed as the FIDAL 

framework. This framework integrates mature front-end elements (i.e., User-facing Portal, Network 

Apps Service catalogue) and experimentation engines, delivering DevOps Driven Testing as a Service, 

which allows test cases and validation and testing workflows. Moreover, FIDAL introduces a novel 

unified management layer for driving network and service management decisions, integrating the 

well-established OpenSlice OSS, a Cross-Domain Vertical Application Orchestrator (VAO) and the Zero 

Touch engine with the underlying OSS/BSS systems and NFVIs of the testbeds and large-scale facilities. 

Finally, FIDAL adopts the Network Application [1] notion, first introduced within the 5G-PPP ICT-41 

call, as a middleware layer offering reusable, vertical-specific functionalities to vertical applications via 

open Northbound APIs. FIDAL vertical applications involved in trials will leverage Cloud-Native 

technologies (i.e., Containers, Kubernetes, and Helm charts) which are widely regarded as the future 

of vertical application development. 

 

1.1 Mapping FIDAL’s outputs 

The purpose of this section is to map FIDAL Grand Agreement commitments, both within the formal 

deliverable and Task description, against the project’s respective outputs and work performed (see 

Table 1-1). 

Table 1-1: Adherence to FIDAL Deliverable & Task Descriptions. 

Project GA 
Component Title  

Project GA 
Component 

Outline 

Respective 
Document Chapter 

(s) 

Justification 

Task 3.1 – AI as a 
Service for secure 

and intelligent 
experimentation 

This task is aimed 
at designing and 

developing an 
AIaaS module 

oriented to support 
secure and 
intelligent 

experimentation. 
Secure service 

conditions will be 
also targeted 

as specific KPIs in 
each vertical. 

Section 3.3 AIaaS design and implementation 
plan, alongside security 

considerations are included in  

Task 3.2 – Zero-
Touch Automation 
and Cross Domain 

Orchestration 

The objective of 
this task is to 

design and 
implement the 

orchestration layer 
of FIDAL platform 

including the 
interfaces and the 
extensions of the 

Section 3.2, Section 
3.1 

The design of the MAESTRO 
orchestrator and its integration 

with OpenSlice OSS/BSS are 
included in these sections 
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two building blocks 
of the Platform 

(Service 
Orchestrator and 

OSS/BSS). 
Task 3.3 – Beyond 
5G Network Apps 

and service 
catalogue 

implementation 

This task includes 
the delivery of 
three sets of 

Network Apps in 
the Media, and 

PPDR and VR/XR 
domains, leveraged 

from 3 ICT-41 
projects, that will 

be further 
upgraded for the 

5G Evolution. 
Moreover, this task 

will provide 
catalogue services 

to all Network 
Apps, offering an 

index of searchable 
Network Apps. 

Section 3.5, Section 
4 

Section 3.5 details the design on 
the Network Apps repository; 

Section 4 includes the list of FIDAL 
Network Apps 

Task 3.4 – 
Experimentation 
framework, KPIs 
visualisation and 

reporting upgrade 
and 

implementation 

This task delivers 
the DevOps driven 
Testing as a Service 

(DevOps TaaS) 
workflows and 

frameworks from 
5GMediaHUB to 
the FIDAL large 
scale validation 

sites. Integration 
flows with all 

necessary 
endpoints including 
both testbeds and 
several use cases 
will be designed 

and implemented 
under this 

task that will allow 
the data collector 

to acquire all 
necessary data. 

Section 3.4  The design of the Monitoring & 
analytics framework, along with 
the functionalities supported is 

reported in this section 

 

1.2 Deliverable overview and document structure 

This document is organised into sections that address different aspects of the project. Here, a brief 

overview of these sections is presented: 
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Section 2 summarises the FIDAL architectural components and interfaces. Section 3 captures internal 

design details of the FIDAL components (Maestro, OpenSlice, AIaaS, Repository Services, Monitoring 

& Analytics) and focus on baseline modules, extensions implemented, functionalities, integration 

endpoints, deployment and configuration. Section 4 describes Network Apps considered in FIDAL 

project. Finally, Section 5 sets the conclusions of the deliverable. 
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2 FIDAL Framework Overall Architecture 

The following figure presents an overview of the logical architecture, as introduced in D2.1, which 

consists of the FIDAL components and their corresponding interfaces. 

 

Figure 2-1: FIDAL logical architecture diagram. 

The primary components that facilitate network management automation and slicing orchestration 

are Maestro and OpenSlice, which will be deployed at a centralised location at Patras5G-PNET 

premises, along with all monitoring and analytics tools. A FIDAL repository will be hosted at an ISI’s 

server while Telenor and Victoria testbeds will be deployed at their respective sites, connected, and 

configurable through exposed APIs, allowing secure remote access. In the following sections, the 

internal design of the FIDAL Framework components depicted in the above architecture, and the 

implementation of their respective interfaces is detailed. 

2.1.1 Interfaces 

A summary of Interfaces, as defined at D2.1 (FIDAL architecture definition) are listed in Table 2-1, 

and linked to the respective modules of the FIDAL Framework which is implemented within WP3. 

 

 



D3.1: Experimentation framework, innovation streams and enablers including AI as Service 

implementation -Test sites integration blueprint 

14 

 

Table 2-1: List of Interfaces, related modules and APIs. 

Interface-

ID 

Related Modules Type 

 i1 Maestro, OpenSlice Service management API 

i2 OpenSlice  Slice management API 

i3 Maestro, OpenSlice, Monitoring Analytics, 

AIaaS,  

Telemetry and monitoring API 

i4 Monitoring analytics, Maestro, OpenSlice, 

AIaaS, Repository Services 

Data collection API 

i5 Repository Services Repository catalogue API 

i6 Maestro Services LCM 

i7 AIaaS AI API services 

i8 Maestro Service exposure 
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3 Internal design and implementation of the FIDAL components 

This section reports the complete technical design, specifications, and functionalities (in the form of 

sequence diagrams) of the FIDAL framework components. This will serve as a blueprint for their 

implementation, which is based on existing baseline components that are derived from previous 

initiatives and extended within the framework of FIDAL. As per the planned timeline, reported in 

Figure 3-1: 

• On M09 the FIDAL Framework design, technical specifications and planned functionalities are 

completed.  

• On M12, we have the first FIDAL Framework release with the initial FIDAL functionalities, 

implemented on top of existing baseline assets (e.g., OpenSlice) are completed alongside the 

first integration endpoints. 

• On M15 we have the second FIDAL Framework release with the complete sets of 

functionalities and integration endpoints. 

• On M18 we have the final FIDAL Framework release which includes fixes and all parts being 

integrated in a fully functional level ready to be deployed at the targeted testbeds. 

 

Figure 3-1: FIDAL Framework implementation timeline. 

3.1 Maestro orchestrator 

FIDAL’s service orchestration layer is realized by Maestro; a cloud native service orchestrator that 

provides automated service deployment, localisation, lifecycle management, and scaling, while 

dynamically exploiting the underlying network services for optimising service performance, security, 

and scalability. During runtime, Maestro also implements a policy framework that associates service 

instances with high-level policies. 

3.1.1 Internal Architecture, Technologies, and Baseline Assets 

Figure 3-2 depicts a high-level functional architecture of Maestro that will be used as a baseline 

platform for FIDAL. At the northbound API, Maestro expects service providers to package their services 

in one or more containers forming a service graph. Once a containerised service is available, Maestro 

offers a UI (and a northbound API) that allows service providers to onboard the containerised service 

in an intuitive manner (step 1 in Figure 3-2). In step 2, a complete service is declared in Maestro’s 

language and service providers can order an instance of this service. This requires Maestro to create 

a service-level slice (step 3 in Figure 3-2), formulate a slice intent message towards a specific OSS (step 

4 in Figure 3-2), and dispatch this slice intent message to the underlying OSS (step 5 in Figure 3-2). 

Definition of FIDAL architecture
- functionalities to be supported 
by FIDAL platform
- Interfaces and extensions in 
support of  Sec, AI, UI, …

M06 M15 M18M09 M12

Design 
complete; 

initial 
deployment

Initial FIDAL 
functionalities 

and 
integrations

FINAL version 
of the FIDAL 

framework; full 
integration
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Note that steps 3-5 are necessary for a service deployment as Maestro is a service-level orchestrator, 

thus does not have a direct view of the underlying infrastructure (only infrastructure-level do have 

such view). For this reason, Maestro requests a certain amount of computing and network resources 

(i.e., a slice) to be allocated by an OSS, on top of which Maestro performs service deployment. When 

the underlying OSS allocates the requested slice (step 6 in Figure 3-2), the slice is returned to Maestro 

(step 7 in Figure 3-2) and service deployment begins. In this step Maestro takes control of the allocated 

slice by connecting to the designated endpoints of the virtual infrastructure to initiate service 

deployment (step 8 in Figure 3-2). Maestro allows service providers to deploy their services atop both 

Infrastructure as a Service (IaaS) platforms, such as OpenStack and Platform as a Service (PaaS) 

platforms, such as Kubernetes. Maestro’s deployment engine spawns the appropriate containers in 

the case of Kubernetes or Virtual Machines (VMs) in the case of IaaS platforms and requests the 

monitoring module to deploy its monitoring routines (step 9 in Figure 3-2). Finally, during service 

runtime, Maestro invokes a dedicated LCM component for managing the lifecycle of deployed service 

instances, as shown in step 10 in Figure 3-2. 

 

Figure 3-2: Maestro’s high-level architecture. 

3.1.2 Functionalities 

Table 3-1 presents key functional requirements of Maestro for a successful integration with the rest 

of FIDAL’s ecosystem. 



D3.1: Experimentation framework, innovation streams and enablers including AI as Service 

implementation -Test sites integration blueprint 

17 

 

Table 3-1: Maestro’s functional requirements. 

FR-ID FR-Description Related Module(s)/ 

Component(s) 

FR1 Access to the FIDAL services repository through an API FIDAL services repository 

FR2 Offer FIDAL services to trial users and open call users 

through TM Forum’s service catalogue API 

(northbound/user facing API) 

Users 

FR3 Support TM Forum’s service order and inventory APIs in 

collaboration with OpenSlice (southbound API) 

OpenSlice 

FR4 Manage cloud applications through an API on each testbed Testbeds 

FR5 Manage telemetry agents per application component Testbeds 

FR6 Consume telemetry in Prometheus format Testbeds 

 

3.1.3 External APIs 

Maestro requires several external interfaces that enable communication with adjacent components 

for service orchestration, data collection, and consumption of reusable artefacts. These interfaces, 

shown in Figure 2-1, include: 

• The FIDAL services repository though interface i7. 

• The northbound API towards FIDAL trial users and open call users through interface i9. 

• The southbound API towards OpenSlice through interface i1. 

• The testbeds’ service and telemetry exposure APIs through interfaces i2 and i3. 

• The monitoring analytics framework and AIaaS using i4. 

3.1.4 Maestro Extensions throughout FIDAL 

Maestro will be upgraded with additional northbound and southbound APIs to facilitate the 

integration with OpenSlice and other FIDAL components. Specifically, Maestro today supports a 

custom service catalogue API (user facing NBI) and a custom slicing API (southbound API towards OSS). 

In the context of FIDAL, both APIs will be enriched. At the NBI, Maestro will implement a new TMF 

compliant service catalogue API (through interface i9), which will allow FIDAL users to 

create/read/update/delete FIDAL services, but also exchange services with OpenSlice’s service 

catalogue, which also supports TMF. At the SBI, Maestro will implement a new TMF-compliant service 

order API (through interface i1) that will allow FIDAL users to associate services with the underlying 

5G and computing resources (offered by OpenSlice as a service to Maestro). Other extensions will 

include: (i) support for service-level KPI monitoring and analytics (through interfaces i3 and i4), (ii) the 

management of automation through AIaaS, and (iii) the integration with the FIDAL services repository 

through interface i7. 

3.2 OpenSlice 

3.2.1.1 Baseline components and extensions implemented within FIDAL 

OpenSlice will serve as the cross-domain slice manager in FIDAL, providing a repository of FIDAL 

Service Specifications that can be ordered by the Slice Intent handler of Maestro. Additionally, the 

Service and resources inventory will offer run-time information about the underlying entities created 

over the cross-domain end-to-end network fabric. The OpenSlice service orchestrator will be 

responsible for provisioning and delivering the network slice to the Maestro application service, as 
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well as managing the slice's entire lifecycle. OpenSlice, besides APIs, offers the following user-friendly 

portals: 

• The Services portal, which provides access to services. 

• The NFV portal, which allows users to self-manage NFV artifacts and onboard them to a target 

MANO/NFV Orchestrator. Third-party applications can also access OpenSlice through 

TMForum Open APIs. 

• The testing portal which allows us to define testing services (this requires an external testing 

service). 

• The resources portal, to manage any resources that are related to services. 

• The products portal, to expose services as products. 

The block diagram below (Figure 3-3) illustrates the architecture design of OpenSlice and Table 3-2 

provides the description of each of its subcomponents. Maestro will consume directly the TMF APIs, 

located in the architecture on the upper left side. 

 

Figure 3-3: Block diagram of OpenSlice architecture. 

Table 3-2: OpenSlice subcomponents description.  

Software module Description 

Service portal Allow users to browse and access the services catalogue and used by service 
providers to design services.  

Resource portal Enables the management of resource related to services 

Testing portal Used to define testing services (this requires an external testing service) 

NFV developer 
portal 

Allows users to self-manage NFV artifacts and onboard them to a target 
MANO/NFVO 

TMF APIs service 
repository 

Allows 3rd party applications to use OpenSlice 

Service bus A message Bus where all microservices use it to exchange messages either via 
message queues or via publish/subscribe topics 

Auth Service  An authentication server implementing Oauth2 authentication scheme 

Bugzilla client A microservice that capable to interface to an issue management system 

Central log  Central logging microservices that is capable to log all distributed actions in to 
an Elasticsearch cluster 

Service registry Used to register the microservices of OpenSlice 
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OSOM is a service responsible for service order management and service 
orchestration. It uses an open-source flowable business process engine, and 
the service order follows the states as defined in TMF641 specification. 

OAS: Assurance 
Service  

 A service which can manage related rules and actions for assurance 

CRIDGE A Kubernetes Client service which allows OpenSlice to manage related services 

Prometheus 
Client 

 A component related to telemetry consumption and transformation to TMF 
APIs 

MANO Client API 
(SOL005) service 

block 

Management and orchestration block, which controls the lifecycle of VNFs, as 
well as the connectivity among them. A customer orders a network slice from 
the OSS/BBS platform, and that order is then passed onto the MANO platform 
to enable the brokering of NFV resources. 

 

3.2.1.1.1 TMF API Service Repository 

The catalogues management retains its primary usage as the component that enables OpenSlice 

consumers (API invokers, UI users) to onboard any NFV artefacts, Helm packages, register service 

specifications, etc. All the underlying testbeds, that comprise the FIDAL facility, are eventually 

registered into OpenSlice, hence the OpenSlice API consumers may currently choose to onboard 

artefacts to the testbed of their preference. Also, distinctive messages are presented to the developer, 

following their actions, validating the onboarding of artefacts or prompting for possible errors, 

respectively. Additionally, the management interface that is available from OpenSlice is extensively 

augmented to support the management needs of the several underlying administrative domains. The 

substantial augmentation was to support a bidirectional synchronisation procedure that works both 

from OpenSlice to underlying domains and vice versa. We have identified that data integrity issues 

emerged, as more and more artefacts were onboarded at the project’s domains. 

3.2.1.1.2 OpenSlice Service Orchestrator (OSOM) 

The Service Orchestrator is a principal component of OpenSlice architecture. It is tasked with order 

fulfilment tasks, deployment decisions to underlying facilities and the orchestration between 

components of any automation circle. OSOM employs the open-source Flowable business process 

engine to outline its numerous orchestration schemes and cases. These schemes are expressed as 

Business Process Model and Notation (BPMN) diagrams, which are then consumed by the process 

engine to facilitate the described use case. 

For example, depicted in Figure Figure 3-4, the Order fulfilment process is expressed in the form of a 

BPMN [X] diagram which is consumed by the process engine. In short, the process first checks which 

tasks can be automatically orchestrated by a NFV Orchestrator (NFVO) and which require human 

interaction, if any. Consequently, a local service orchestration process is comprised of inter-domain 

and cross-domain orchestration requests, which concludes the order fulfilment process upon its 

completion. 
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 Figure 3-4: Order Fulfilment process diagram. 

In FIDAL dynamic orchestration patterns will also be supported. These patterns could be injected into 

specific landmark phases within the Network Slice Instance lifecycle as defined by 3GPP [1] and 

depicted in Figure 3-5. Hence, several particular phases were introduced, i.e., pre-provision, after-

activation, supervision, and after-deactivation. It briefly became prominent that another phase should 

be introduced that affects the creation of a service/slice itself, accepting requirements and policies 

that must be met before the instantiation process of a dependent service could emerge. The provided 

orchestration scheme implied that all related services of an order are executed in a parallel manner. 

 

 

Figure 3-5: Lifecycle of a Network Slice Instance. 

The proposed dynamic orchestration upon the above phases is materialised through the design of 

lifecycle management (LCM) rules. Dynamic orchestration is achieved by incorporating LCM rules, that 

execute a specific logic, into the aforementioned phases. These rules are designed in a particular user 

interface using the Blockly library, which generates syntactically correct code from interlocking blocks, 

and then forwards the output code into the orchestration pipeline, as depicted in Figure 3-6. 

https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=en%2DUS&rs=en%2DUS&wopisrc=https%3A%2F%2Fubitecheu.sharepoint.com%2Fsites%2FFIDAL%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F842283b7c9d34176a0070568a9626405&wdenableroaming=1&mscc=1&hid=3EDACAA0-50FB-6000-ECC0-5DF845D7C707&wdorigin=Other&jsapi=1&jsapiver=v1&newsession=1&corrid=bae12878-2047-464a-9945-15d4b77050e3&usid=bae12878-2047-464a-9945-15d4b77050e3&sftc=1&cac=1&mtf=1&sfp=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Normal&ctp=LeastProtected#_ftn1
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Figure 3-6: LCM rule design and output code. 

Then, the output code is injected into the orchestration pipeline. Figure 3-7 presents such a rule for 

the creation phase. As an example, we can examine the creation of a complex service called Bundle C. 

Bundle C comprises of Bundle A, Bundle B, Service 4, Service 3. Bundle A comprises Service 1, while 

Bundle B comprises Service 2, respectively. Prior to the addition of the creation rule, as soon as Bundle 

C order deployment order was captured, the overall bundle, i.e., Bundle A, Bundle B, Service 4, and 

Service 3, was simultaneously nominated for deployment. Although, the illustrated rule proposes that 

only Bundle A and Service 3 will be deployed during the initial phase. Therefore, only after Bundle A 

successfully deploys, the orchestration of Bundle B can be initiated and eventually the same principle 

applies to Service 4, after Bundle B is deployed. 

 

Figure 3-7: Creation LCM rule example.  

 To sum up, the fulfilment of the newly introduced landmark phase within the supported orchestration 

schemes is made apparent in next figure (Figure 3-8): 
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Figure 3-8: Creation phase landmark orchestration scheme. 

3.2.1.1.3 Authentication service 

This service provides authentication and authorization management capabilities, which enables the 

management of users and roles that are allowed to have access both to the portal and the 

Representational State Transfer (REST) APIs. This allows an administrator to define which users belong 

to particular roles and, hence, assign permissions to allow access to specific resources and actions. All 

APIs (expect the grant token request) require a Bearer token in the request header, indicating an 

authorized user. Authentication is based on oAuth2, which is implemented by employing a Keycloak 

server. 

3.2.1.1.4 Issue Management Service 

For issue management support, OpenSlice relies on Bugzilla. Bugzilla is a ticketing tool that allows 

issue reporting and tracking via tickets to all relevant stakeholders. Figure 3-9 displays the overall issue 

management service architecture integrating Bugzilla as its core and how this tool interacts with other 

services presenting some distinctive scenarios. It should be noted that Bugzilla tickets will not only be 

used for bugs/errors, but also for general requests, e.g., Service Order procedure. 

 

 

Figure 3-9: Issue Management. 

3.2.1.1.5 Central Logging Service 

OpenSlice follows the centralised log management concept, i.e., a type of logging solution system that 

consolidates the log data from different services and pushes it to a central, accessible and easy-to-use 

interface. For that reason, ELK stack [16] is elected as an open-source centralised logging solution, 

which is based on Elasticsearch for collecting, parsing and storing logs. The End-to-End (E2E) ELK stack 
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is formed by employing Elasticsearch, Logstash and Kibana towards a real-time data analytics tool that 

provides insights from any type of structured and unstructured data source. 

3.2.1.1.6 MANO Client API service 

The MANO Client API service is an intermediate component that facilitates the communication 

between OpenSlice and the underlying MANO components, which reside in the engaged facilities. 

Currently, as the onboarding and packaging model followed is based on YANG model (OSM-powered 

[21] facilities), the information that needs to be exchanged relies on ETSI SOL005 interface [22] and 

thus, a corresponding plugin charged with the translation of resource requirements into lifecycle 

actions in the MANO domain is provided. 

3.2.1.2 Functionalities  

After the API invoker (Maestro) request for a new Service, via a Service Order, the order fulfilment 

and delivery are happening by the Service Orchestrator (OSOM) and then by the NFV Orchestrator or 

by the Containerised Infrastructure Manager (CIM). Although the Service Orchestrator resides within 

OpenSlice, the NFVO and CIM are testbed site specific. Service Orchestration is aware of all underlying 

testbed sites and their respective network capabilities and is responsible of coordinating the service 

deployment through certain steps, simultaneously ensuring that each step is successfully progressed 

through. A service order may trigger orchestration process in a single testbed site, or it may involve a 

cross-domain orchestration if this is needed. In the latter case, Service Orchestrator may collaborate 

with an SDN controller to establish a multi-site deployment.  

To begin the process, the Service Orchestrator transforms the properties of the provided NEST into 

network requirements which are then requested to be accommodated by the underlying testbed 

site(s) via their exposed APIs (interface i2 of FIDAL’s architecture). Each facility site implements a set 

of these NESTs and once requested it deploys the respective service to facilitate the network 

requirements accordingly, e.g., 5G Core – Edge deployment, depending on latency inputs. OpenSlice 

could also discover and decide which capabilities to use from each testbed depending on their 

capabilities exposed. Once the network slice is properly prepared on site’s infrastructure, Network 

Application deployment request is expected and thus, the flow returns to Service Orchestrator for that 

matter and back to Maestro. Eventually, the Network Application is deployed on the previously 

prepared host network slice, for example via the requested CIM stitched to a 5G core’s UPF. Lastly, 

tests defined can be executed on the recently deployed Network App /slice via the experiment control 

tools of the testbed. 

The following table (Table 3-3) summarises functional requirements of related modules/components 

and sequence diagram(s). 

Table 3-3: FIDAL related modules, sequence diagrams and functional requirements.  

FR-

ID 

FR-Description User Req. 

Related 

Module(s)/ 

Component(s) 

Related Sequence 

Diagram (s) 

FR7 Use TM Forum API as northbound 

interface 

Maestro Figure 7, Figure 10 

FR8 Consume telemetry in Prometheus 

format 

Testbeds Figure 8, Figure 9 

FR9 Have access through an API to manage 

cloud resources for each testbed 

Testbeds Figure 8, Figure 9 
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FR10 Have access through an API to manage 

transport resources (switched, routers, 

load balancers, etc) 

Testbeds Figure 8, Figure 9 

 

Next sections provide high-level sequence diagrams that realize the defined functional 

requirements. 

3.2.1.2.1 Service and Resource catalogues consumption 

 

 

 Figure 3-10: Service and Resource catalogues consumption. 

 Figure 3-10 shows the steps involved in consuming services and resources from the Service and 

Resource Catalogues. The Service and Resource Catalogues consumption interaction diagram shows 

the steps involved in consuming services and resources from the Service and Resource Catalogues. 

The diagram begins with Maestro requesting an authentication token from the OpenSlice_API. The 

OpenSlice_API then generates an authentication token and returns it to Maestro. Maestro then uses 

the authentication token to access the Service Specification Catalogue and the Resource Specification 

Catalogue. The Service Specification Catalogue provides information about the services that are 

available, while the Resource Specification Catalogue provides information about the resources that 

are available. 

Maestro then selects the services and resources that it needs and requests the Service Inventory and 

the Resource Inventory from the OpenSlice_API. The Service Inventory provides information about 

the services that are currently available, while the Resource Inventory provides information about the 

resources that are currently available. Maestro next uses the information from the Service Inventory 

and the Resource Inventory to create a service request. The service request is then sent to the 

OpenSlice_API. The OpenSlice_API then creates the service and resource instances and returns them 

to Maestro. Thus:  

• The authentication token is used to access the Service and Resource Catalogues. 
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• The Service Specification Catalogue provides information about the services that are available. 

• The Resource Specification Catalogue provides information about the resources that are 

available. 

• The service inventory and the resource inventory are used to consume the services and 

resources. 

The following are the steps involved in the interaction diagram: 

1. Maestro requests an authentication token from the OpenSlice_API. 

2. The OpenSlice_API generates an authentication token and returns it to Maestro. 

3. Maestro uses the authentication token to access the Service Specification Catalogue and the 

Resource Specification Catalogue. 

4. Maestro selects the services and resources that it needs. 

5. Maestro requests the Service Inventory and the Resource Inventory from the OpenSlice_API. 

6. The OpenSlice_API provides the Service Inventory and the Resource Inventory to Maestro. 

7. Maestro creates a service request. 

8. The OpenSlice_API creates the service and resource instances. 

9. The OpenSlice_API returns the service and resource instances to Maestro. 

3.2.1.2.2 Synchronise Services and resources with Patras5G and Telenor testbeds 

 

Figure 3-11: Synchronise Services and resources with Patras5G and Telenor testbeds. 

Figure 3-11 shows the steps involved in synchronising services and resources with the two testbeds. 

Since the two testbeds expose services via OpenSlice the process is common. The diagram begins with 

the Testbed Admin creating a cluster resource specification. The cluster resource specification allows 

the testbed administrator to create a cluster resource specification. The next step is to synchronise 

services and resources specifications. The Testbed_API is used to synchronise the services and 

resources specifications with the Patras5G and Telenor testbeds. The OpenSlice then uses 

synchronised services and resources specifications to create a service inventory and a resource 

inventory. The service inventory and the resource inventory are then used by the OpenSlice to 

consume the services and resources from the Patras5G and Telenor testbeds. The consumption of the 

services and resources is performed by the OpenSlice through the Service Inventory and the Resource 

Inventory. The following are the steps involved in the interaction diagram: 

1. The Testbed Admin creates a resource specification. 
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2. The Testbed_API is used to synchronise the services and resources specifications with the Patras5G 

and Telenor testbeds. 

3. The OpenSlice uses synchronised services and resources specifications to create a service inventory 

and a resource inventory. 

4. The service inventory and the resource inventory are then used by the OpenSlice to consume the 

services and resources from the Patras5G and Telenor testbeds. 

3.2.1.2.3 Service and resources consumption from Malaga testbed 

 

Figure 3-12: Services and resources consumption from Malaga testbed. 

Figure 3-12 shows the steps involved in consuming the Malaga APIs. In contrast with Patras5G and 

Telenor, Malaga testbed exposes its own API from previous implementation and will use CAPIF to 

enable the discovery of the API endpoints. The diagram begins with OpenSlice requesting the target 

testbed API endpoints from the Testbed CAPIF_API. The Testbed CAPIF_API then queries the 

Testbed_API to get the endpoints. Once the endpoints are received, OpenSlice synchronises the 

services and resources with the Testbed_API. The Testbed_API then responds with the services and 

resources. 

The diagram also shows that Malaga exposes services via their internal API. A CAPIF component is 

installed to resolve the API endpoints. This allows OpenSlice to test the CAPIF API without having to 

know the specific details of the Malaga API. 

The following are the steps involved in the interaction diagram: 

1. OpenSlice requests the target testbed API endpoints from the Testbed CAPIF_API. 

2. The Testbed CAPIF_API queries the Testbed_API to get the endpoints. 

3. Once the endpoints are received, OpenSlice synchronizes the services and resources with the 

Testbed_API. 

4. The Testbed_API then responds with the services and resources. 

5. Malaga exposes services via their internal API. 

6. A CAPIF component is installed to resolve the API endpoints. 

7. OpenSlice can now test the CAPIF API without having to know the specific details of the Malaga API. 
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3.2.1.2.4 Service Order creation 

 

Figure 3-13: Service Order creation diagram. 

Figure 3-13 shows the steps involved in creating a network slice, deploying a FIDAL network 

application, and then starting the application telemetry gathering for analytics.  The diagram begins 

with the Maestro service submitting a service order request. The service order request specifies the 

type of network slice that is needed, as well as any requirements of the FIDAL network application 

that is to be deployed. The OpenSlice OSOM then requests the corresponding services via the services 

and resources specifications with the Patras5G, Telenor or Malaga testbeds depending on the request. 

Once the FIDAL slice request is deployed, the OpenSlice OSOM sends an analytics message to the 

Maestro service. The Maestro service then starts any telemetry slice related gathering. The 

Openslice_API service sends a notification to the Maestro that the service order has been fulfilled. 

Thus: 

• The Maestro service is the starting point for the interaction.  

• The OpenSlice OSOM is responsible for creating the network slice as a service and delivering 

it back to Maestro. 

• The Maestro service is responsible for later deploying the network application. 

• The Maestro is notified when the service order has been fulfilled. 

The following are the steps involved in the interaction diagram: 

1. Maestro submits a service order request. 

2. OpenSlice OSOM synchronises the services and resources specifications with the Patras5G, 

Telenor and Malaga testbeds. 

3. OpenSlice OSOM creates the network slice on a target FIDAL testbed. 

4. OpenSlice OSOM sends a message to start telemetry gathering. 

5. OpenSlice API sends a notification to the Maestro that the service order has been fulfilled. 

3.2.1.3 Integration Endpoints 

OpenSlice exposes many TMF APIs. Here is a list: 

Endpoint Title Description Versio
n 
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/tmf-api 
/serviceCatalogManagement 
/v4  

633 Service Catalog 
Management 

Provides a catalog of services. 4.0.0 

/tmf-api 
/productCatalogManagement 
/v4 / 

620 Product Catalog 
Management 

Provides a catalog of products. 4.0.0 

/tmf-api 
/productOrderingManageme
nt /v4 / 

622 Product Ordering Provides a standardized mechanism for 
placing a product order. 

4.0.0 

/tmf-api 
/resourceCatalogManagemen
t /v4  

634 Resource Catalog 
Management 

This is Swagger UI environment 
generated for the TMF Resource 
Catalog Management specification. 

4.0.0 

/tmf-api /serviceInventory /v4 
/ 

638 Service Inventory 
Management 

Provides a consistent/standardized 
mechanism to query and manipulate 
the Service inventory. 

4.0.0 

/tmf-api /serviceOrdering /v4 641 API 
ServiceOrdering 

Provides a standardized mechanism for 
managing Service Order. 

4.0.0 

/tmf-api 
/serviceQualityManagement 
/v2  

657 Service Quality 
Management 

This is Swagger UI environment 
generated for the TMF Service Quality 
Management specification. 

2.0.0 

/tmf-api 
/partyRoleManagement /v4 / 

669 Party Role 
Management 

This is Swagger UI environment 
generated for the TMF Party Role 
Management specification. 

4.0.0 

/tmf-api /party /v4 
/organization 

632 API Party Provides standardized mechanism for 
party management such as creation, 
update, retrieval, deletion and 
notification of events. 

4.0.0 

/tmf-api 
/agreementManagement /v2 
/ 

651 Agreement 
Management 

This is Swagger UI environment 
generated for the TMF Agreement 
Management specification. 

2.0.0 

/tmf-api 
/resourceOrderingManageme
nt /v4  

652 Resource Order 
Management-v4.0.0 

This is Swagger UI environment 
generated for the TMF 652-Resource 
Order Management-v4.0.0 
specification. 

4.0.0 

/tmf-api 
/accountManagement /v4  

666 Account 
Management 

This is Swagger UI environment 
generated for the TMF Account 
Management specification. 

4.0.0 

/tmf-api 
/customerManagement /v4  

629 Customer 
Management 

TMF Customer Management 4.0.0 

/tmf-api /userinfo 691 Federated ID TMF Federated ID 1.0.0 

/tmf-api 
/ServiceActivationAndConfigu
ration /v3 / 

640 API Service 
Activation and 
Configuration 

Provides the ability to activate and 
configure Services. 

3.0.0 

/tmf-api /alarmManagement 
/v4 / 

642 API Alarm   4.0.0 

/tmf-api 
/serviceTestManagement /v4  

653 Service Test 
Management 

Provides the ability to manage tests of 
provisioned Services. 

4.0.0 

/tmf-api 
/resourceInventoryManagem
ent /v4  

639 API Resource 
Inventory 
Management 

Provides the ability to manage 
Resources. 

4.0.0 

/tmf-api 
/lcmrulesmanagement /v1 / 

LCM Rules Custom API environment for LCM Rules 1.0.0 

/tmf-api 
/resourcePoolManagement 
/v1  

685 Resource Pool 
Management 

Resources that can be reserved are only 
in one pool. 

1.0.0 
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3.2.1.4 Deployment and Configuration 

OpenSlice is deployed via docker containers: 

- Either via docker compose 

- Or via a Helm chart for a Kubernetes cluster 

 

3.2.2 OpenSlice and security considerations 

For FIDAL, OpenSlice takes into consideration the following aspects. 

 

• Zero-touch management mechanisms are available through the usage of Lifecycle 

management rules. This includes mechanisms which can retrieve data for the underlying 

service and provide them to another partner who can then use the data to close the loop for 

the network security monitoring.  

• Includes services that provides central log and end-to-end views for system monitoring and 

audit 

• Internally, certain processes are followed for building the application. Currently the CI is on 

GitHub, which relies upon GitHub’s pushed security proposals and patches. To improve 

security built upon internationally recognized certification and standards, it is in the process 

of migrating to ETSI. 

• An issue management tool (Bugzilla) is supported by OpenSlice that can support issues related 

to security 

• LCM rules could be used by experts to perform certain security actions during the 

orchestration or while the service is active, if necessary. 

• Authentication and authorisation around access and APIs is managed by a well-known and 

widely used open-source identity system 

 

 

3.3 AIaaS Component 

The AIaaS Component is responsible for harvesting telemetry data to support: (i) zero-touch predictive 

workflows; and (ii) decisions related to resource allocation, slicing and service orchestration and (iii) 

automated security attacks detection. As per the AIaaS security functions, AI will be used to monitor 

and adapt the configuration of testbed networks to optimise their function. Risk will be assessed to 

consider the scope of human notification and intervention to not unintentionally create network 

inefficiencies and outages: 

1. Follow an AI risk assessment approach that articulates responsibility and accountability 
processes and supports prioritization. 
This should be based upon the EU Artificial Intelligence Act, described in D2.1 section 16.6.8, which 

includes assessing AI into different risk categories: unacceptable, high, limited, and low risk.  The 

approach should consider the different security needs of media and safety as a) domains of 

organisational practice with security implications, as well as b) networks managing different types 

of data and content that will be engaged with via the Net Apps, each with unique security needs 

that need to be considered 

2. Ensure transparency such that it is possible to have human oversight for high-risk situations, and 
automated guardrails for others. 
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Model behaviour and data processing practices need to be robustly monitored to detect input 

manipulation, supply-chain attack, or processing anomalies. 

3. Minimise access privileges to control who has access to data, models, and sharing infrastructures. 
Limiting access to models and data mitigates risks brought by malicious poisoning and related 

attacks.  

4. Conduct consistent and systematic quality assurance activities across the AIaaS and any 
component that may relate to the AI. 
These can reduce security risks throughout the entire lifecycle of the AI development, including 

integration and performance testing processes.  

5. Employ robust and rich and large training data sets and data science countermeasures. 
This will reduce risks of model overtraining or working with an unintentionally simple model that 

is easy to reverse engineer and steal from the outputs. 

6. Include entire technical and organisational infrastructure around AIaaS in AI security plans 
Data must be shared to train and maintain AIaas. Thus, sharing, storage, and processing of data 

also needs layers of security. 

7. Robustify models and capabilities against diverse perils of adversarial attacks. 
This could be done by augmenting the datasets with adversarial examples to safeguard, secure, 

and make the AI systems more reliable. 

The AIaaS Component will also use traffic monitoring data to provide a security mechanism on threat 

detection and prevention. As far as the telemetry data is concerned, in the context of FIDAL 

Architecture, we have deployed AIaaS pipelines using experimental metrics gathered by UoP and p-

Net coming from the 5G testbed (both core and radio related information) and information regarding 

the CPU load of the host system. The collected data cover a period of 43 hours during which several 

test cases were run. The data contain 5G core related metrics, connection and data traffic related 

metrics, as well as cell related metrics. The following Error! Reference source not found. Table 3-4 

presents the features, their description and the data type.  

Table 3-4: 5G Testbed Metrics. 

Feature Name Description Type 

timestamp Time of collection numerical 

connected_gnbs@172.16.10.2

07 

Shows the connected gnbs in the core numerical 

ues_172.16.10.207@_127.0.1.

1 

Shows the connected UE in the gnb in the core numerical 

pdn_default_dl Shows the total bytes in uplink (ul) direction for 

APN “default” 

numerical 

pdn_default_ul Shows the total bytes in downlink (dl) direction 

for APN “internet” 

numerical 

pdn_internet_dl Shows the total bytes in dl direction for APN 

“internet” 

numerical 

pdn_internet_ul Shows the total bytes in ul direction for APN 

“internet” 

numerical 

001010000034721_172.16.22

2.212_internet_dl 

Shows the total bytes dl direction for the UE with 

IMSI= 001010000034721, 

IP=172.16.222.212 in the APN=internet 

numerical 

mailto:connected_gnbs@172.16.10.207
mailto:connected_gnbs@172.16.10.207
mailto:ues_172.16.10.207@_127.0.1.1
mailto:ues_172.16.10.207@_127.0.1.1
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001010000034721_172.16.22

2.212_internet_ul 

Shows the total bytes ul direction for the UE with 

IMSI= 001010000034721, 

IP=172.16.222.212 in the APN=internet 

numerical 

001010000034721_192.168.2.

2_default_dl 

Shows the total bytes dl direction for the UE with 

IMSI= 001010000034721, IP=192.168.2.2 in the 

APN=default 

numerical 

001010000034721_192.168.2.

2_default_ul 

Shows the total bytes ul direction for the UE with 

IMSI= 001010000034721, IP=192.168.2.2 in the 

APN=default 

numerical 

dl_bitrate Shows the dl bitrate of the gNB (whole cell) numerical 

ul_bitrate Shows the ul bitrate of the gNB (whole cell) numerical 

ue_count@172.16.10.207 Shows the number of UEs connected to this gnb numerical 

ue_1_cqi Shows the Channel Quality Indicator (CQI) of the 

UE 

numerical 

ue_1_dl_bitrate Shows the dl bitrate of the UE numerical 

ue_1_pusch_snr Shows the dl Signal-Noise-Ratio (SNR) of the UE numerical 

ue_1_ul_bitrate Shows the dl bitrate of the UE numerical 

load15 Shows CPU load  numerical 

 

As far as the traffic monitoring data, the dataset consists of DDoS attacks on a 5G network function. 

The data have been produced as part of the Horizon Project SANCUS [3] and consist of two types of 

Modification Flood attacks, i.e., an Establishment Flood attack and a Session Deletion Flood attack. 

Each attack has a unique attack vector on Protocol Data Unit (PDU) sessions between the User 

Equipment (UE) and the Data Network (DN), with the effects of those attacks being visible to UPF and 

SMF functions.   

The initial pipeline has been set up to support data filtering and feature extraction. The Data Pre-

processing focuses on the identification of null and duplicate values and constant attributes. If an 

attribute (feature) has only one value for all instances in the dataset, it is considered a constant feature 

and does not provide useful information to the machine learning model. For feature extraction, we 

are going to focus on three methods: i) Filter methods (correlation of the features with the dependent 

variable), ii) Embedded methods (Recursive Feature Elimination), and iii) Wrapper methods. 

3.3.1 Baseline software modules and extensions implemented within FIDAL  

The software modules developed in the frame of FIDAL have been integrated in an AI engineering 

pipeline which includes software for (i) data exploration and analysis; and (ii) data modelling and 

predictive tasks. 

Data exploration and analysis: In this step, the aim was to understand the features and structure of 

the 5G network data, perform correlations, identify the key entities and their relationships. The 

histograms below (see Figure 3-14) indicate the ranges of the values of each feature. The 

characterisation of the histograms facilitates in the next step the load classification based on the most 

important and correlated features. 

 

 

mailto:ue_count@172.16.10.207
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Figure 3-14: 5G Network’s Features Exploratory Data Analysis. 

We proceed with feature correlation. Feature correlation was used as a statistical measure to 

understand the relationship between the 5G Network features. This measure expresses how much 

two features change together. A positive correlation means that as one feature increases, the other 

feature also increases. A negative correlation means that as one feature increases, the other feature 

decreases. A correlation of zero means that there is no relationship between the two features. Feature 

correlation was used to ease feature selection and select the most important features for the next 

step, which is data modelling. The figure below (Figure 3-15) shows the correlation between all the 

pairs in the 5G network dataset. It is evident that positive and high correlation (i.e., > 0.50) exists 

between the uplink and downlink load with the CPU load. 
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Figure 3-15: 5G Network’s Features Correlation and Selection. 

We then perform a p-test on the correlation between features that show high correlation with the 

CPU load metric. The p-test, or p-value, is a statistical measure of the probability of obtaining results 

at least as extreme as the ones observed, under the assumption that the null hypothesis is true. A 

small p-value means that the observed results are very unlikely to have occurred by chance under the 

null hypothesis, and therefore provides evidence against the null hypothesis. It is noteworthy that the 

feature “001010000034721_192.168.2.2_default_ul” has negative correlation. This means that 

increasing the bytes of the uplink direction of the UE with IMSI= 001010000034721, IP=192.168.2.2 in 

the APN=default, the CPU of the system falls, in this sample of data. The correlation result in the figure 

below (Figure 3-16) indicates the relationship between the downlink and uplink with the CPU load. 

 

Figure 3-16: Feature Correlation in 5G Network Data. 

Data modelling and predictive tasks: The next step was to create two (2) data models. The first 

supports predictive workloads and forecasts future values of 5G network load; while the second one 

supports binary classification to forecast the class of the load (i.e., currently low-high classes are 
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supported). The predictive workloads facilitate the zero-touch reconfiguration of the Maestro VAO at 

runtime through the specification and prediction of the future workload values. The load classification 

facilitates the decision related with the service orchestration, slicing, vertical scaling when needed and 

optimal resource allocation. 

To predict workloads on future 5G network load, we trained an LSTM neural network that takes as 

input a window of features X and produces output Y which is the prediction of the next value of Y. This 

functionality to trigger runtime adaptations and scaling will be further integrated with the MAESTRO 

VAO. The time window size was in this model training is 20. The figure below (Figure 3-17) shows the 

LSTM neural network architecture which was defined to calculate the regression which supports the 

predictive workload. 

 

Figure 3-17: Modelling of Workload Prediction. 

The training and validation loss over the different epochs are depicted in the following graphs of Figure 

3-18. We observe that both the training and validation loss converge near the 8th epoch. 

  
 

Figure 3-18: Training and Validation Loss across Epochs. 

To forecast the class of the load, we trained an LSTM neural network that takes as input a window of 

features X and produces output Y which is the prediction of the class of Y. In our case, we modelled 

the load as high-low performing binary classification to support any decision related with the service 

orchestration, slicing, vertical scaling when needed and optimal resource allocation. This functionality 

to trigger runtime adaptations and policies will be further integrated with the MAESTRO VAO. The 

time window size used in this example was 30. The figure below (Figure 3-19) shows the LSTM neural 

network architecture which was defined to calculate the binary classification which supports the 

prediction of load class. 
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Figure 3-19: Prediction of Load Class. 

The results of the binary classification model were validated using the accuracy, F1, precision and 

recall metrics, as presented in the below table (Table 3-5). We observe that the binary model 

approximately achieves more than 81% accuracy, which means that it correctly predicts the class of 

the load as of low or high. 

Table 3-5: Load Class Prediction Validation Metrics. 

Model Accuracy F1-score  Precision Recall 

LSTM-ANN 0.81 0.89 0.81 0.97 

 

3.3.2 Functionalities 

The Functional requirements of AIaaS component and related sequence diagram(s) are summarised 

in Table 3-6. 

Table 3-6: Functional requirements and related modules for the AIaaS Component. 

AIaaS Component 

FR-ID FR-Description  

Related sequence diagram (s) 

FR11 Harvest telemetry data from Elastic to train 

regression models 

Maestro 

FR12 Harvest telemetry data from Elastic to train 

classification models 

Maestro 

FR13 Harvest telemetry data from Prometheus to train 

regression models 

Testbeds 

FR14 Harvest telemetry data from Prometheus to train 

classification models 

Testbeds 

 

The workflow of the AIaaS component is presented in Figure 3-20. As it is depicted, we harvest 

telemetry 5G data and we further feed a data exploration and analytics pipeline. 
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Figure 3-20: AIaaS workflow (data training phase). 

3.3.3 Integration Endpoints 

The integration endpoints of the AIaaS component to trigger the respective analytic inference task 

(i.e., regression or classification) are defined in Error! Reference source not found. Table 3-7 as 

follows: 

Table 3-7: Integration EndPoints of AIaaS. 

API Request 
Type 

Direction Description 

/ai/regression/predict REST POST Out Request of regression model 
inference output  

/ai/classification/predict REST POST Out Request of classification model 
inference output 

 

3.3.4 Deployment and Configuration 

The deployment process is using the CI/CD pipelines of Gitlab in order to build the docker image of 

the AIaaS Component that will be later used to create the running containers in a virtualised 

environment, i.e., the FIDAL Testbeds. Due to this, we have included a Dockerfile that gives all 

instructions to docker on how to build the docker image. 

The AIaaS Component's software modules have been dockerised, so as to be deployed in the 

Kubernetes cluster of each FIDAL Testbed. The deployment of the docker images to the Kubernetes 

cluster is defined via YAML files. The YAML files serve as configuration files which contain all the details 

regarding the creation of the necessary pod, user, service, container and port in a dedicated 

namespace on the cluster. 

 

3.4 Monitoring Analytics component 

The monitor analytics platform is part of the experimentation framework of FIDAL responsible for 

collecting the data from the respective data sources, calculating the necessary KPIs for each case, 

persisting the data into the internal database and finally providing the means to the end user to 

visualise and export the data. 

3.4.1.1 Internal Architecture, Technologies, and Baseline Assets 

The platform consists of five microservices aiming to segregate the functionality for both development 

purposes and availability. The five submodules are: 
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• The data collector for collecting, harmonizing and persisting the data from all available data-

sources. 

• The KPI modeler responsible for calculating the necessary KPIs. 

• The database for persisting the KPIs. 

• The visualization portal for providing the visualization dashboards to the end users. 

• The internal REST API for providing the necessary functionality to the visualisation portal. 

The above submodules and the internal architecture comprising the monitoring analytics platform can 

be seen in Figure 3-21. The monitoring analytics module comprises five different components, each 

playing a crucial role in the overall system: the Data Collector, the KPI modeller, the Data Layer, the 

Visualisation Portal, and the Internal REST API. In the following paragraphs, the technical and 

functional aspects of each component are presented. 

3.4.1.1.1 Data Collector  

This component is a universal solution for the efficient acquisition and standardisation of data from 

various sources within the system. It allows collecting data from a wide range of sources, including 

use cases, underlying facilities, and the vertical application orchestrator (MAESTRO). The collection 

takes place via the REST API standard. The component will expose the API, and all the related sources 

that need to send data, will do so using the advertised data format, which will be JSON, the popular 

data interchange format. The use of a common format aims to ensure the generality of the solution. 

However, if there are 3rd party modules that cannot conform to the specific standards, the relevant 

adapters will be implemented, to facilitate the interconnection. These adapters will transform the 

received data into the expected JSON format. 

The Data Collector also will homogenise the incoming data, transforming it into a unified and 

standardised structure. This harmonisation allows for seamless post-processing by the other 

Monitoring Analytics components. 

Lastly, the module persists the collected and homogenised data into the internal database, ensuring 

its availability. 

The development of the Data Collector component will be carried out using Java, specifically version 

17, and will be built on the robust Spring Boot framework. 

3.4.1.1.2 KPI modeller  

The purpose of the KPI modeller module is to diligently calculate essential Key Performance Indicators 

(KPIs), based on the raw data that the Data Collector has persisted to the Data Layer. 

Each use case will define its own formulae and requirements for calculating the KPIs, so the KPI 

modeller will be developed in a way that it will support different calculation techniques for different 

use cases. The modelling of the data will take place on specific periodic intervals. 

Similarly, to the Data Collector, the KPI modeller component will also be carried out in Java 17 and 

Spring Boot. 

3.4.1.1.3 Data Layer 

The Data Layer of the monitoring analytics platform consists of a database service. It serves as the 

storage repository for various information bits, including the incoming raw data, the harmonised data, 

and the resulting KPIs. Additionally, the data layer stores other essential metadata of the platform, 

such as user information, login audit records, and more. 

The technology of the database is yet to be decided, as the data specifications may drive the decision 

towards an SQL or a NoSQL database technology. Given the number of use cases that FIDAL will 
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support, including the open calls, a NoSQL database most probably will be the preferred choice for 

the Data Layer. The flexibility of a NoSQL database, and the ability to adapt the database structure to 

changing requirements without the need for complex migrations, make this option seem more 

suitable for the component. 

3.4.1.1.4 Visualisation Portal 

This component is a standalone web application that serves as the User Interface of the Monitoring 

Analytics platform. Its main purpose is to visualise the calculated KPIs of use cases execution in 

intuitive dashboards. The dashboards will combine graphs of various types, such as bar chart, pie chart 

etc. with tables. The user will be able to view the data in a non-graphical format i.e., in plain tables 

and they will also have the option to export what they see in image formats and CSV / Excel formats, 

for graphs and tables respectively. The portal will also support an elevated user role, which will act as 

the administrator of the application. The administrator will be able to perform user actions, such as 

adding or modifying users, and access control modifications. 

The development of the portal will leverage the combination of JavaScript/TypeScript as the primary 

programming language and the Angular framework. To fulfil the visualisation requirements of the 

platform, a blend of UI components will be employed. This includes utilising PrimeNG, an open-source 

theme that offers a wide range of pre-built UI elements, alongside the integration of custom UI 

components tailored specifically for the platform. By harnessing these technologies, the portal will 

provide a visually appealing and user-friendly interface to effectively present and interact with the 

platform's data visualisation capabilities. 

The visualisation portal will employ the Monitoring Analytics’ Internal REST API to fetch and submit 

the data from/to the module’s Data Layer. 

3.4.1.1.5 Internal REST API  

The Internal REST API component is responsible for the communication between the Visualisation 

portal and the Data Layer. Acting as a set of HTTP REST interfaces, it serves as the gateway through 

which the portal accesses the required data.  In addition to data retrieval, the REST API also handles 

user authentication and authorisation, ensuring that only authorised users can make requests and 

access the relevant data. This submodule not only provides the necessary data to the Visualisation 

portal but also ensures the security and integrity of the system by enforcing proper authentication 

and authorization protocols. 

In line with the goal of consistency, this custom developed service will utilise the same technologies 

with the Data Collector and the KPI modeller: Java 17 and the Spring Boot framework. 
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Figure 3-21: Monitor analytics platform submodules. 

3.4.1.1.6 Data Collector 

The data collector module is responsible for: 

• Collecting data from all available data sources including the use cases, the underlying facilities 

and the vertical application orchestrator (MAESTRO). 

• Homogenising the incoming data into one common data structure that will enable the 

postprocessing. 

• Persisting the data into the internal database. 

The data ingestion flow will include a REST API that will be exposed to be consumed by the remote 

parties that can support it and the open calls applications. For 3rd parties - within the project - that 

prefer other integration means, the data collector will implement other integration protocols to 

support the interconnection. 

The data collector will be developed in Java (version 17) and will be based on the Spring Boot 

framework. It will be dockerised and the container will be orchestrated by a Kubernetes cluster. 

3.4.1.1.7 Data Layer 

The data layer includes the internal database of the monitor analytics module. It stores the incoming 

raw data, the harmonised data along with the resulting KPIs. All other metadata of the platform such 

as the users, the login audit etc. are also stored here.  

The database used is pending to be decided. The options are either PostgreSQL or MongoDB 

depending on whether an SQL or NonSQL based database is preferred. 

3.4.1.1.8 KPI Modeler 

The KPI modeler is responsible for calculating the KPIs of each test case execution. It will utilise the 

raw data ingested and based on the requirements of each case will produce the KPIs required. 

The KPI modeler will be developed in Java (version 17) and will be based on the Spring Boot 

framework. It will be dockerised and the container will be orchestrated by a Kubernetes cluster. 
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3.4.1.1.9 Internal REST API 

The internal REST API is the submodule responsible for providing access from the Visualisation portal 

to the data layer. It is a set of HTTP REST interfaces that provide the necessary data to the portal while 

also providing the means to authenticate and authorise the user making the request and authorise. 

The internal REST API will be developed in Java (version 17) and will be based on the Spring Boot 

framework. It will be dockerised and the container will be orchestrated by a Kubernetes cluster. 

3.4.1.1.10 Visualisation Portal 

The visualisation portal utilises the internal REST API to visualize the KPIs of a test case execution 

through intuitive dashboards. Data is available in graphical and tabular data along with export 

functionality. Other functionality is also offered for privileged users such as user management and 

access control.  

The portal will be developed with the JavaScript/TypeScript language utilizing the Angular framework. 

UI components from PrimeNG (an open-source theme) along with some custom UI components will 

be used to satisfy the visualisation requirements of the platform. It will be dockerised and the 

container will be orchestrated by a Kubernetes cluster. 

3.4.1.2 Functionalities 

The monitoring analytics platform is responsible for several functionalities in the FIDAL project, with 

all of them concerning the collection, analysis and presentation of data. The Functional Requirements 

defined in the project summarise these functionalities (see Table 3-8) and the related sequence 

diagrams offer more insight on the events and the flows taking place when each of the functionality 

is run. 

Table 3-8: Functional requirements of Monitoring Analytics platform. 

Monitoring Analytics 

FR-ID FR-Description Related Module(s)/ 

Component(s) 

Related 

Sequence 

Diagram (s) 

FR15 The Data Collector will offer an integration 

interface to collect data from various 

sources  

Testbed 

Maestro 

OpenSlice 

Figure 3-22 

FR16 The Data Collector will homogenise data 

into a common data structure 

N/A Figure 3-22 

FR17 The Data Collector will persist the 

homogenised data to the Data Layer 

N/A Figure 3-22 

FR18 The Data Modeller will calculate the 

respective KPIs and persist the results to 

the Data Layer 

N/A 

 

Figure 3-23 

FR19 The Visualisation Portal will allow only 

authenticated users to use it 

Users Figure 3-24 

FR20 The Visualisation Portal will present the 

KPIs in tabular and graphical format 

Users Figure 3-24 

FR21 The Monitor Analytics platform will 

propagate the calculated KPIs to the FIDAL 

Services Repository 

FIDAL Services 

Repository 

Figure 3-23 
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Figure 3-22 Data collection within the monitoring analytics platform. 

Figure 3-22 showcases the data collection flow. All parties that want to submit data (Use Cases 

applications, the facilities and MAESTRO), need to perform Web Service calls using the HTTP protocol, 

with HTTPs encryption enabled. The body of the HTTP request will be JSON format. Once the Data 

Collector receives the data it will homogenise it, if needed, and then the Data Collector will store the 

data in the relevant Database table or collection within the Data Layer. 

 

Figure 3-23 Data modelling & KPI calculation within the monitoring analytics platform. 

Figure 3-23 portrays the flow of the KPI calculation, that takes place asynchronously with the data 

collection. Once the Data Modeller is triggered, it queries the Data Layer for un-modelled raw data, 

i.e., raw data which has not been yet used for KPI calculations. The triggering of the Data Modeller will 

take place in fixed time periods.  
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After fetching the raw data, the Data Modeller will proceed with calculating the relevant KPIs. Each 

KPI will be calculated using a specific algorithm that will be decided and programmed in the Data 

Modeller’s internal flows. The KPIs calculated will also be persisted to the Data Layer, along with the 

existing raw data. Finally, the Data Modeller will perform an HTTP request to the FIDAL Services 

Repository to submit the new KPIs. 

 

Figure 3-24 Monitoring Analytics KPI visualisation. 

Figure 3-24 presents the only flow, within the Monitoring Analytics platform, that includes the 

participation of a user. The user will open a browser and load the URL of the Visualisation Portal. After 

they login with their credentials, they will be presented with the Portal’s landing page (welcome page). 

This page will contain links to all the available dashboards. Each dashboard contains a list of different 

KPIs, visualised in the appropriate manner (table, bar chart, line chart etc.). The user selects a specific 

dashboard, along with the relevant filters (dates, experiment ID etc.) and the results are displayed to 

them. Optionally, the user may export the results in one of the supported formats. The supported 

formats will be CSV files and Microsoft Excel files for tabular data, and image formats for data 

represented in charts. 
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3.4.1.3 Integration Endpoints 

API Request Type Direction Description 

https://<data-collector-
host>:<data-collector-port>/data-
collector/data  

REST POST Incoming to the 
Data Collector 

Request for Data Collection 

 

3.4.1.4 Deployment and Configuration 
The Monitoring Analytics platform’s modules will be dockerised, to be deployed in the Kubernetes 

cluster. Each module will contain a Docker file, which will include all the necessary information for the 

creation of the docker image.  

The deployment of the docker images to the Kubernetes cluster is defined via YAML files. The YAML 

files are configuration files that will contain all the details regarding the creation of the necessary pod, 

user, service, ingress in a dedicated namespace on the cluster.   

All the configuration files will be included in their respective repositories. Therefore, the Docker file 

of the Data Collector will be in the Data Collector source repository, etc. 

 

3.5 FIDAL Repository Services  

The FIDAL Services Repository is responsible for the management and exposure of artefacts from the 

FIDAL framework as a service. Such artefacts include for example datasets (e.g., KPI measurements, 

trace files, etc.) from experimentation, Network Apps container images, training sets and pre-trained 

models from the AIaaS system. FIDAL Repository Services aims to simplify the exposure of such 

artefacts both within the FIDAL community, and to the wider SNS and research communities in the 

form of open data. To this end, a set of Backend Services for File Storage, Search, and Repository 

Management are deployed and integrated at ISI servers, alongside a custom Portal service acting as 

the Frontend which provides access to FIDAL artefacts. The Backend Services are integrated with the 

respective FIDAL framework components via CRUD APIs. 

3.5.1.1 Baseline components and extensions implemented within FIDAL 

The FIDAL Repository Services offers a set of Backend Services for File Storage, Search, and Repository 

Management which are deployed and integrated at ISI, alongside a Portal service acting as the 

Frontend which provides access to FIDAL artefacts. The FIDAL repository services are implemented via 

the following baseline components, which are appropriately customized and extended within the 

project: 
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Figure 3-25: FIDAL Repository Services design 

3.5.1.1.1 NextCloud 

NextCloud is an open-source private cloud platform that allows the storage, sharing, and collaborative 

editing of files, via a universal API that is integrated within customised client applications. NextCloud 

bundles core technologies such as PHP, JavaScript, HTML, CSS, MySQL, SQLite, Redis and Nginx, and 

provides full control over your data and privacy, offering the option to self-host. The following 

capabilities ensure that NextCloud is ideal for delivering FIDAL catalogue services, ensuring that FIDAL 

outcomes are easily accessible by the SNS community: 

• It allows us to customise and extend the functionality of NextCloud according to your needs. 

• We can integrate NextCloud with other FIDAL components and services via its API. 

• The community can access NextCloud from desktop and mobile clients for Windows, macOS, 

Linux, Android, and iOS platforms. 

• Advanced capabilities such as file sharing, search, permissions, passwords, expiration dates, 

and quotas for the shared files are supported. 

Within FIDAL, NextCloud will be fully customised to fit the needs of the project and the SNS 

community. This includes customising the GUI, creation of appropriate Catalogues for the various file 

types (e.g., AI training sets), KPIs, KVIs, and artefacts that belong to Network Apps. Moreover, 

NextCloud will be integrated with FIDAL framework components (i.e., AIaaS, Monitoring & Analytics) 

via the NextCloud API, allowing long-term project outcomes to be automatically stored within the 

repository services. 

3.5.1.1.2 JFROG artifactory 

JFrog Artifactory is a tool used by software developers to store, manage, and distribute binary 

artefacts, such as Java libraries, Docker images, and other software packages. It supports various 

package formats, including Maven, Gradle, npm, NuGet, and Docker, among others. It offers features 

such as metadata management, version control, access control, and artefact promotion. Artifactory is 

K8s-ready, supporting containers, Docker and Helm Charts, and is a K8s and Docker registry. It comes 

with full CLI and REST APIs, customisable to the applications’ ecosystem. JFrog offers fully featured 

operation with Helm through support for local, remote and virtual Helm chart repositories. The JFrog 

Helm Repo exposes an extensive REST API, that supports a fully automated provisioning of dockerised 

Network Apps to a K8s cluster. 

NextCloud
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NetApps
OpenAPI

Server

REST

OCS OpenAPI
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Within FIDAL, we will develop a Network Service Repository which provides all FIDAL testbeds with 

centralised support for storage and management of NS and Network Application artefacts. To this end, 

an OpenAPI server will be developed based on Flask that will offer Helm chart management 

capabilities. As mentioned, the Network Application artefacts will be packaged and stored in the form 

of Helm Charts. These Helm Charts aim at defining templates for properly installing the vertical 

application on a Kubernetes (K8s) cluster in an automated manner. They will be hence utilised in the 

southbound exchange, between the Repository and MAESTRO. 

3.5.1.2 Functionalities  

The FIDAL repository services support 3 types of interactions, mapped to the respective project 

stakeholders: 

• Network Apps owners are able to onboard artefacts, (see Figure 3-26) such that there is a 

centralised repository accessible to FIDAL UCs and externals. 

• FIDAL Experimenters and internal users can store project outcomes, experimental results, KPIs 

and KVIs for future reference and access by the broader community (see Figure 3-27). 

• External users from the broader SNS community (see Figure 3-28) can access files, project 

outcomes, data sets and various artefacts which as marked for open external access. 

 

Figure 3-26: Network App owner interaction with the Repository, Maestro and Testbed. 
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Figure 3-27: Experimenter's interaction with the Repository and Monitoring & Analytics. 

 

Figure 3-28: SNS Community interaction with the Repository. 

Table 3-9: FIDAL Repository functional and non-functional requirements.  

FIDAL Repository Services 

FR-

ID 

FR-Description Related 

Sequence 

Diagram (s) 

Related Module(s)/ Component(s) 

 

FR22 

The system should 

provide File Storage for 

project assets and 

artefacts 

Figure 3-26 

 

NextCloud 
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FR23 Web based GUI for 

providing access as well 

as Private artefacts, only 

accessible by 

authenticated users 

Figure 3-28 NextCloud 

FR24 Multiple categories of 

artefacts, to serve the 

needs of the FIDAL 

Framework 

see Figure 

3-27 

NextCloud, JFrog Artifactory 

FR25 CRUD APIs towards FIDAL 

Framework components 

see Figure 

3-27 

NextCloud, OpenAPI server 

FR26 Search Figure 3-28 NextCloud 

 

3.5.1.3 Integration Endpoints 

The NextCloud OCS Share API will be leveraged to support Create, Read, Update and Delete (CRUD) 

operations for shared files. 

API Reques
t Type 

Descriptio
n 

<nextcloud_base_url>/ocs/v2.php/apps/files_sharing/api/v1/shares GET Read files 

from a 

certain 

folder 

<nextcloud_base_url>/ocs/v2.php/apps/files_sharing/api/v1/shares Post Create and 
upload a 

new file in 
a certain 

folder 

<nextcloud_base_url>/ocs/v2.php/apps/files_sharing/api/v1/shares/<
id> 

PUT Update 
existing 

file 

<nextcloud_base_url>/ocs/v2.php/apps/files_sharing/api/v1/shares/<
id> 

DELETE Delete 
existing 

file 

 

3.5.1.4 Deployment and Configuration 

The FIDAL Repository Services will be deployed as a fully integrated component within LXD containers 

at the ISI server. It will act as a centralised project repository, where all FIDAL testbeds and trial sites, 

as well as the broader SNS community, will be able to interact after appropriate authentication/ 

authorisation. 
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4 FIDAL Network Applications 

FIDAL adopts the Network App concept, as a as a middleware layer that serves vertical applications. 

In particular, Network Applications coming from the FIDAL ICT-41 baseline projects (5GMediaHUB, 

EPICENTRE, 5GASP) expose reusable functions (e.g., VR content Streaming) to vertical applications via 

open Northbound APIs, thus drastically reducing service creation time. FIDAL considers Network Apps 

as key in the future 5G evolution, and plans to adopt modern Cloud-Native technologies (i.e., 

Containers, Kubernetes, and Helm charts) for FIDAL Network Apps. The FIDAL Network Applications 

are implemented as cloud-native backend services deployed within k8s clusters inside the project 

testbeds and orchestrated by MAESTRO (see Section 3.1) and are accessible by UEs via the 5G network 

offered by the respective testbed. Their Northbound APIs are typically consumed by frontend 

components and / or external Tenant Platforms (e.g., cloud servers), and can be made available to 

future open calls that may implement Over the Top (OTT) functionalities. They may also interact with 

the 5G System (5GS) via 3GPP standard-compliant interfaces (e.g., the N5 interface which allows 

Network Apps to perform end-to-end 5G QoS modification and control). This section describes the 

FIDAL network applications that can be reused by further experiments and open-calls applicants.  

4.1 Network Application 1: EKT Network App 

Brief Description and functionalities: 

StreamSelector Network App (depicted in Figure 4-1), is a low latency video gateway with video 

processing capabilities, acting as a networked video switching matrix. It establishes connection 

between video sources and video destinations. With it, a video player can get access to any of the 

video stream that is present at the input of the StreamSelector. 

The video routing is controlled by an in Cloud external companion application (StreamSelector 

Register) that is in charge of managing connections between video sources (UEs, e.g., smartphone 

with a dedicated video capturing and streaming App) and video destinations (UEs, e.g., video player, 

video transcoder...). Video sources and video destinations have to connect first to the Register that is 

also managing the rights of a destination to get access to the video stream. Connections to the 

StreamSelector Register are done through a REST API. StreamSelector Register is managed by 

EKTACOM only. 

Users shall use our companion applications, smartphone App, video player or video encoder jointly 

with the StreamSelector Network App. In the StreamSelector Register each user and its device has to 

be registered, with corresponding rights. In these companion applications they will have to login, for 

starting to be able to use them.  

In addition to video stream switching capability, StreamSelector has additional video processing 

capabilities. It includes a video mosaic builder, that allows to create and stream a monitoring video 

combining reduced version of incoming video streams in a single video. This involves decoding, video 

resizing, video encoding and streaming processing. At the output of this processing, a new video 

stream, additionally to the incoming video streams is produced. Another type of processing that can 

be supported within the StreamSelector is a transcoding and OTT streaming service. 

Architecture: 

StreamSelector can run in MEC nodes, as well as in private or public Cloud infrastructure, in a 

Kubernetes cluster. But to have a complete streaming architecture there are several companion 

applications: 
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- Stream Selector Register, hosted by EKTACOM in a private Cloud. It is in charge of managing 

all connections through the StreamSelector, accordingly to rights (defined by contracts), 

devices capabilities. Connection between StreamSelector and Register is made through a REST 

API. 

- Video player application, that runs in the user premises, receiving video, audio and metadata 

streams and rendering them. The Video player connects to the StreamSelector Register for 

asking about receiving a selected video and receives configuration for being able to get the 

streams. The video player is able to monitor and collect statistic information about the video 

streams (video and audio bitrates, latency, packet loss rate, image size and frame rate). 

- User Generated Content (UGC) Smartphone Application, that is able to capture and stream 

video, audio and metadata to the StreamSelector. It connects to the StreamSelector Register 

for asking about sending a video and receives configuration for being able to send the streams. 

For now, the UGC App is only available for Android phones, but an iOS version for Apple 

Smartphone could be available within FIDAL project time frame. This limitation is due to the 

missing availabilities of iOS smartphones compatible with 5G Standalone mode. 

- As alternative to the UGC smartphone application, as a source for video streams, the Video 

encoder, running on a PC computer, with interfaces to camera(s), is able to encode in real 

time video captured from this (these) camera(s), and send the corresponding video, audio and 

metadata streams to the StreamSelector. Like the UGC Smartphone App, it connects to the 

StreamSelector Register for asking about sending a video and receives configuration for being 

able to send the streams. Supported interfaces to cameras include SDI, HDMI, USB3 and 

GigEVision, depending upon hardware configurations of the video encoder. 

 

Figure 4-1: StreamSelector Network App architecture diagram. 

Network App Northbound APIs: offered to OTT or cloud based applications 

The Stream Selector Network App is communicating with the StreamSelector Register through a REST 

API. Each processing component of the StreamSelector has a unique ID, and internal Internet 

addresses and port numbers. Each incoming video stream has a unique identifier that is used by the 

StreamSelector register to allocate processing resources as well as routing video internally to the 

processing cluster. When a VideoPlayer is requesting a particular video stream (identified uniquely by 
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its identifier), StreamSelector Register allocates one output video gateway component for sending the 

stream to this VideoPlayer.  

KPIs offered: 

StreamSelector monitors input packet loss and incoming bitrates. 

Video and audio parameters are available through the Session Description Protocol file available from 

the StreamSelector Register, and can be displayed as overlays in the VideoPlayer, as well as in the 

smartphone application. KPIs can be available through a REST API. 

Security: 

The StreamSelector Register provides authentication and manage right access to video streams. Relay 

component will output a video stream only if granted by the StreamSelector Register. In order to use 

StreamSelector Network Application, users shall be registered and having a B2B contract with 

EKTACOM. 

Deployment and configuration Considerations 

• Docker images, yaml files or Helm chart, initialisation configuration file(s). 

• For incoming video streams one Ethernet input port shall be opened. Opening ports is not 

necessary for the output of the video to users’s UE. 

 

4.2 Network Application 2: AFD Network App 

Brief Description and functionalities:   

An automatic fire detection (AFD) system is a sophisticated network of sensors, devices, and control 

panels designed to detect the presence of a fire or the conditions that may lead to a fire in a timely 

and accurate manner. In the context of the FIDAL project, a network application that will enable the 

gathering of the video streams, the analysis of the feeds and the dissemination of the 

alerts/notifications over the 5G network will be provided. 

In more detail, the AFD network application will use as input a number of high-resolution streams 

coming from cameras that are deployed on the field, as well as third party applications (e.g., coming 

from open calls). These high-resolution streams will be forwarded to the network application through 

the 5G network. The AFD network application will analyse these streams, identifying fire ignition 

points and calculating the fire propagation. Additionally, the real-time tracking of the responders and 

their proximity to threats and hazards will be supported through a mobile application that will be 

provided to the responders on the field. Continuous communication between this mobile application 

and the AFD network application will be supported, through the 5G network, enabling the 

collaboration between the responders and the transmission of operational information and alerts, 

improving the situational awareness and the coordination/guidance of the responders. 

Architecture:   

The Network App architecture is depicted in Figure 4-2. In detail it consists of the following 

components: 

• Video Stream Receiver: It is responsible for acquiring the videos from the various cameras 

that will be connected to the network.  
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• Video Stream Analyser: It executes an initial analysis (per frame) of the incoming video 

streams, detecting objects that might exist and alerting the frame characteristics in order to 

be in a mode easy to use and by the next module (AI module). 

• AI module: AI algorithms are used to process the incoming data and identify patterns or 

anomalies that suggest a fire may be starting.  

• Fire propagation module: In the case of fire detection, this module calculates how the fire will 

be propagated within the next hours, taking into consideration a number of characteristics of 

the area. 

• Responders tracking receiver: It will enable the receiving of responders' current location on 

the field and its proximity to the fire. 

• Responders tracking analyser:  It will combine all the information that will be created by the 

previous modules (location and propagation of a fire event and location of the responders) in 

order to dangerous situations. 

• Alert/Notification Producer: In the case of fire detection, this module produces alerts and 

notifications, informing the registered users and systems about the existence of a fire 

providing details about the fire and its calculated propagation within the next hours and 

alarming about dangerous situations (e.g., responders to exist on the path of a fire). 

 
Figure 4-2: Network Application architecture. 

Northbound APIs: 

Three different interfaces will be provided by this network application:  

a. The interface for receiving the video streams. This will be based on a HTTP streaming service 

being able to receive high-resolution video streams from a number of different cameras and 

media streaming applications. 

b. The interface for receiving information about the tracking of the responders. This will be based 

on a REST API that will support the communication with the responders mobile applications, 

enabling the receiving and monitoring of the responders locations/tracks.  

c. The interface for forwarding alerts and notification of the registered users (command centres, 

responders etc).  This will be based on a REST API that will support the communication with 
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the responders’ mobile applications, enabling the exchange of operational information/alert/ 

notifications that is required for the coordination/guidance of the responders.  

KPI offered:  

•                 High throughput: more than 5 high-resolution concurrent video streams. 

•                 Latency reduction below 40 ms. 

•                 Position accuracy: 1 meter  

•                 Simultaneous connection capacity of more than 10 users.  

Security: The network application will share information with the network and external users through 

a number of REST APIs (3 interfaces). These interfaces will be secured by using HTTPS (SSL/TLS) to 

encrypt data transmitted between clients and the network application. SSL/TLS ensures that data is 

not intercepted or tampered with during transit. Additionally, strong authentication mechanisms will 

be used in order to verify the identity of clients, such as API key and JWT (JSON Web Tokens). 

Deployment Considerations 

• Docker images, yaml files, initialisation configuration file. 

• The usage of a GPU would be preferred. 

 

4.3 Network Application 3: ORAMA Remote XR Render-Streaming 

Brief Description and functionalities: ORAMA’s Remote XR Render-Streaming network application 

will scale the XR Unity Rendering pipeline to cloud/edge resources, away from the user equipment 

(UE), facilitating advanced processing capabilities with low latency that reduce the imposed 

constraints on limited resources, GPU, battery, and mobility on untethered head-mounted displays 

(HMDs). In such a context, the dependence on local heavy technology assets should be decreased. The 

network application instance will be responsible of computing, rendering, encoding and streaming VR 

images to the lightweight HMD, via beyond 5G networks. It will cooperate, through a defined API, with 

a Physics service network application (PhyS), hosted in cloud resources, that will perform XR scene 

physics computations and also serve as a relay server for multi-user XR collaboration. The HMD will 

be responsible for decoding and projecting the received images, and capturing and transmitting user 

events (positioning, rotations, etc.) back to the network application instance. Multi-user collaboration 

in the same XR session will be provided to both AR and VR users. Three different aspects will be 

considered:  

1. Computation offloading to nearby edge resources, leaving the mobile device responsible for 

UI, input/output, thus streaming only necessary content to client HMDs.  

2. Provide a network application, hosted on cloud resources, that features a physics server, 

hosting complex physics-based simulation behaviours. The physics server will be empowered 

by relay server functionality allowing multiple participants in the same XR session. It will 

handle game logic and broadcast messages to remote clients, based on open-source 

networking API. This approach aims at low latency exchange by reducing the dependency on 

local services.  

Architecture: The application architecture consists of five components (see below Figure 4-3): 

1. RRS (Remote Rendering Service): A network application deployed as virtual machine (VM) 

stateful microservice on the edge. Each instance of this microservice will require high-end 
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Nvidia GPU resources to render the XR scene. This network service will be reused by any type 

of UCS for accomplishing its XR pipeline. 

2. XRS (XR Streamer): Deployed in the same VM on the edge as RRS. It will be responsible for 

streaming the produced XR images via UDP protocol to UEA (see below). 

3. UEA (User Equipment Application): Deployed on the user’s mobile HMD (Meta Quest pro or 

Magic Leap 1/2 or Hololens 2), responsible for receiving, decoding and projecting image 

streams from the XRS and for capturing and transmitting user events (head/hand 

transformations) back to XRS, via UDP protocol. 

4. PhyS (Physics Service): Network application deployed as docker container on cloud resources. 

It is responsible for performing physics computations for an XR pipeline. The PhyS network 

application is reusable by third party UC applications, e.g., coming from Open Calls. It provides 

a well-documented network API to diverse Unity-Based XR Applications, and It is independent 

of the specific RRS architecture (ORAMA’s UC app). Its deployment is initiated by the UEA. The 

PhyS is responsible for processing all physics calculations such as collisions and triggers, as 

well as for the efficient management of rigid bodies for seamless integration. It also serves as 

a relay server enabling multi-user collaboration within the same XR session. The resulting 

physics data, collision events and triggers, are transmitted to RRS through network call backs 

using TCP and UDP protocols. 

5. PNA (Platform Network Application): Responsible for communicating with the FIDAL 

platform and the 5G network. 

 

 

Figure 4-3: Application architecture. 

NetApp Northbound APIs: Offered to OTT or cloud-based applications 

• Network API Connecting PhyS with RRS 

• API for pairing UEA with RSS 

KPI offered: Throughput, minimal latency, multi-user support. 
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Security: PPDR users are associated with user accounts, distinguishable on a role-based model, i.e., 

admins, supervisors, and members. The account profiles reside at the internal ORAMA cloud services, 

whereas user registration data and credentials are stored at ORAMA’s portal during registration. 

Sensitive information of user accounts is hashed using the SHA256 algorithm and traffic is encrypted 

using the AES-256 specification; no data is stored locally on the HMD or on the edge. The ORAMA 

user-analytics engine uses a cloud-based user assessment service to track, monitor and present 

important feedback regarding each gamified operation, such as user scores and logs related to the 

user’s actions performed during training sessions. Such data are anonymized and stored in the 

Microsoft Azure Blob storage system, utilizing its security protocols, and are accessible in the form of 

JSON files through the analytics API. The latter conforms with the REST service design. User related 

data will be deleted at the end of the project or upon user request. HMD users will not be able to 

affect the system’s security, as they will not be allowed to alter any security parameters through UEA. 

The data sent from the HMD are pure geometric vectors and triggers from the controllers and do not 

hold any significant value regarding the identity of the user. User identification is currently disabled, 

but even if enabled, the data would be sent anonymized through the network, not posing any security 

liability. Regarding the security of the streamed video via the incorporated ALVR method, a man-in-

the-middle attack is plausible, as end-to-end encryption of the stream data is not available. To alleviate 

such a shortcoming, the data streaming from/to the application server to/from the HMD should be 

done using a VPN or a tunnelling method that will encrypt and therefore ensure the safety of the data, 

but an investigation on such XR pipeline should be conducted.  

The data transfers between the PhyS and the RRS components will be accomplished through secure 

protocols. Data integrity will be validated using CRC checksums. 

Testbed Deployment and Configuration Considerations 

• VM images, Docker images, yaml files, initialization configuration file 

• GPU usage 

• Port forwarding enabled. 

 

4.4 Network Application 4: OWO Remote Sensations Network App 

Brief Description and functionalities: OWO’s mobile network application will allow the user to receive 

physical sensations while training in an immersive environment thanks to the use of VR Headsets. In 

this context, the use of low latency is essential to feel the sensations instantly, in addition to the impact 

on the use of processing and database access, which will be done from the UMA server. First, The 

OWOApp attempts to establish a connection via WebSocket with the Network App, set at a fixed 

address. When the connection has been established, the Network App assigns a PIN and saves the 

relation between the OWOApp instance and the PIN in case a game attempts to connect. Next, the 

Network App sends the PIN to the application to be displayed to the user. After the OWOApp connects 

to a game, or the user closes the application, the Network App is notified of the unavailability of the 

OWOApp. This is a necessary process in case other VR headsets won't connect to an unavailable 

application. 
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Figure 4-4: OWOApp communications diagram. 

For the communication between the OWOApp and the VR headset using CAPIF, the VR headset must 

register with CAPIF and discover its services. Next, the VR headset consumes the service of requesting 

connection with a previously identified OWOApp instance using a PIN. When the PIN is confirmed to 

be correct, the “send authentication” service stored in the Network App is consumed and waits for 

the OWOApp to confirm the connection. The VR headset consumes the “send sensation” service, 

which goes to the connected mobile via the Network App. Once the assignation has been made, each 

time the invoker sends a sensation, the corresponding instance of the Network App (exposer) will 

receive the sensation message and it will apply the user’s intensity to the sensation. After receiving 

this message, the Network App will use the smartphone’s Bluetooth Low Energy system to send the 

sensation to the corresponding OWO system. 

Architecture: The application architecture consists of five elements: 

• VR Headset (Use case application): deployed locally on each headset, all members of the 

session must wear one to complete the training. The headsets will send sensations to the user 

when needed. 

• CAPIF: responsible for the discovery of the services for each network application and the 

assignation to each invoker. 

• Network App: will be located on the UMA server and it will receive and send to the correct 

OWOApp the sensations from the game. 

• OWO System: haptic technology that allows to feel real physical sensations during the 

training. 
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Figure 4-5: Complete flux communications diagram. 

KPIs offered: 

• Latency reduction below 50 ms.   

• Simultaneous connection capacity of more than 10 users.   

• Creation of an application available for use in different training environments.   

Network App Northbound APIs: offered to the VR training developers. 

• OWO API to allow the sending of the sensations to the system through 5G. 

Security: Each user must have an account in the OWO App in order to store their own calibrations. 

After calibrated, the user should pair the Network App with the VR headset, so CAPIF can expose the 

corresponding services and send the sensations correctly. Additionally, the local instance of the 
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network app will be installed in a smartphone, and it will use the Bluetooth Low Energy connection to 

send the sensation to the device the account has linked previously. 

 Testbed Deployment and configuration Considerations  

• Docker containers – initial configuration and CI/CD workflow to deploy at the UMA testbed. 

 

4.5 Network Application 5: ADS MCMCC Network App 

Brief Description and functionalities: The Mission Critical Multimedia Communication and 

Collaboration (illustrated in Figure 4-6), so called MCX, is a End2End solution, that implements the 

MCX services standardized in 3GPP, they are: 

• Mission Critical Push-To-Talk – MCPTT.  

• Mission Critical Data – MCData. 

• Mission Critical Video - MCVideo services.    

 

 

Figure 4-6: Mission Critical Multimedia Communication and Collaboration Network App. 

Architecture: Include architecture details such as servers/clients, tools, APIs, protocols, specific HW 

(goggles, GPU accelerators, etc.). 

Roughly we can decompose the solution into 2 components, software blocks: 

• MCX core (cloud hosted) running on PC servers connected to an IP Terrestrial Network 

(4G/5G...) through 3GPP interface, it is an IP distributed architecture. 

• MCX clients (Android/MAC/PC apps) running on commercial smartphones, tablets, laptops. 

 The MCX solution also provides a flexible collaboration between MCXs users on 3G/4G/5G/Wi-Fi 

networks and users on Tetrapol, TETRA, P25, DMR or analog network. 

Two API’s - Client and Platform 

1. One for the client application. Applications and accessories can be integrated with MCX 

through the client API. Integration allows Android applications to communicate with MC 

clients with Android broadcasts. A client API SDK with developer guide and example sources 

are available. The SDK contains Client API which enables the developed app to use MCX 
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Client’s functionalities. Examples of API features available to third parties: PTT handling, 

Group changing, Emergency mode, other features could be open. 

2. A platform API for the server side 

• The platform API is based on REST principles and architectures. 

• Each endpoint of the API returns a JSON response. Provide access to the functionalities of 

MCX like Messaging and Positioning. 

• Applications and other systems can be integrated with MCX system through the platform 

API on MCX server. Limited to third-party integration and development purposes only. 

KPIs offered: Throughput, latency, location accuracy, multi-user support, etc. 

Security: Data protection and handling process 

The MCX developer program provides Authentication, Authorisation and Access granting for the 

Platform API development. Third party developers are able to create authentication credentials and 

request API keys which are used during the development phase. Authentication supports OpenID 

Connect (OIDC) authentication protocol (extension of OAuth 2.0). OIDC is a full-fledged authentication 

and authorisation protocol which uses Json web Token (JWT) set of standards. 

 

4.6 Network Application 6: FORTH Remote scene analysis and AR 

annotation Network App 

Brief Description and functionalities: FORTH’s AR framework for enhancing Law Enforcement Agents’ 

situation awareness, provides real-time annotations on the agents’ AR devices (Head Up Displays – 

HUDs), as they have been identified by the rapid scene analysis Network App. In detail, this Network 

App offloads the intensive process of analysing the video captured by the agents’ HUDs to edge 

devices enabling this way the employment of advanced Machine Learning algorithms for person and 

object detection and tracking. The detected artifacts then are fed to the Decision-Making component 

of the Network App in order to identify and produce the necessary information that eventually will be 

displayed on the LEAs’ HUDs as AR annotations. This information is fed back to the HUDs’ structured 

in a JSON format, for each video frame that is analysed, and visualized by the visualizer component of 

the framework. The Network App will communicate, via beyond 5G networks, with the lightweight 

HUDs, which will be responsible for streaming the video capture from the HUD’s camera to the 

Network App and then receive back the analysis of the scene in the form of AR annotations. 

Architecture:  The Network App architecture is depicted in Figure 4-7. In detail it consists of the 

following components: 

• Video Receiver (VR): it is responsible to acquire the video from the HUDs’ camera which is 

streamed.  

• Video Analyser (VA): it proceeds with the analysis of each frame of the acquired video, using 

advanced ML algorithms to detect persons and objects that might exist. This way it provides 

their position, type and contour in the frame to Decision maker for further analysis. 

• Decision Maker (DM): is the central module of the Network App running as the fundamental 

decision-making component for improving the SA of LEAs. It decides, based on context factors 

and the detections entailed by the Video analyser, which information will be displayed, how 

it will be presented, and in which position in the UI. Then it creates a JSON structure with this 

information and send it back to the HUDs in order to be displayed in the form of AR 

annotations. 
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• AR video Annotator (ARA): is the HUD application which captures the glasses’ camera and 

streams the video to VA. It also receives the AR annotations from (DM) and renders them on 

the users’ AR glasses. 

 

 

Figure 4-7:The remote scene analysis and AR annotation Network App. 

Network App Northbound APIs: offered to OTT or cloud-based applications  

• API for pairing a Network App instance with a specific HUD/UEA 

KPIs offered: Throughput, minimal latency. 

Security:  

All the communication channels (video stream and annotation feedback) are created over the 

Transport Security Layer (TLS) protocol, safeguarding any security breach and eavesdropping. 

Furthermore, each Network App is uniquely paired with a corresponding HUD, using FIPS-approved 

algorithms for pairing and message integrity [5].  

To enhance security at a user practice, training session will be conducted with end-users during pilots 

based on the successful training results of DARLENE1, providing a hands-on experience on the 

technology used in various scenarios. DARLENE’s training lessons learnt demonstrated how LEAs 

should use the HUD device securely and effectively, how to avoid common security pitfalls, and how 

to report any suspicious or anomalous activity.  

For the FIDAL pilots, off-the-shelf AR glasses will be used (Magic Leap 22), which meet the European 

security and safety certifications reducing this way any health or security risks. In this respect the focus 

will be put mainly on the network connectivity aspects for FIDAL, enabling the appropriate assessment 

of the technology and in particular the Network App towards gauging and validating the pertinent 

 
1 https://www.darleneproject.eu/ 
2 https://www.magicleap.com/magic-leap-2 
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KPIs. Furthermore, the fact that the technology usage entails the communication between the AR 

devices and edge nodes, prevails any security risks in the FIDAL testbeds since no data will be 

transferred beyond the 5G RAN. Thus, additional metrics and anomaly detection would not enhance 

security. All data and system integrity, testing, and configuration management practices will follow 

what will be described in the continuous integration and deployment processes of FIDAL ensuring this 

way consistency across the Network App. 

Testbed Deployment and configuration Considerations 

• Docker images, yaml files, initialisation configuration file. 
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5 Conclusions 

This deliverable reports on the design, implementation, configuration, and integration of the FIDAL 

Framework components, including the experimentation and visualization components, the Service 

catalogue, Zero Touch engine and the cross-domain orchestration components. This deliverable 

reports the internal design of the FIDAL Framework components and contributes a detailed account 

of their planned functionalities in the form of Sequence Diagrams. Moreover, this deliverable defines 

the interfaces and APIs connecting constituent components, that will facilitate their integration and 

packaging in an integrated framework that can be easily deployed in facilities. Moreover, it introduces 

the novel, AIaaS driven FIDAL management layer which drives network and service management 

decisions, integrating the well-established OpenSlice OSS, a Cross-Domain Vertical Application 

Orchestrator (VAO) orchestrator and the Zero Touch engine with the underlying OSS/BSS systems and 

NFVIs of the testbeds and large-scale facilities. Finally, this deliverable reports the FIDAL Network 

Apps, which constitute a middleware layer offering reusable, vertical-specific functionalities. Network 

Apps are part of the end-to-end slices and expose functions to vertical applications via open 

Northbound APIs. 
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