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Executive summary

FIDAL promises to deliver a platfoand necessary enabletisat will support advanced andmbitious5G advanced

use cases targeting the augmentation of human capabilities, allowing Media & PPDR vertical industry players
perform advanced technologicahd business validation in largeeale field trials of highly innovative and advanced
applicationghat exploit Evolved 5G technologjeghile it need¢o adapt to the emergig5G challenges and the open
callsthat are planned by FIDAIhis document laysghe foundationfor establishing the groundwork necessary for
realizing the concepts of FIDAL. By conducting detailed analyses, addressing security considerations, integrat
beyond 5Gowards 6@&echnologies and services, defining open interfaces, adagtia@rchitecture, and establishing
repositories, it provides the essential guidelines and infrastructure for the successful execution -@dal®gese cases

on the FIDAL fabric. The use cases in focus are aimed at assessing the potential of beyochdd@@iein the Media

and PPDR vertical industries, with a consideration of societal aspects and key value indicators (KVIs).

The FIDAL use cases in the context of the Media vertical industries are as follows:

UC1 Internet of senses/haptic sensing

UC4 Advanced sports area media services

UCS5 Virtual reality networked music performance
UCT7 Small village engagement services

=A =4 =4 =9

The FIDAL use cases in the context of the PPDR vertical industriedaienas
1 UC2 Digital twin for first responders

9 UC3City security event/Incident
1 UCB6 XRassisted services for public safety
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1. Introduction

Thisdocumentlays the foundation foestablishing the groundwork for the implementation of the awative concepts

that form the foundation of the FIDAL initiatives primary objective is to conduct a comprehensive analysis and
detailed definition of the requirements and designs necessary to enable the execution cktanigeuse cases on the
FIDALfabric. By leveraging and building upon previous and ongoing work frofarieldd SGPPP and SNS projects,
this documentaims to establish a solid framework for the successful deployment of FIDAlabS&dacilities.

One of the keybjectivesof this work is to align the specific requirements of the use cases with the overarching FIDAL
architectural approach. This entails a careful examination of how the key value indicators (KVIs) and key performan
indicators (KPIs) can be effectively enydd to drive therealisation of FIDAL's objectives. By incorporating these
performance metrics, thelescribed worlensures that the largscale trials conducted on the FIDAL fabric are in line
with the project's strategic goals and deliver measurable tssul

Consideringhe criticality of security in largscale trials, thislocumentplaces special emphasis on studying and
addressing any potential security implications. Through thorough analysis and the formulation of guiddingls,
developmentsaim to provide a secure environment for the execution of the trials. By considering various methods
and processes, thevork seeks to mitigate risks and establish robust security measures that protect the integrity and
confidentiality of the FIDAL infrastructure.

Another significant objective d¢flDALs to define seamless integration processes for novel experimentation tools and
advanced 5G technologies. By enabling the provision, orchestration, and management of theckegtrials, the
FIDAL platfornfacilitates the effectiveutilisation of these cuttingedge tools and technologies. Additionaltyjs
documentexplores the integration of novel FIDAL services such as Al as a Service and Security as a Service within
experimentation process and operation dugithe trials. This integration ensures that the trials benefit from the latest
advancements in Al and security technologies, enhancing their effectiveness and overall outcomes.

To encouragecollaboration and innovationthis documentdefines a set of openand extensible interfaces. These
interfaces will allow for the seamless integration of thpdrty solutions from the open calls process. By promoting
openness and interoperabilitysIDALencourages a diverse ecosystem of solutions and stimulates the emergence of
novel ideas and approaches within the FIDAL project.

As the requirements from the larggcale trials and the open calls partners evolere is a needo undertake the

task of efactoring and adapting the FIDAL architecture in an iterative manner. This adaptive approach ensures the
the project remains agile and responsive to the evolving needs and challenges encountered during the trials. E
continuously improving tharchitectue, ourwork enables the efficienttilisation of resources ananaximses the
potential of the FIDAL infrastructure.

Finally, thedocument describes the setting up of FIDAL repositories. These repositories servecerstralised
repositories oflessons learntresources, and documentation related to the FIDAL project. They facilitate easy acces:
to information and promote collaboration among project stakeholders, engugifficient information exchange and
promotinga shared understanding of the project's goals and progress.

11 al LILJAY 3 CL5! [ Qa 2 dzi Liddzi &
The purpose of this section is to map FIDAL Grand Agreement commitments, both within the formal deliverable an
TaskdescripA 2y >~ F3AFAyad GKS LINRP2SOGQa NBaLISOGAGS 2dzi Lz &

Table1 Adherence to FIDAL Deliverable & Task Descriptions

: : Respective
Project GAComponent Project GA Component P T
. . Document Justification
Title Outline
Chapter (s)
TASKS
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Task 2.X, Definition and
detailed analysis of vertic
use cases and applicatiol
baseline and correspondi

target KVIs and KPls, ar

service requirements

This task aims to provide
detailed definition othe
vertical use casen the
Media and PPDR domain
includingtheir scenaris
descriptions, infrastructure
requirements, and alignmel
with project objectives. It
involves specifying
demonstratedbeyond 5G
functionalities, target KPIS
and KVIs, and expected
service requirements

Section 210

Sectiors 2 and 3includethe definition
structure for the use casgescriptionin
terms of stakeholdersservice needs
and target KPI and KVBections 410
includes the analysisf eachuse case

Task 2.2, Requirements,

analysisand specification

of the endto-end FIDAL
architecture

This task wilidentify and
requirements and map ther
to functional requirements ¢

the system taderive the
technicalspecificationsf the
FIDAL components and
overall experimentation

framework

Sections 1414

Sectionsl1 and 12 include the
requirementelicitation methodology
and theidentified requirements
mapped to functional requiremestof
the system|In sections 13 and sectig
14 we presenthe overall logical and
physical architecture of the platforni

and the testbedshat will host and
supportthe execution of the largscalg
trialsand open calls

specifying test cases,
measuring performance, ar
developing a repository fo
lessons learned and techni
assets.

Task 2.3 Security The purpose of this task is| Section 16 | Sectiors 16 describes theprocesses,
requirements, define the requirements, methodologyand guidelindor the
methodology, processegmethodology, processes, a FIDAlLsecurity framework
definition and guidelines| guidelines for the security
work package in the FIDA|
project. It involves

centralsing knowledge of ris
assessment processes,

conducting a projeewide
riskassessment, integratin

security into the design

process, and providing

ongoing guidance and

oversight.

Task 2.4, FIDAL This task focuses on defini| Section 2.5 Sections 2.5 and 15 present the
repositories developmenimethodologies and databas methodology for vertical use case trig
& methodology for the | for comprehensive trials o] Section 14.5(  Section 14.5 provides a detailed
vertical use cases trial | beyond 5G technologies ar description of the FIDAL repository

process vertical use cases. Itinclud| Section 15 services.
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1.2 Deliverable overview and document structure

The do

cument iorgansed into sections that address different aspects of the project. Here's an overview of the

sectionsincluded

1

Sections 2 to 1®f the deliverabledocument focus on defining andnalysingthe vertical use cases and
applications. They describe the scenarios, prerequisites, and infrastructure requirements, and establish targe
KPIs and KVI$hese sections also explain how the use cases align with the project objectives and showcas
the demonstrated functionalities.

Sections 11 to 12f the document specifically address the requirements, analysis, and specifications of the
end-to-end FIDAL ahitecture. In these sections, we conduct use case stakeholders' requirement elicitation,
ensuring that their needs and expectations are captured. Additionally, we majfumational requirements

to functional requirements and system specifications, engutimat the architecture meets the necessary
criteria for optimal performance and usability.

Sections 13 to 1%ocus on presenting the logical and physical architecture of FIDAL, along with the description
of the FIDAL components. Additionally, these sergioutline the FIDAL repositories and the methodology for
conducting vertical use case trials. They provide insights into the structure and satimiof FIDAL, as well

as the approach taken for testing and evaluating its effectiveness in specificaesecamarios.

Section 160f the deliverabledocumentis dedicatedon defining the security requirements, methodology,
processes, and guideline$his part of the documentatiommphasizes the importance of incorporating
security measures throughout the dgsi process. This sectioalso outlines the specific security
considerations and requirements that need to be addressed, ensuring the confidentiality, integrity, and
availability of the system. It also highlights how security is integrated into the odesifin, emphasizing the
implementation of best practices and industry standards to safeguard the project against potential threats
and vulnerabilities.

Together, these sections form a comprehensive document structure that captures the essential elem#rds of

project,

from use case analysis to architecture design and security integration.
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2 Use CaseBbitroduction, Structure and Methodology

2.1 UC introduction

The purpose of the advanced FIDAL Use Cases (UCs) is to assess the capabilities of begtomal &y for the Media

and PPDR vertical industries to enable their commercial exploitation considering all respective societalaaspect
Y+La Fa 6Stfd 5d2NAy3T GKS LINR2SOGQa 02y 0OS LXahaBgfs fotldg I & S
UCs and generated the descriptions for the identified use cases. As such, verifying the key target beyond 5G KPls
KVIs in the content of those industry segments is expected to motivate a vergthighardsation, societal, business,

and economidmpact. Each UC will deploy a layered testing practice to drive development, involving significant
industry representative testsjerifications,and validations: i) tests using specific use cases oriented for dedicated
single or multiconcurrent verticaindustries, and (i) test, measurementslidation,and demonstration in the large

scale infrastructures.

However, being the first technical deliverable of the FIDAL project, the document also presents a distilled view of th
LINE2 2 S O (i Q @bjeaties addhigHhlighitR the innovations and ambitions that are set to be fulfilled. It delves into
the technological solutions that are part of FIDAL aiming at clarifying how the project will build on the existing
technologies. In this context, the deliveralideexpected to serve as a fundamental reference guide for specifying the
FIDAL system architecture and determining the subsequent implementation work.

The core objectives ohis workinclude:
a) Thorough description of the scenarios and context in wilhdy takeplace.
b) List of prerequisites and assumptions (technical or nontechnical)
c) Description of each scenarigpecific Infrastructures
dt2aildAz2yAy3d gAGK NBaLISOO (2 cCcL5![Qa 202S0GA@Sa
e) Demonstrated functionalities for th&Cs.
f) Target KPIs and KVIs angbected service requirements for each.UC

The FIDAL use cases and their key participants are liseabia2.

Table2: FIDAL Use Cases and key participants

UC title Vertical Key Participants Testbed/Large scale
Infrastructure
ucil Internet of Media OWQ UMA, TID UMA, TID
senses/haptic sensing
uc2 Digital twin for first PPDR SAT UoP, PNET, NOVA UoP, PNET, NOVA
responders
UC3 City security PPDR ADS UMA, TID UMA, TID
event/Incident
Uc4 Advanced sports areal Media NOVA UoP, PNET UoP, PNET, NOVA
mediaservices
UC5h Virtual reality Media TNOREKTA, IQU TNOR
networked music
performance
UC6 | XRassisted services fg PPDR ORAMAJFORTH, UoP, PNET, NO\ UoP, PNET, NOVA
public safety
ucv Smallvillage Media TNOR TNOR
engagement services
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2.2 UC Definition Structure

The structure of each use case scenario description has @efamredto ensure coherency and easé-readability for
the reader.A summanyof each suksection within the use case scenario description is provided below.

2.2.1 Scenarios, contexts, and workflows

In this section, we explore each use case in depth to uncover the specific challenges, requirements, and goals invol\
in their implementation. We also highlight the practical applications and potential benefits that these use cases ca
bring to the FIDAlproject, and the people involved in iEach UC presents a workflow and outlines actions and
sequential steps to accomplish the intended functionalities or result.

2.2.2 Stakeholders
Each UC identifies the stakeholders listed below:
9 Stakeholders from the maeal and PPDR sector
M1 Citizens
91 Developers of Network Applications
I Telecom Operators
1 Testbed and infrastructure owners

2.2.3 How can beyond 5G networks benefit thesgCase

Each Use Case will elucidate the rationale behindittisation of FIDAL solutiws, highlighting the necessity to surpass
the usage obG orpreviousradio access technologie$his analysis will encompass the challenges and limitations
associated with such an approach.

2.2.4 Technology needs
.FaSR 2y (KS adl 1 SK 2videssidEechndlogynéedsaekuired fidBl th©tirgeted scdniiBs.
The following needs have been identifiedrakevant:

T pD &aSNBAOS&Q ySSRa

T bSis2N] ! LILIAOFGA2YEQ ySSRaA

T ' ROFYyOSR +SNIAOFIE {SNBAOSAQ ySSRa
1 9ljdz7\LJYS)/ufJaQ ySSRa&

2.2.5 KeyPerformance Indicators{Pk)
Each UC provides indicative target technological KPI values to be validated in each of their trials.

2.2.6 Key ValueIndicators (KVIS)
Each UC provides indicative target KVI values.

2.3 UC methodologyKPI identification and assodiad process

The scope is to identify (based on architectural elements analysis, information flow, etc.) the potential impact on the
service performance and user perceived quality. The challenge is to understand the relative influence of 5G evolutic
network performance indicators to the vertical services. The KPIs mapping methodology includes four steps:

1. Research on definitions and information derived fromBBPstandardsation bodies and respective alliances
e.g., ITU and NGMN, as well as definitionsd cases from H2020 projects.

2. ldentification of relevant key service KPIs and their definitions that are of importance to the respective
industry.

3. Mapping of advanced vertical service KPIs to the appropriate 5G evolution network KPIs that impact th
Selvice provision process.
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4. Perform lab, largescale trials for both FIDAL and open calls UCs measuring both service and netwtok KPls
prove the correlation, thaargets,and areas for improvement. Such result will be a valuable input to both
standardsation bodies and vendors.

These target KPI values have been obtained from standardization bodies (e.qg., ETSI 3GPP, NMGN, ITU) as well as
GKS O2ya2NIliAdzy GSYR2NAQ 9 YSYOSNRQ SELISNIAaAS FyR SE

2.3.1 State of the art

I.  European Vision for the 6G NetworloBygstem
According to the study, the key features of 6G will include intelligent connected management and control functions
programmability, integrated sensing and communication, reduction of energy footprint, trustworthy infrastructure,
scalability, and affordability.

The 6G architecture should be sufficiently flexible and effidieenable easy integration of everything, i.e., a network

of networks, joint communication and sensing, rmrestrial networks, and terrestrial communication,
encompassing novel Albwered enablers as well as local and distributed compute capabilities.u$beof Al
SOSNEGKSNBE Ay (KS ySig2N] I 6KSNB Al OFly 06S o0SyS¥T¥ao)
network performance and to provide Aka-Service in a federated network. Al aMhchine Learningvill help to
maintain operatim costeffectiveness of envisioned complex 6G services, such as the interaction on -digitah
physical worlds and Internet of Senses, to automate some levd#@tionmakingprocesses, and to achieve a zero
touch approach.

II. HexaX?23
The Hexa&X project that was funded under the EU H2020 framework is a flagship project that develops the B5G/6C
vision and intelligent fabric for connecting human, physical and digital worlds. One of the main objectives-Kfislexa
to define the 6G KVIs and a framewdhat will allow the quantitative assessment of the impact that 6G will have on
society.

The HexaX vision for 6G revolves around interactions between three worlds: a human world of our senses, bodies
intelligence, and values; a digital world of infortiea, communicationand computing; and a physical world of objects
and organisms. The future 6G network system should make it possible for these worlds togjgiaityonse and
integrate to make it possible to seamlessly move between theealsing these interactions wilbpenmany new use
cases, applications, and services that will benefit people on all levels: as consumers, parts of enterprises or societie

Digital World

- (0\
&

Trustworthiness  Inclusion

; Sustainability
o 3

Physical World Human World

S
)
o
3
S
=

Figurel HexaX Digital World

1 https://5g-ppp.eu/wp-content/uploads/2021/06/WhitePapeb6GEurope.pdf
2HexaX project deliverable D1.2: https://hexaeu/wp-content/uploads/2021/05/HexaX_D1.2.pdf
3 HexaX Use cases and Key value indicators. Url: https://www.youtube.com/watch?v=N_ &Gk
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.  TMV Working Group
The Test, Measurement, and KPIs Validation (TMV) Working Group was founded as part of the 5G PPP effort
promote commonalities across projects that have strong interest in Testing & Monitoring (T&M) methodologies
needed to provide support to the verticase cases in 5G Trial Networks. Such efforts include the development of test
and measurement methods, test cases, procedures as well as thiaiRllisation and validation to the greatest
possible extent, to ensure a unique European vision on how theeelifecycle of the 5G network, ranging from R&D
to actual deployed environments, can be supported.

The white paper[TMV-ResultsExplanatioAWhite-PaperV1.0] # targets at clarifying the details behind the
performance numbers and at providing a serigsimerpretation guidelines that could help the reader better
understanding the 5G domain. In the white paper there will be identified what are the main impact factors that affect
the results and provide a higlkvel explanation that is clearly understarde by norexperts.

The KPIs considered to compare 4G & 5G are bandwidth, peak data rate for uplink, peak data rate for downlink, us
experience data rate for uplink, user experienced data rate for downlink, user plane latency, control plane latency
reliability, and area traffic capacity.

2.3.2 Identification of relevant key service KPIs
KPI Clustering Methodology

The TMV WG define a KPI methodology invihite paper Beyond 5G/6G KPIs and Target Values

To provide aharmonied and formalised view ofthe B5G/ 6G KPIs across projects a tksts methodology was
followed by the TMV WG. As first step, the TMV defined the information to be collected by the research projects
related to the KPIs definitions, target values, as well as information relewatttet context of these definitions. In
particular, the information to be collected have been the following:

1 KPI Categoryreferring to the targeted KPIs category for example: Data Rates and Capacity, Listavitiy,
Reliability and Availability, or o#in categories.

1 KPI Namegiven in the context of the project.
1 KPIs Definition detailedto ensure understanding of the true nature of the KPI.

1 Use case/ context of the KRIsSncluding details related to the context of a specific Proof of Concept.
Enhancement related to the KPI target value.

71 Information on where/how the KPIs will be measuredeferring to the layer/ the reference points where
measurements will be collected.

1 Any known information on the influence quantities of the KPI 6 S A y 3 ntities] tKaf ardj ndutl the
YSI &dzN} yR odzi GKFG FFFSO{BR GKS NBadzZ G 2F GKS YSI

1 Relative or absolute evaluation of the KPIs
1 Other relevant information €.g.,Standardisation references)
Tocapture the ICPH LINP2SO0GaQ @AS¢g 2y (G(KS YtLazZ FyR y2i AyT

definitions and targets based on external references, the projects were asked to directly provide input (that is availabl
at this stage) on thelave.

4 https://5g-ppp.eu/wp-content/uploads/2021/08/TMVResultsExplanatioAWhite-PaperV1.0.pdf
5 https://5g-ppp.eu/wp-content/uploads/2022/06/white_paper_b5@&gkpiscameraready.pdf
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With the collection of the responses and the aggregation and streamlining of the information the TMV WG further
clustered the KPIs severaKPI families representing the K6Z projects vision on key B5G/6G qualities. These families
are the follawing:

9 Latencyy G[ I G6SyOeé¢ Aa dzadzrfte RSTAYSR [ a GKS O2y N«
sends a packet to when the destination receives it. A network unit can be a network segment or processin
node (implemented as SW or as HBasedoni KA 4 RSFAYAGA2Yy S (GKS a[lGSy
context of this work includes all KPIs that refer to latency or to latency components (contribution) of various
segments/ functions/ components, at various planes; namely user plamgratgplane and orchestration
plane in the performance of various application of network functionalities/processes. This classification has
taken under consideration besides the standardised KPI definitions the work performed in [1], and [3] on the
decompaition and definition of the latency contributions in 5G networks.

9 Capacity ¢KS &/ LI OAGee YtLA OF(iS3I2NE NBFSNE (2 VYS(
resources providedtoendzi SNE ® CNRY (KA a LISNE LISidcudeSKPIs évdlating / |
the bandwidth resources provided per usée(, user data rate), the bandwidth resources provided per area
surface or nodeife.,node capacity, area traffic density, etc.), and the number of connections/devices that can
be sewed per areai(e.,connection density); as being multiple metrics of the network resources capability.

1 PacketLos¢ ¢ KS atlO1Si [2aa¢ YtLa OFGiS3I2NR NBFSNA G2
rate of a system to transmit definedveunt of traffic within a predetermined time. Packet Loss and Frame
Loss are also considered as success rate measure of a transmission system.

1 Compute Computing resources are expected to play a major role in the performance of B5G/6G networks,
beside c@ Ydzy AOF A2y FyR &i2N}3S NBaz2dzZNDSad ¢KS da/ 2
computing elements, and the fact that the use of computing resources is determinant in 6G implementation,
usageand performance.

1 Energy Energy KPIs family refdmsKPIs used for evaluating the energy efficiency of a system. This system can
be the B5G/6G network, the user device or even a VNF responsible for specific functionalities. The ultimat
target in all KPIs is to decrease the energy consumption of thersyste

1 Security This KPI family covers KPIs related to security, anomaly detection and privacy. The KPIs are defin
at different levels and are meant to be evaluated at different segments, and between diffenelipbintsin
B5G/6G systems.

9 Channe¥ ¢KEYyF/Sté YtLa FlLYAfe NBFSNB (2 YtLA &ALISOAT,
channel and the efficiency of the use of the physical channel resources.

1 Electric and Magnetic Fields (EMPhis KPI family covers KPIs related to Electddvegnetic Fields (EMF)
andreferto measures of exposure to it.

71 Localisation This KPI family addresses aspects of B5G/6G netwagisdingthe localisation accuracy.

1 Service Availability and ReliabilityThis KPI family cover KPls relateddovice availability and reliability. The
service not being specifically defined it can cover different entities, related to different domains.

Following this clustering, the standardised KPI definitions from international and European Standardisatior
Oraganisations such as TR, 3GPP and ET3Ind target values set available in previous generation netwevksre
reviewed and used as reference for the relevant KPI families. Main families addeges&apacity related (Peak Data
Rate, User Experienced@dRate, Area Traffic Capacity, Connectivity Density), Latency related (User Plane and Contr
Plane latency), Reliability, Energy Efficiency related (including Energy Efficiency in Nbogjtaomingrelated. These
definitions are repeated in the followg chapter.

Adetaileddescription of KPI is availablednnexl, section A
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Beyond5G/6G KPI

According to the whitg@apef, over the last decade we have seen a 50% to 100% yearly growth in mobile data traffic
volume. There is no reason &sume that the next decade this growth of mobile data will slow down. We can expect
a continued increase of the number of connected devices (sensors, connected cars, home devices, body cams, ¢
combined with ever increasing demands from new applicateord services. This implies that 6G will have to cater for

a mobile data traffic volume that is up between 100x to a 1000x larger than 5G. Note that this growth of mobile dat:
traffic volume cannot result in a comparable growth in energy consumption. €p keergy consumption of 6G
comparable to 5G, overall energy use per terminal, base station, network node must come down and energy efficien
per transported and processed data needs to improve in line with the growth of mobile data traffic volume.

One of the biggest promises of the next decade is that immersive communication, hologtafdpcesence and
AR/VR will become our default way of communication. It is commonly agreed that the ideal quality for such immersiv
experience will require 8k vide@solution per eye. To support this kind of applications we expect that 6G will have to
deliver end user experienced data rates up to 10 Ghits/s.

The increasing number of mobile devices does not necessarily mean that the mobile device density increase
However, 6G will likely use smaller cells in which the device density can be higher. 6G should support peak densit
of up to 10 devices per iFurthermore, when the mobile data traffic for each device increases, the required capacity
will also increaser-or scenarios such as spectators in a stadium with augmented reality glasses or workstations on &
office floor, capacities in the range of 150 Tpbs?kmill be needed, which means 10x tkapacity requirementsf

5G. Figure2 shows an overview of the main 6G goals, plus the KPIs where 6G will be improving 5G.

Main 6G Goals Improving 5G

150 Tbp/s/km2
pacity

10Gb/s

Devicetd ty
10M/km?

Figure2: 6G goals and improvements over 5G

This study highligled the envisaged key technologies for 6G, ranging from system network architecture and control,
edge and ubiquitous computing, radio technologies and signal processing, optical networks, networks and servi
security, nonterrestrial networks communicatim as well as devices and componenBg(re 3 shows these
technology areas with strong impact on different 6G requirements and KPIs).

6 https://5g-ppp.eu/wp-content/uploads/2021/06/WhitePapeb6GEurope.pd
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Connecting intelligence
Programmable
Determinism
Integrated sensing
Sustainable
Trustworthiness

Affordable and scalable

Al/ML assisted

Network Architecture & Control

Edge & Ubiquitous Computing

Radio Technology & Signal Processing

KPls
Energy efficiency
Spectral efficiency
Throughput (e.g., Tbps)
Reliability (e.g., 1-10%)
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Latency (e.g., sub-ms)

Optical Networks

* Positioning (e.g., cm level)

Network & Service Security Density
Coverage
Non-Terrestrial Communication
Privacy
Devices & Components Cost

Figure3: Technology areas with strong impaabn different 6G requirements and KPIs

The envisioned main differences between 5G 8@&/6G network architecture can beummarsed in the following

table:

Table3: 5G vs. B5G/6G network architecture.

TYPE OF SERVICE

Point to
transport

point

QoS

Pointto-multipoint transport, including configurabl
logical network overlay topologies with manag
quality properties and network application awarene
with compute services, sync services, Al services

TYPE OF RESOURCES

Communication

Communication + compute + sensing

ARCHITECTURE SCOPE

RAN +CN

Terminal + RAN + CN

CLOUENATIVE Only CP in 5GC E2E and cross plane (User plane / Control plar
Management plane)

MICROSERVICES No Yes, E2E, all planes

RESOURCE AWARENEY Only in air interface Yes, all employed resources, including compt

transport, wireless

TRUSTWORTHINESS

Trustworthy nodes

Trustworthy adaptive service/ network aetworks

AM/ML INTEGRATION

Overthe-top

Natively integrated

ADMISSION CONTROL

Access control

Execution control

DEVICE/NODE

DISAGGREGATION

CuU/DU, IAB

Fully flexible

2.3.3 Mapping advanced/ertical Service KPI

FIDAL will integrate in the facylisites several innovative advanced 5G technologies enablers, the following sub
chapters listed some of the services that may be deployed in the facilities sites depending on the use cast

requirements.

- &:-gj:ie:e:: Union BGSNS
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l. Secure Al as a Service

Security will be implicit withinlDAL AlaaS provision as it has been indicated by a previous work for enabling-privacy
preservation and security FIDAL will leverage this strength, providing advanced infrastructure, loweostgand
reducing the need for development teams to have machine learning expertise. AlaaS provides an opportunity t
combine topdown, drawing from vertical sector requiremts, with bottomup approaches that take advantage of
innovative technical capabilities. FIDAL also seeks to innovate in terms of human engagement, seeking views &
experiences olNetwork Applicationslevelopers. Future ecosystems will be collaborative imclusivé. This is an end

to end overarching view, highlighting the importance of demonstrating application reliability. Thus, a holistic security
approach will provide safe and secure services, building trustful cooperation FIDAL and Network Applicati
developers. Security considerations for AlaaS include data security, reliability, transparency, data governance, an
accessibility (i.e., speech, text, vision, analytics, translation and searchery) pbints®. Theseshould be considered

as algorithms and ML metk are designed. FIDAL also draws from existing ethical guidance regarding the use c
automated decisiormaking in servicé§ seeking to identify harm caused by unintended outcomes, service
discrimination, a lack of responsible oversight, unsafe datalliagn and compliance failures.

[I. Al as a Service

FIDAL, in addition to facilitating validation of highly innovative use cases, also serves as a playground of ray
prototyping and validation for forwartboking applications grounded with QoE and PPDR g hiade available with

a set of verticabpecificNetwork Applicationsand a set of Al librarie§DKsand tools. A key contribution in this
direction is the construction of an API Serving comprising a set of ML/DL methods which support the distidtated
processing and analysis as well as the secure federation of scalable AlaaS (i.e., Fed ML/DLServing) by using
distributed PyTorck and the distributedTensorFlow? combined with the multiple workers of Kerds AutoML
methods will be developét ¢ for predictivemodellingon the specific nature of each vertical. These methods will
cover the collection and curation of datasets (to be leveraged by vertical application developers) oriented to the
Network Applicationsleployment and operation, the ssttion of important significative variables, and the adoption

of selftunning and seladaptive data analytic pipelines. In addition to these, justification mechanisms with confidence
score leading to explainable Al will be deployed for informed decisiaking of Aloutputs. The Al Tool which will
combine all the libraries is fourfold: i) seamless integration, confluence and execution of Al models training an
ASNDAY3IT AAO0 adzLI2 NI 2F &AONARLIIFOof SkO2RAY A ye2 & 2 2°
scientists/engineers, applications developers) compared to the exisfiagiue solution¥] iii) abstraction of coding
details to define a collection of reusable containerized Al models in the form of binary images (i.e., by means
Network Appicationg to author humarncentric data analytic pipelines by means of Directed Acyclic Graphs (DAGS);
and iv) reproducible AlaaS applications and better integration with underlying stacks and infrastructures. Thes
methods will be validated in the contexf largescale pilots considered in FIDAL anwhsideringthe general and
specific KPIs and KVIs of the orchestration environmeetwork Applicationsre chains of application enablement
VNFs that implement verticapecific functions on top of the NFVI, abstracting its details, and are part of the Network
Slice Instance (NSI) chain. Thus, they act as a middleware layer with reusable functiongtmin avesical domain

(e.g., video streaming for Media) which helps reduce service creation time. Using metrics for Evaluating the machir

7 Ericsson Research (2021), Hexblse cases and Key value indicators. Url: https://www.youtube.com/watch?v=N_bU&Gkzz

8wSdzi SNB tfdza 6HNHHULYE . S&@2y R p Déhnawolkd:. YriOnips: vy felitdrL2coli/bilahdeSturd/begloid? | O K
5gjapanscollaborativeapproachto-next-gennetworks
SNTT(2022)https://www.docomo.ne.jp/english/binary/pdf/corporate/tenology/whitepaper_6g/DOCOMO_6G_White_PaperEN_v4.0.pdf
10 contenteratechspace TechBlogger (2020), Artificial Intelligence as a SequidaaSUrl: https://www.youtube.com/watch?v=_Jzn8JTdue8
11 UK Cabinet Office (2021), Ethics, Transparency and AccadlitytBRbamework for Automated DecisiéMaking. Url:
https://www.gov.uk/government/publications/ethicgransparencyand-accountabilityframeworkfor-automateddecision
making/ethicstransparencyand-accountabilityframeworkfor-automateddecisionmaking

12 https://pytorch.org/tutorials/beginner/dist_overview.htm

13 https://www.tensorflow.org/guide/distributed_training

14 https://lwww.tensorflow.org/tutorials/distribute/keras

15Thornton et al (2013), AutdVEKA: combined selection and hyperparameter optimizadioclassification algorithms. Url:
https://dl.acm.org/doi/10.1145/2487575.2487629

16 https://automl.github.io/auto-sklearn/master/

17 colab.research.google.com
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learning algorithms is an essential part of the project. Specifically, for assessing the robustness of the Winalgorit
minimum MSE or MAE will be used for regression models while for classification models the maximum classificatic
accuracy and logarithmic loss metrics are going to be used for discovering the balance in the number of trainir
epochs, omitting ovefitting.

Ill.  Zero touch service

The technologies used, naméaestra OpenSlicE¥ and PaaS toolkit are mature technologies developetthe last

years in several European projects and supported many Verticals using the 5G Systems asatvetirhsApplications
platforms. These platforms in FIDAL will be integrated to provide an advanced system that will both provision FID/
UC applications as well as prepare and operate the FIDAL fabric for large scale trials, but also it will enable all futt
technologies ailiving from the Open calls process. Atrtificial intelligence-dAlen ZereTouch management will be
adopted as a new paradigm to enable smifjansed infrastructures on large scale trials, where scalable Al
architectures can be designed to monitor, arsgly and take datariven decisions at both local and global scopes
autonomously, while allowing for a practical largeale deployment. This approach will be applied in large field trials
for the first time, adapting the Zerdouchconceptbeing developedat the ICT20 MonB5G and 1CG32 MARSAL
projects. Core to the design of the Zero Touch concept is a series of distributed Reinforcement Learning (RL) agel
deployed at Service Orchestrator and the Operation Support System (OSS) to control the operddienviod
Management and Slice management respectively. Each RL agent solveptimsation problem via Deep
Reinforcement Learning, whighinimisesthe convergence time towards meeting the corresponding objective (e.qg.,
latency minimisation at the RAN domin, appropriate computation capacity allocation to applications). To address
inter-dependencies between different technological domains FIDAL will support the coordination of RL agents via
novd centralsed Zero Touch Decision Engine-Q). The ZDEwill monitor RL agents, making arbitratiolecisions

to solve race conditions or conflictive decision making duertiss domairtrade-offs. It can also enact changes on
DRL objective functions, to adapt to different operating conditions and performangetoles. The FIDAL Service
Orchestrator and OSS/BSS, are based on two mature assets, the KubdrasteddMaestro and the OpenSlice
OSS/BSS, that will be integrated and upgraded with Zero Touch functionality for the first time within FIDAL.

IV. Catalogue of reusable assets and Network Apps Service

A Service Catalogue Repository will be leveraged from the 5GMediaH|j&tpamd extended to support a
comprehensive index of searchable and reusable assets. These include (a) thheistark Applicationslong with

their constituent VNFs, metadata and interfaces, including Northbound APIs and standardized SBIs (Southbou
AYUSNFIFOSao F2NJ +bC OKIFIAYyAy3ds o600 a!'L Fa I {SNBAOS¢
reusable training sets to be leveraged by vertical application developers. The Service Catalogue Repository will st
the source code dfletwork Applicationsind Al pipelines, enabling its-tesability under opersource licencing as well

as offering Distributed Version Control features. Furthermore, the Service Catalogue will implement a searchable ind
of reusable services, alongside thenetadata and interfaces, integrating a Gitlab private repository solution. Thus,
reusable assets will be searchable by 3rd parties that may implement Over the Top functionality that ddebseds
Applicationsvia their respective Northbound APIs artégrate Al SDKs and pnained models in their own
applications. Finally, the Service Catalogue will provide a scalable file system for hosting the artifact fildstgaogk,
Applicationshelm charts and container images, VNF images and descriptergamed Al models and training sets).

V. Testing as a service

FIDAL will deploy experimentation tools that target the media & PinBstries andfacilitate extensive testing of
Network Appicationsand vertical applications via DevOps pipelines, that @wnsidered the industry standard in
modern production environments. Thus, testers and experimenters can seamlessly setup and execute FID;
experimentation processes (e.g., unit and functional testing, continuous performance testing, validation/verificati
2F YtLA0O Ay | FdzZfe YFIyFr3aISR 5S@hLla LXFAGF2NY GKIFG 2
framework extends previous 5G projects, such aslBBIGO and 5GIEDIA that mainly focused on the Development

18 http://openslice.io
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processes, and offering emulatdos service verification and 5GMediaHUB which focuses on the Operations processes
of launched services, and specifically:

1 Automated functional testing to verify their correct operation directly at the FIDAL infrastructure.
1 Automated performance testingfmewly deployed services, and validation/verification of their KPIs.
1 Continuous validation/verification of service KPIs and adaptive, data driven QoE assurance.

FIDAL aims to offer a DevOps environment for 3rd party experimenters, which will hidertipegity of service
deployment and testing and deliver a beyond 5G testing playground. Furthermore, it aims to deliver an adaptive
application aware NFVI that optimally serves the Media & PPDR industries, by promoting rapid prototyping via
Network Applications enablement layer and leveragingtandardsed solutions and interfaces that promote
interoperability with other application domains.

The KPIs for FIDAL networks will need to be more advanced and comprehensive than the ones used for 5G netwol
Here are the KPlIs that are expected to be important for FIDAL networks:

Media Service KPIs (MSKM)

MSKPRD1: App/Server Accessibility (%),

MSKRD2: Content Load time/time to first picture (s),

MSKPRD3: Content Stall/Freeze (%),

MSKPD4: Content Download Throughput (Gbps),

MSKPD5: Content Upload Throughput (Gbps),

MSKPO6: Application service creation (min),

MSKRD7: Network Applicationsleployment time (minNetwork Applicationsleployment time (min)

NogakswdhpE

PPDR &vice KPIs (PSKPIp!

PSKRO01: Peak Throughput (Gbps/DL/UL),

PSKPR02: Applicatiorlatency (ms),

PSKR03: Positioning accuracy (meter),

PSKR04: User density (devicesAn

PSKRO05: Video resolution x fps x no sifnultaneous videos,
PSKR06: Application service creation (min),

PSKR0O7: Network Applicationsleployment time (min).

NogahswdhpE

2.4 UCmethodology. KVI identification and associated process

FIDAL ambition is to adopt a consistent methodology to invetitje parameters thamaximise 5G evolution service
impact to the community. KVIs are designed to sit alongside KPIs to balance the Business and Social performa
AYRAOIG2NAR® {dzOK Y+L& gAff 0S 020K S ¢phdsaizhsinwdIRas thekopeh dz3a
calls trials. Large scale electronic surveys targeting all EU countries and workshops with industry, academia and soci
stakeholders will increase qualitative and quantitative analysis of the information leading KVIs ewaaratiche
respective proposals tmaximse impact.

Y+La 3IdZARS Ayy20Q0FGA2Yy |a (GKS@& FAY (2 adzZJJI2NI aeadasSy
pain-points, needs, and creating vqlue for society. They provide a frameworlg for edngithe endgoal of innovation ’
asaprocess beyondtheenddza SN & FoAf AGe (2 dzasS | (22 fr toxohbider what & G ¢

195MS KPIs are defined in:
https://www.ngmn.org/wpcontent/uploads/Publicatins/2019/190111_NGMN_PreCommTrials_Framework_definition_v2_small.pdf.
20 https://tcca.info/documents/Whatrole-will-5G-play-for-criticakcommunicationsusers.pdf/

2L https://5g-ppp-eu/wp-content/uploads/2021/06/WhitePapeb6G-Europe.pdf
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is being changed or made better in society through the introduction of this innovation. They compl&fknfocus

on the more immediate use with a focus on the broader impact an innovation has on the communities being servec
This can range from values like addressing challenges such as engagingttiikelasieftbehind, to pairpoints like
societal distrust or a technology or service, or needs like upholding human rights, SDGs, and social justice concer
like equity. The objective of the KVIs process in the social issues that drive innovation uptake and sustainability. It
proactive and consideffsiture consequences and impacts of proposed actions. It encourages innovators to engage ir
ONRGAOFEf &AONMziAye FyR G2 GKAY]l Fo62dzi a20Alt O2y&aARS
GoSHGGSNED LG It a2waiyhaticah &ffect thdidirdet®rKa? d pfrofedtErom Atg/earliest stages. Such
understandings and evidendmase contribute towards the success of uptake, support the identification of stronger
sustainability opportunities, and ensure increased stakehoklleat public trust in the technologies and practices
produced by FIDAL.

2.4.1 State of the art
I.  5G/6G specific frameworks from previous activities

a) HEXAX results?

Within the HEXAX project (Deliverable D1.2 Expanded 6G vision, use cases and societal values), an early assessi
of general social values was conductedreate an initial set of KVIs specific to 6G technology. These activities built

upon the UN SDGsut also looked more widely at other policy that defines social, economic, and environmental

Bt dzS® C2NJ GKA&A NBLRNIX W@lIfdsSQ o1& RSTFAYSR la aAy

adzaldFAyFroAfAdes G NYzp.6l§ B acknéweygbditiatwhile goRe dayie tidmsilyiaBsgssed,&KVIs
are most often assessed through proxies that are built upon a mix of qualitative and quantitative evidence. It identifie
as key values for the HEXproject (and thus aspects of beyos@, 6G):

Sustainable 6G

6G for sustainability

Inclusiveness & Acceptance (as a single value theme)
Trustworthiness

Flexibility

=A =4 =4 =8 =4

Sustainability here, in both directions in the list above, covers environmesualal,and economic aspects, and
O2yaARSNE K2g (2 YSSG GKS ySSRa 2F GKS LINBaSyid oAdK;:
This requires considering the impact of the lifecycle of the solutierss,fechnology and practices based56s, 6G)

on sustainability (e.g., their impacts on environment, human rights, and sa@coomic growth). It also requires
considering how to develop the solutions as enablers of sustainability (e.g., their support for continued/flexible use
increased avéability of good local jobs, changes in energy use practices, ability to better monitor climate change) ove
time.

The project has raised a few important challenges in relation to the application and evaluation of KVIs:
1 Quantifying values is much more fficult than quantifying technical capabilities.
Implications for FIDAL: Tying the two together can be an option, where the KPIs are weighted in relation to a KVI.

1 Technical performance can be treated in objective ways, wheralkges are often subjectie or relational in
nature (grounded in situation, culture, scale, goals, ideology, regulatory framework, even organisational
structure). Thus, any KVI framework needs to be able to adapt to different perceptions and backgmunds
identify the best indictors for purpose and context.

22 https://hexa-x.eu/wp-content/uploads/2023/05/HexaX_D3.3_v1.4.pdf; https://hexa.eu/wp-
content/uploads/2022/03/HexaX_D1.3.pdf; https://hexa.eu/wp-content/uploads/2022/04/HexaX_D12_Edited.pdf
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Implications for FIDAL: KVIs will likely neither be universal nor readily standardisable as abstract indicators, even if t
value themes themselves are widely agreed upon.

1 KPIs and KVIs can lead to conflicting requirememis arexample provided, KPIs might seek to measure the
global coverage of connectivity, which could include additional base stations and infrastructure, which in turr
requires increased power consumption and could increase carbon footprint, contragdi€tifis that target
decreased emissions and environmental harms.

Implications for FIDAL: While these do not need to be in conflict, abstract and isolated measures of both KVIs and K
could make them so. The relationships between these requirements teebé considered early and throughout a
projectto avoid trajectories that result in conflict.

1 Even when KVIs are quantifiable, interpreting them can be a challebged ¢ NHz&a (0 6 2 NI KAy S & a ¢
point to trust in a system, a person, a vendor, oseavice. Indicators often necessitate mulimensional
criteria. Similarly, interpretation requires careful definition of what elements/scale of a value is included. For
example, is trust measured at a moment of use or along a supply chain?

Implicationsfor FIDALtndicators require multidimensions The necessary dimensions of indicators need to be clearly
defined in advance with appropriate level of detail for shared interpretation. This means identifying the real question:
being asked by an indicatond, very likely, seeking a series of indicators rather than one. However, the complexity of
the value needs to be balanced with the practicalities of measurement in ways that provide real benefit.

b) 6GIA White Paper on KVIs

The paper, developed by th&G Infrastructure Association Vision and Societal Challenges Working Group, Societs
Needs and Value Creation SGioup,defines value as what is important to people and society that can be (partially)
addressed or (indirectly) impacted by future network technology. Understanding value, thus, involves understandin
the bigger picture (e.g., context, situation, ecosystem dyita) to collaboratively, with stakeholders, identify the
greater good being worked towards. This, the WG notes, requires a mindset shift and reframing, driving innovatio
not only with technological specifications and business values but thinking moaelligrabout the implications for
society (and all the nuances withiM.societal valued I & SR I LILINR I OK NXB |lj dzZAwK& doeslthis] A Y
enable within or give to individuals, communities, sociétyK

KVIs are intended to complement a more traaital performance base@Plapproach anderve to (a) demonstrate

the validity of innovation towards meeting societal needs, and (b) impact innovation trajectories towards benefiting
values (in addition to user needs). It is used to formulate target§thd NB Y SI adzNJ 6t S o lj dzl y i A
I ASNIBAOS Fdzf FAf &¢ 2NJ ljda t AGFGAGSE @ GLSNODSLIWAZzY 27
mechanism to empirically demonstrate how an innovation brings that value. They aréb#esatong withenablers

that support reaching the targets.

Building upon the societal values engaged within the UN SDGs, the European Green Deal¢céhiredrdesign, as
well as the broader European values of strategic autonomy and technological gmtgrehe WG suggest Key Value
Themes from which 5G/6G usasebased indicators can be built:

Environmental sustainability

Societal sustainability

Economic sustainability and innovation
Democracy

Cultural connection

Knowledge

Privacy and cdidentiality;

Simplified life

Personal freedom

Personal health and protection from harm

= =4 =4 4 =4 -4 -4 -8 -8 -4

Co-funded by BE SNS FIDAL project has received funding from the European Union's Horizon Europe research and innovation progran
the European Union B3 under Grant Agreement N6.01096146 as well as from the Smart Networks and Services Joint Undertaking (NS



1

34

Trust

They further propose that an indicator developed should support assessment pathways, that include (in variou
combinations):

1

Objectiveevaluation by experts and representatives: expert assessments, measurements taken from the
deployed networks themselves.

Subjective evaluation by representatives: data gathered from trials, experiments, interviews, questionnaires
focus groups.

They praride a 4step pathway to KVI formulation:

1.

5STFAYS (KS Y& NBfSOIyld F2N GKS dzaS Ol aSo ¢KAa
LRAYG&EE 2N ONRFRSNJ 820AS8GHt OKIttSy3asa 68Aay3a FIC

Identify the KVI. Thishould be done via assessing the scale of efegt oy asking what part of a population
realistically is affected through a use case?)

Determine enablers and blockers. These are both technical and social and involve asking questions like: wt
would make the use case popular? What would limit availability? What key factors support/limit scaling up?

Quantify (when possible) indicators with KPIs of their own. These can be technical or numerical targets the
(according to expert stakeholder assessmamable KVs. Any KPI should be described such that is it clear how
and to what extent it represents an improvement towards a KPI.

The WG also raises some key points regarding KVIs that are relevant to the development of the FIDAL k
methodology:

il

Project and use caseaoals must be clarified prior to formulating metricsGoals here, must be beyond
technical achievements but build in an understanding of the context in which a technology is put to use, anc
how it is used. This requires input from diverse stadders relevant to those contexts (e.g., social scientists,
natural scientists, practitioners, community representatives, local businesses).

Implications for FIDAL: while it is possible to develop hilghvet preliminary KVIs at this stage, specifitsktiould be
developed alongside the finalisation of the project use cases.

il

KVI formulation, assessment, and causality towards a value simwalde relevant experts and stakeholders

In part, this is needed because causal chains from measures to irmapactot straightforward nor within
project timeframes. This is particularly important in order to avoid unintentional inflation of value terms or
GOL-BHABKAY IE 6 Ayashing gr Sthics@shingl NE Sy

Implications for FIDAL: KVs and KVIs shoutioeveloped and cevaluated with relevant stakeholders for the tise

cases.

l

KVIs are always only a demonstration of potential valbat not directions/instructions for how to design for
impactful technology.

Implications for FIDAL: Key values are thabdgrs that should impact solution and use case design, and from these
KVIs should be treated only as proxies to know if we are pointed in the right direction. Completion of KPIs should |
be conflated with achieving a value.
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General Social Value Franoeks
a. 9! Qa ¢lE2y2¥R® wS3adzZA | GAzy

¢KS 9! Q& NBIdzA A2y (KIG SadGlotAakSa Fy 9{D ¢l E2y2
defining indicators, as it is designed to encouratgndardsation, comparability, and transparency of sustainability
measures across a rangéenvironment, societal, and governance objectives, including (among others):

1 climate mitigationY & O2 y U NR 0 dzi ddzoadlydAalrtte (2 GKS aidloa
NERdzOAYy3 GKSY 2NJ oeé SyKI YyOAy3a 3INBSyK2dzaS 3AL A& NBY

1 climate adaptationy G O2y iNAO6dziS &addzmaidl yiAalffte G2 NBRdzOAy 3
expected future climate, or the risks of such adverse impact, whether on that activity itself or on people,
YIGdzZNE 2NJ FaasSdaé O6LI NI HpO

1 circular economyy GAYONBIlI &S GKS RdzNIoAfAdGe@T NBLI NIFoAfAGER
reduce the use of resources through the design and choice of materials, facilitating repurposing, disassemb
and deconstruction in the buildings and comsition sector, in particular to reduce the use of building
YFGSNAFfa FYR LINBY23GS GKS NBdzaS 27F -asded SR®YOSYI @
Y2RSta FyR OANDdzZ I NI @I fdzS OKIFIAy&aég oOLI NI HyOOD

The aim of the legislation is to harmonideetcriteria for determining whether an economic activity qualifies and
environmentally sustainable. It further supports the obligation to disclose how and to what extent the criteria is used
in ways that are understandable to others. For each objective,|ggislation presents a series of grelicators,
defining their scope and offering guidance that FIDAL can draw upon for its KVIs. For instance, for climate chan
mitigation it looks for instruments that use renewable energy, improve energy efficiavaych to the use of
sustainable materials, and do not hamper the development and deployment of -gddvon alternative (e.g., does

not lead to lockin of current emissions).

b. h9/5Q4& 3JdZARIYOS 2y AyOfdRAy3I*520A8Silrt OFfdSa Ay L

The OECD acknowledges the power behind the choice of technologies/solutions governments and businesses m:
and purchase) to be a strategic policy lever for governments. Technologies/solutions that help governments mee
policy objectives can contribute @ictly to public goods (e.g., trust, wdleing, prosperity, inclusive societies).
Anticipating future challenges and focusing innovation (and investment in that innovation) in these spaces can be or
way to support meeting societal needs. It notes thatlseg technical specifications/solutions in isolation of the policy
objectives will likely lead to results that, while cheaper than existing solutions, will more likely produce results that are
Gft Saa Ayy20FGA0S odzi adAff 15)21'}\a[g|ﬁg Brgen plol’{cy;as }m\eyampﬁajzhrey N)Emhdt)\
while on the surface a solution might seem cheapen5|der|ngJ KS aKARRSYy O02aidaé¢ GKI o}
emissionsand® | aGSXT I RAFFSNBYy (i LINPRdAzOG ed2leziVRie mnﬁarllgbfﬁcﬁsled_ﬁﬁ NJ
public procurement of innovative technologies, it describes key principland provides a series of indicators for
them -- that have been demonstrated to connect innovation to societal values and good public polistyrédvant

to FIDAL are:

1 Social Impactincluding improved economic results, greater inclusivity for vulnerable and marginalised groups
in the growth experienced, prioritising wellbeing, gender equality, job creation, and considerations of human
rights.

23REGULATION (EU) 2020/852 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 18 June 2020 on the establishment of a fra
to facilitate sustainable investment and amending Regulatforailable athttps://eur-lex.europa.eu/legal
content/EN/TXT/PDF/?uri=CELEX:32020R0852&frontEiN://finance.ec.europa.eu/sustainablfinance/toolsand-standards/eu
taxonomysustainableactivities_en#what

24 OECD (2019). Report on the Implertation of the Recommendation of the Council on Public Procurement. C(2019)94/FINAL. JT03449826.
Available athttps://one.oecd.org/document/C(2019)94/FINAL/en/pdf
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1 Environmental Impactconsidering the lifecycle in the cdsénefit assessment, use environmental standards
in decisions around materials, recycled content, and production methods, as well as awareness raising.

f Transparency sharing processes to suppguublic scrutiny and free access, to the extent possible while
considering IPR, trade secrets, security, and related liabilities. The aim should be to level the playing field t
fostering accountability, ensuring access to information, and enabling patilcipof diverse stakeholders.

1 Integrity: often represented by codes of ethics, standards of conduct, and safeguard mechanisms, it is critice
in strengthening governance and building resilience. It is fostered most when clear rules are outlined that buil
on key principles such as equal treatment, \tiscrimination, transparency, proportionality, and effective
competition.

1 Accessthis is guided by inclusivity and ndiscrimination. It has been measured in the past by including
requirements for minimm percentages of societally marginalised groups or by offering percentages of
opportunities to these communities.

1 Risk Managementthis can include development of risk matrices/maps and controls along with monitoring
mechanisms with timelines and conseaques. Important to this, according to the OECD is the public reporting
of these risks (to the extent reasonably possible).

1 Accountability. provided through oversight and control mechanisms, with clear chains of responsibility. This
includes a risk managesnt process.

It notes two common ways to measuring societal value, bidkh more traditional performance measurement
LIN} OGAOS&ad hyS OFly o6SyOKYIN)LZ F2N SEFYLES o6& O2YLI
compare monitoring indicatoragainst predefined performance targets (that are relevant, attributable, widfined,
timely, reliable,comparable,and verifiable). Indicators can include both elements of a system/process (e.g., % of
overall system/processes) as well as stakeholdecggtions of the system/process (e.g., surveys).

c. ! YQa {20Alt xltdz§S 206G FyR LYLX SYSyiGlGAazy

2 KAES 2dziaARS (KS 9! 3> odzi adAtft GAGKAY 9dzNRLIS: GKS
a unique legal articulation of a model for defining and assessing social value that has been applied at the local cour
level. It is spcifically designed to support the evaluation of social values in tenders for the public sector. To support
guidance has been created in the form of the National TOMs Framework (TOM, Themes Outcomes, and Measures
support minimum reporting standards fostify social value outcomes. It builds upon the policy objectives of the SDGs
and offers criteria for evaluation that supports measuring what has been done and also the potential to deliver ¢
broader impact. Relevant social value themes include:

1 Promoting Skills and Employmengrow and develop opportunities (with access for all) to develop new skills
and gain meaningful employmente.§., via delivery of training schemes, literacy support, safety talks,
traineeships).

 Creating Healthier, Safer and Mer Resilient Communitiesbuild and improve relationships with
organisations to empower citizens. (e.g., via involvement of diverse communities in design, comiedinity
initiatives reducing loneliness, reducing crime, meaningful social mixing)

1 Protecting and Improving our Environmengnsure cleaner and greener places, to secure the-teng future
of people and planet. (e.g., working towards +mfro emissionsmanaging,and reducing environmental
impacts along the supply chain and throughthe life cycleincluding future maintenance)

1 Promoting Social and Disruptive Innovatiofind innovative solutions and new ideas to old problems. (e.g.,
via outcomebased innovation that enables an alternative approach, promote collaboration, fyxorefed).

These are defined with additional details to other frameworks presented here that support clarity and shared
understanding. Categories include:

9 Value overarching objective.
1 Theme specific objective within.

25 https://assets.publishing.service.gov.uk/governnikiploads/system/uploads/attachment_data/file/940826/SocihlueModelEdn1.1-
3-Dec20.pdf
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Type input to activity, output of ativity, outcome of activity, impact of activity.

Value for wha who directly benefits from the indicators, focusing on individual, community, and government.
Indicator: how will you measure this

Unit of measure how it should be recorded faneasurement.

Evidence what will provide the evidence for the measure.

Rationale description of why and how this shows a value trajectory, even if just pointing towards a-4onger
term impact the indicator is only a component of or yet to be achieved.

Aspart of this, a National Themes, Outcomes and Measures (TOMs) framemaskleveloped by theSocial Value
Portalto support development and identification of KPIs thatasue and report social valueDrawing?® examples
from it can impove the richness and validity of the KVIs developed in FIDAd.examples from theilTOMsare
below:

=8 =4 =4 =8 =4 =4

KV: Social value embedded in the supply chain

KVI: % of contracts with the supply chain on which Social Value commitments measurement and monitorin
are required.

(Y/N) existence of requirements on businesses operating in the local area to create, mandtoneasure
social value.

Evidence: via record of relevant contracts.

KV: Savings in CO2 emissions on contract not from transport which could result from a deliberate programme aimed
at changing industrial processes.

KVI: More use of sustainable egg sources in local industrial processes and business operations (e.g.
Renewable Energy) (YES/NO).

Evidence: Through an independent and verifiable process Rlanet Mark Certification or equivalent).
d. The Wales Welbeing of Future Generations Aét

Similarly, the Wales WelBeing of the Future Generations Act of 2015 creates a legal requirement to think about the
impact of activities on future generations.., poverty, climate change, health inequalities). It acknowledges that
sustainable development involves more than just single category fecgsgngaging emissions or economics alone)
but all aspects that support individual and community wding. It isintended to encourage longgerm impact
awareness and planning to be a balance (and in conversation with) shorter term performance measures. It legal
requires public bodies and businesses to:

1 impactall the wellbeing goals,

1 show that the indicatorsnake a complete set,

1 show they are aware of how their indicators affect others, and
7 justify the indicators as appropriate.

il

It defines sustainable development through seven goals, with an indicator framework to support measuring then
gualitatively aml quantitatively. Relevant to FIDAL are:

1 Prosperousinnovative, productive, low carbon society which uses resources in ways that acknowledges thei
limited nature. It also develops jobs and education. Potential indicator from Act. innovative businesses,
productivity, renewable energy, people in work, adults with qualifications.

71 Resilient maintains biodiversity and healthy functioning ecosystem that support economic and ecological
resilience. Potential indicator from Act: air quality, waste not recygbedple satisfied with where they live,

26 https://www.gov.wales/sites/default/files/publications/2021 0/well-beingfuture-generationswalesact-2015the-essentials2021. pdf
https://www.gov.wales/weltbeingfuture-generationswalesact-2015guidance https://www.gov.wales/wellbeingvalesnationatindicators
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social value partnerships, energy efficiency of homes, hazard free homes, sense of community, health
ecosystems.

1 Healthiery LJS2 L) SQ& LI @& &-hdhy is mhximided. YPatgniial indicatod from Act: Heglth
lifestyle, Satisfaction with access to facilities and services, feeling safe, greenhouse gas emissions.

1 More Equal people can fulfil their potential no matter what their background or circumstances. Potential
indicator from Act: adults with qualificatns, fair pay, people living in poverty, people with access to services,
loneliness, young children developing the right skills.

1 Cohesive Communitiescommunities that are attractive to live in, safe, within reach, and-as@tinected.
Potential indicatofrom Act: People feeling involved, participation in culture and heritage, volunteering, sense
of community, feeling safe.

1 Globally Responsibteconsiders how acts inside the country affect those outside. Potential indicator from Act:
air quality, greenhose gas emissions, healthy ecosystems, energy efficiency of homes, people living ir
poverty, global footprint, renewable energy, innovative businesses.

These have been translated inseries of annual indicators, targets, and milestar@gidancé&rror! Bookmark not
defined. published in relation to the Act offers a framework for initial social value assessment, to better understand
baselines to measure from and ways demtify where to most effectively contribute {®]:

Table4: Guidelinesunderstanding your contribution?’

Identify the functions that you exercise that best contribute to all of the wddking goals:

What is our purpose and what are our current functions and duties?

Understand your current contribution:

Where do we currently make @ntribution?

Are there welbeing goals that we contribute more to, than others?

Understand your potential contribution:

What more could we do?

What could we do differently to make a better contribution? Are there things we should do less adpor st
doing?

Identify the opportunities for maximising your contribution (making a greater contribution):

How do we turn our potential contribution into action through the wiedling objectives we set and the steps w
take?

What could we do that woulénable others to contribute more?

2.4.2 Key Values and Indicator Framework

Together, this previous research, regulation, and application offers athi§idSt FTNI YSG2N] T2 NJ
These are presented with example indicatgreeasures). Which of these are relevant is to be determined in
consultation with stakeholders in the contexts of the use case development, as goals are solidified.

Democracy

Trustworthy. Solution deemed trustworthy; stakeholders trust fellasers/governance; trustworthy infrastructures

and networks, trusting of other users, public trust in systems and authorities, trust in a behaviour or process, trust i
institution. Can be broken down to confidence, integrity, consistency, commitment, atafality, control mutuality,
exchange relationships.

Table5: KVIs and Trustworthy

LI Dependability | 100% stakeholders deem system dependable for their activities
Consistency | 100% consistent coverage of thetwork
Comparison of latency of data transmissions (previous vs current)

27 https://www.gov.wales/sites/default/files/publications/20182/spsf1-core-guidance.PDF
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Probability of error; ease identification of error
0% potential bias detected

Building Survey responses on reported confidence in advanced digital devices, syst
confidence and services in critical missions and media, from different segments of soci
including both general public and users

Inclusiveness / Equal OpportunityAble to support aange of existing community devices, giving service access to
the widest possible range of demographics in a community. Serve the historically-ssmded; consider broader
demographics and ensure they are included in the benefit from the innovafitis. include both social and digital
inclusion, reducing the digital divide of who has access.

Table6: KVIs and Inclusiveness

EVEIERESS] Service Availability | Up to 99.9% communication service reliability

Service Access Ratio, Increased community access to use services, across all
demographics as defined by community authorities

Embedded devices | Comparison, Increased embedded devices from historical numbers
Local Skills Creation| # of trainings offered tanarginalised groups

Fairness Impartial and just treatment without discrimination. Outcomes of decisions aimed at avoiding disparate
effects on different groups, unless relevant differences cause uneven benefit or burden. What is fair for enigytaiup
conceal unfairness for individuals. Neutrality and equality are not always equivalent to fairness.

Table7: KVIs Fairness

Fairness Access to participate in Survey on access to actiymrticipation in relevant
decisionrmaking administrative and political functions regarding 5G and
solutions.
Lack of Bias Ability to evaluate for bias in algorithms/systems being

produced (using stakeholder definitions of bias).

Personal freedomRelated tdflexibility, programmability, autonomy, and dignity.

Table8: KVIs and Personal Freedam

EEEEINZCEER N Ability to make Survey on user perception of system programmability,
decision/humanin-the-loop | control

% ofdecisions made by tools with human supervision
Dignity Survey of users and stakeholder perceptions of the imp
of tools on their personal dignity.

TransparencyUnderstandability, ability to justify to others, ability to explain hownfithin goals; public facing when
appropriate/possible for accountability.

Table9: KVIs and Transparency

LS EIERGA Auditability 100% ability to trace actions taken with data, processes
% of processes that suppgtiblic scrutiny (that are not
security sensitive)

Understandability Survey, user perception of intentions, purposes, and go
of technology and processes, access to information
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Justifiability Surveydza SaniBtyQo justify the use of a solution to
others, including the public
Explainability Survey, users correct assessment and instruction aroun

the technology and processes, including specific questi
that demonstrate literacy

Privacy Confidentiality in of the person (communication, movements, interactions, etc.)

Table1Q KVIs and Privacy

Privacy preserving

100% privacy concerns of users addressed (defining accesg
rights, appropriate policy, user abtly to control and define)

II.  Economic Ecosystem (part of sustainable 6G)

Economic SustainabilityPointing towards a prosperous and ethical economy. Building a competitive and resilient

EU economy, investing in jobs, skills, education,digial transformation.

Table11KVIs and Economic Sustainability

Businesses in or with
access to supply chain

Economic
Sustainability

Number of stakeholders added, contacted, or considered for
design andproduction; Diversity of those businesses engage

Market impact

Reduced risk of becoming stranded as a result of transitions
reduced

Increased market space for each tool (% of total market,
number of submarkets, relative costumer reach)

Supply chain
sustainability

% of supply chain elements traced of total supply chain

Improved productivity
and effectiveness

Survey of stakeholder perspectives on their productivity and
effectiveness of their activities

Engaging legacgystems

% preexisting systems that require modification to be
employed in useases

Resource Savings

Quantity of resources saved (money, time, material) predicte
through the use of the tools

Use of whole of life
costing

Ratio, value, and number of assessments following a proced
containing lifecycle costing award criteria

Business/alue Inclusivecommercial benefit, maintaining and building new market spaces, developing new value

chains.

Table12 KVIs and Business Value

Solve existing and
emerging problems

Business
Value

Survey, stakeholder perceptions @roblems solved (fully or
partially)

Production of business
plans

Production of at least 3 business plans. Production of at least
individual plans

Cost and time to engage
with services

Survey of users, including quantitative results, on tiadeen and
resources engaged in usases

Supplier concentration

Ratio of suppliers from different groups (e.g. large industry,
SMEs, womeiowned, etc.)
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Tackling economic inequalityCreating new business opportunities, increase supply diesitience and capacity.

Table13 KVIs and Tackling economic inequality

Decrease Cost

Tackling
economic
inequality

% cost decreased for access components, connectivity,
system as a whole.

% cost saved by working with such solutions over define
period of time.

Training opportunities

Number of training opportunities, local school visits,
curriculum and literacy support, safety talks, etc., suppor|
and expected to be completed

Improved local business
opportunity

Survey, local businesses that see the-cases as
opportunities they could engage with

Output relevant to multiple

sociaeconomic demographics

{ dzZNBSeésx RAGSNRS adl {SK2fR

value ofuse-case outputs

1"l. Innovation

Responsibility Being accountable for (and having control over) system behaviours.

Table14 KVIs and Responsibility

Responsibility Accountability

Existence and effectiveness of riskanagement oversight
and control mechanisms, with clear chains of responsibility

Enables alternative
approaches

Number of alternative approaches possible for each syster
configuration

User Control

Ratio of system behaviours users eaanipulate

Open collaboration Using methods based on collaboration and knowledge sharing. Includasand and
stakeholders in processes. Work thoughdasign with local/stakeholder organisations.

Table15 KVIs andDpen collaboration

Open Awareness Survey, Improved awareness among partners and users of
collaboration stakeholder values, challenges, and needs.
Participatory % of services developed with users auppliers both integral

processes/methods for
community engagement

to the design

Survey, effectiveness of methods

Number of endusers and stakeholders included in design ar
testing process, number of opportunities for participation fo
each one.

Community networks

Increase ircommunity networks (% increase, number total).

Flexibility: Ability to work in multiple situations, contexts, goals, configurations.

Tablel6 KVIs and Flexibility

Flexibility Optimal resource

allocation

100% ability toreallocate resources if local system failure.
Flexible resource allocation and redistribution of
functionality can increase the system robustness and
flexibility in the direction of succeeding sustainable
coverage
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Reuse/re-purpose of
existingdevices and
infrastructure

% integration anditilisation of existing devices, networks, ar
servicessupportingthe long lifetime of industrial equipment
and flexibility of service growth. (Coexistence of Na&BPP
and 3GPP networks)

Ability of Almodels to
adapt to different
conditions

100% Flexibility to deploy same system in multiple scenari
without many modifications, in timely fashion

Data economy

Range of quantity of data needed. Capability of achieving |
inferencing accuracy with emaller amount of learning data.

Environmental Ecosystem (part of 6G for sustainability)

Environmental SustainabilityTo reduce its footprint on energy, resources, and emissions and improve sustainability

in other parts of society anishdustry.

Tablel7 KVIs and Environmental Sustainability
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S\ehinEhEll Reduction in Energy
SIS ERENWAS Consumption

~100% device energy efficiency

0% energy efficiency degradation due to activity

% improved energy efficiency compared to current status

Air Pollution Reduced

% improvement in route or system efficiency

uses renewable energy

% energy from renewable resources

Reduced Environmental
footprint

reducing the use of primary ramaterials or increasing the us
of by-products and secondary raw materials

does not hamper the development and deployment of a-low
carbon alternative (e.g. does not lead to ldokof current
emissions)

Decreased virgin
resources used over a
product lifecycle

Physical/ earth resources savings as percentage of current
consumption in specific, locally and timely defined context.

Waste ManagementReduce, Reise, Recycle materials, emissionsqtifele impactinfrastructures.

Table18 KVIs and Waste Management

WWEE(E
Management

Reduced Waste through
recycling or repurposing

100% of devicesrecycled

100% o Sy a2 NJ RSPAOSAaQ dzal 38 O

~100% reuse of existing equipment

~0 additional deployments

Reduced waste in supply chains

Increases Lifespan

Increased the durability

Increased reparabilityypgradability ,or reusability of products

Ability to assess the production, use and end of life of produ
and services

Mitigation Strategies Demonstrate awareness of environmental impact with a strategy to minimise it (or increase

actions on it).
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Table19 KVIs and Mitigation Strategies

Mitigation Greater understanding | Number of environmental factors monitored for (of air
Strategies of environmental quality, garbage flows, traffic, emissions, etc.)
challenges

Compliance Quality Standard&ngage environmental quality standards, even if not regulation.

Table20: KVIs and Compliance Quality Standards

Compliance Energy efficient low EMF EMFmeasured below health concern quantities
Quality exposure network operations
SIEULE Decrease Hazardous Content | reduces the content of hazardous substances and
substances of very high concern

Union labelling and certification | % of projectoutputs based on such certifications and
schemes for assessing related methods.

environmental footprint

V. Safety and Security
Safety Protection of humans, to prevent harm, satarmmunities.

Table21 KVIs and Safety

Safety Risk Management Development of riskmatrices/maps and controls along with
monitoring mechanisms with timelines and consequences.
Important to this, according to the OECD, is the public

reporting of these risks (to the extent reasonably possible).

Feeling safe Survey, user and stakeholdeerception of personal and
community safety resulting from tool use.

Easy to use tools Survey, users find tools easy and sa{planatory

Vulnerable people have greatel Increase in vulnerable populations served (number of

protection demographics able to be reached, population spread,
geographic spread)

Increased operational efficiency TBD by endisers.

for saving lives in emergencies

Reduced injuries in PPDR % of actions taken with a device (before vs after) that sugge

missions decrease risk taken by first responders.

Hazards are reduced TBD by endisers.

Security Protection of data and socitechnical systems in a way that prevents negatiapact.

Table22 KVIs and Security

SEEIGVA Vulnerabilities wkiA2 2F @dz ySNI oAt AGASAE ARSY (A
Delegation Number of processes that delegate responsibility to appropriate partig
andask them to consider their impact to the wider ecosystem.
Security preserving | 100% system secured

Data protectione.g., the appropriate use of personal data

Co-funded by BGSNS FIDAL project has received funding from the European Union's Horizon Europe research and innovation progran
the European Union under Grant Agreement N@01096146 as well as from the Smart Networks and Services Joint Undertaking (B8NS



Table23 KVIs and Data Protectian

44

Personal Data

100% personal data protected from unauthorised use.

e lclife]g Protected

100% of providers/services have accountability mechanism in place (4
technological and organisational)

User Control

100% user control over persordata for storage/transmission/processin
(as appropriate to rights)

VI.  Societal Ecosystem (part of 6G for sustainability)

Societal sustainabilityGuide/support convergence of physical, human, and digital worlds

Table24: KVIs and Societal sustainability

Societal
sustainability

Representation in us&ases

Usecases that reflect the diversity of local communities
they should benefit; reflect urban and rural opportunities

Stepstaken to have outputs that are relevant and can react
stakeholders (across age, race, gender, region); number o
activities that can be done anywhere.

Stakeholder perception and
involvement

Survey responses from different segments of society ,(e.g.
businesses, civil society, NGOSs)

Prioritising wellbeing

Ratio of design decisions made that prioritise wrding.

Gender equality

Ratio (from survey) of project outputs deemed relevant ang
useful for men and women.

Individual cossavings

Average cost saving per person

Healthier community Making communities more desirable and better places to live; improve the bodily and mental

health of individuals.

Table25 KVIs and Healthier community

Healthier
community

Build and improve
relationships with
organisations to empower
citizens

Number of opportunities (and people) for involvement of
diverse communities in design, community laditiatives,
reducing loneliness, reducing crime, meaningful social
mixing.

People satisfied with where
they live

Survey, satisfaction with access szilities and services

Cultural connectioninclusive citiesemerging socidechnical networks, diversity, arts, heritage, and knowledge

systems

Table26: KVIs and Cultural connection

Cultural Access taultural products

#products / product types by who

oo]glalsleile]sf Access to cultural events

(#events / product types by who

sense of community

Survey, people feeling involved, participation in culture an
heritage

Cultural Domains

Number of culturalomains impacted

Knowledge Enhance technical skills and empower researchers and industrial players with newsttigal
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Table27: KVIs and Knowledge

Q)G e[sH Enhanced Technical and # oftrainings offered to researchers or industry players
Research Skills
Access to knowledge Number of people with access to quality education (at all
levels, esp. higher); Access to digital libraries; Access to &
interaction with knowledge groups

Improvedpublic digital literacy | Survey, stakeholder understanding of issues raised by FlI

Quality of Living/ Wellbeing

Table28: KVIs and Quality of Living
Quality of Improving Wellbeing % staff content with jobs
Living %of persons content with community

2.4.3 KVI Methodology
KVI mapping requires a mufttep process.

a. ldentify stakeholders and articulate challenges, pamoints, and needs

We will work in collaboration with endsers and solutiordevelopers, as well as with broader stakeholders and
subjectmatter experts. These interactions will be via srsathle workshops, interviews, and focus groups, starting at
the local level of the use cases (e.g2 ihterviews or focus groups per usasg. As the project moves towards looking

at the EUlevel, these will be complemented by larger workshops/focus groups and interviews. These interactions wil
aim to:

1 Identify key stakeholders for the project and what actions are in their best interests.

1 Understand how the project meets its objectives to identify relevant values. This will be done by mapping the
problemsolution definitionof the project.

1 Identify the broader societglain-points around 6G and the values gainéidbm having them solved. As part
of this, we try to articulate what is innovative..,not the newest gadget, but what societal systems change).

f Agree upon outcomes, as relevant for context.

b. Identify relevant values with positive impadbwards the use cases.

As value is not derived from a tool itself (a knife is neither beneficial nor harmful on its own, only in use);thsese
and stakeholders will drive the value mapping process. The best interests are key in deciding what sdicouié
be the focus of the value strategy.

1 Map and assess the use cases to understand the use contexts that wfwatris at stake for whaand thus
which values take priority.

c. Define scale and scope for the values.

This includes identifying the Kitdelf. This will be done through atesign processes to:

T Identify measures on how successful or widespremd&alue might be (e.g., individual, community, regional,
national). These measures could change depending on who gains the value or the sizetmphet
population.

1 Identifywhat part of the solution and use cases is relevdot each value. For example, does that scope speak
to the technology being developed, the infrastructures, a procedure, training or knowledge transfer, user
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and/or public lieracy, or policy changes. This will help wattributions of responsibility towards KPland
ensure indicators match tools potential.

d. Identify enablers and blockers.

For example, what elements of the technology being developed could support achievimpacat (even if only one
small part of the larger value puzzle). For example, trust can be enabled by system auditability, rugged and robu
devices; Secure and trustworthy Al; System E2E privacy and security. Or, feelings of safety can be enabled throl
joint communication and sensing, easy to use devices; Network and service automation.

1 What key factors in the project (and beyond the scope of the project, such as new practices or policies) ca
enable or limit the KVIs?

e. Assess how the indicators retiato project timing.
1 Project development stages
1 Key points of assessment
1 Points of rigidity/conclusion (where design or practice can no longer change)

f. Define measures of success
From this, we will:

1 Articulate an initial list of values the project wants to uphpld

1 Articulate why those values

1 Suggestwho will benefit

1 Quantifyand quality the KVIs with KPIs of their awn
These steps will be revisited, iteratively throughout the project. The resulting KV&K¥dwill be stored in a
repository, mapping the interrelationships and dependencies between the steps and the project components. A drafi
repository structure is in the figure below.

data evidencing

Assessment measures

Tools and their

Goals/Objecti . Val . Indicat:
oals/Objectives alues ndicators e
For who Purpose/Definition
In what context Responsibility towards
What is at stake How fit into requirements

Figure4: FIDALRepository structure

g. Evaluation

CKS YxLaA gAff 0S 020K S@IFfdzaz SR GKNRdzZZIK adl {SK2f RSN
Large scale electronic surveys targeting all EU countries and workshops with industry, academia and socie
stakeholders wilincrease qualitative and quantitative analysis of the information leading KVIs evaluation and the
respective proposals to maximize impact. This will need to involve outputs directly derived from thasese both
stakeholders involved directly in thesecases, broader stakeholders.§.,relevant community members), as well as

the partners involved in the project(g.,mapping their business practices). The evaluation process will:
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Assess current status of measures and targets;

Inform necessary mofications or continuations to reach targets;

Support in evaluating less straightforward questions around proportionality, such as how to make the case
that greater cost (thus a lower KPI) can create greater equity in access (thus higher KVI)?

ow»

2.5 UC methalology: Testingexperimentation,and validationof KPIs and KVis29

While this documentcan be seen as a very early iteratimhFIDAltechnologies, thisnethodology will be used while
evolving the UCs and the subsequent testexperimentationand validation cycles. These cycles and updates will be
further reflected in theupdated deliverablé22. According to A, B and Nesse et[2}lan agile development process

is recommended as best practice for 5G research and innovations (R&l) preeetigure5: Agile development
methodology and validating of KPIs and KVHis backdrop of this process is the work of Co¢®kf4] through his
iterative, agile, and open innovation modifications of the original stgge model. Moreoverstill [5], suggesting a
similar methodology for R&I activities for universities and other public research instituiggatimg the high degree

of failure in translating scientific advances into marketable innovations.

Problem
Describe UC
personas’ pain
points and As-Is

/v solutions \

Pivot Prototype
Revise/preserve Design 5G MVP
5G MVP solution/ ------= > solution/business
business value value for UC
piloted personas
Field trial
Technological
1 validation I
User pilot
3 >, Business/Social 4 B
| Workshop test validation 4 Survey test }

| s

________ small & large sample N

test of 5G MVP

Figure5: Agile development methodology and validating of KPIs and KVIs

1 Problem:Here the use case problem apérsonas/stakeholders are described: Description efsastuation
and current technology solutions in use by stakeholders was also included. Design thinking and empath
mapping visualize customer types/personas and paint points, and customer journeys taddhe
understanding of the customers interactions (touchpoints) with consortium partners.

91 Prototype:! LINB G208 LISKYAYAYdzY @Al o0ofS LINPRdAzOG 6a+xt 0 Aa
needs and paint points revealed at the prior staget&reptsin the form of information material and videos
FNBE RSaA3IYySR gAGK (GKS Llz2N1}2aS (G2 RSAONARGS |yR QA

1 Pilot/trial: | SNE GSOKYyAOFf GNAIFIfa 2F (GKS azxt Qad | NB LISNF:
0 Y t) du€has latency, coverage, data/speed, and reliability. Simultaneously, business and consumer pilots
GKS pD LINRG20SLIika+xt GgAGK NBtSOlFryid dzasS OFrasS adl
user experience (QoE), revenue increasetaligiclusion and reduces energy consumption. This will demand

28 pD ttt3X a.dzaAySaa £ f AR G AR Whits/ papeD BusinessliddtdriNg Oa.pdf Geppizaus OF 4 Sa X ¢
B5G{ h['¢Lhb{ZX a5mdn! a Bafiok 8f B@ 202 B6li\&rableB24NMeth#dBlogiddfot-the-validationof-5G-and-for-LL-
measurements/1-WIT-Final.pdf (5gsolutionsproject.eu)

30 This is a short notation fdahe information material and videos describing th®&/P / prototype.Infographics might berwe kind of relevant
information material.
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a different methodology, e.gphysical or virtual focus groups/workshops with 20+ stakeholder personas
facilitated by a moderator followed up with an online survey for a larger sample of patstakeholders.

1 Pivot: The findings from small and large sample pilot tests are aligned with results from technology validatior
FASER (GSadaod hyS 2dzi02YS Aa GKFG G2 Y20S | KSIR
modification ofthe salzi A 2y RS&aA3y YR ALISOATAOFIGA2ya A& ySO!
to return to start if the problem and pain points are understood and thereafter proceed to redesigning the
prototype, hence the dotted arroj2].

Briguglio et. a[6] suggest a combination of business and social context variables when validating 5G related R&
2dziLidziad ¢KSaS GIFINARFOfSa 6YxLQAU |y R Ndsse@tLapRNgdnmanbs? Y
simultaneous vidation of business value, soc@dceptanceand technology performance in 5GPPP R&l projects. This
should start already from the initial trials (iteration #1) using minimum viable products (MVP), protocepts or other
simple sketches etc. to provide prseiand high value feedback from potential stakeholders for further modifications.
Moreover, the three impact dimension groups should be validated equally important. The background is an agil
development methodology when developing early MVPs securesrbeeps of learning as quickly as possible to get

I RSAaANIOtS LINRPRAzOG [7fi2 Odzai2YSNBQ KIyR&a T aidSNJ

While anticipating the above higlevel methodology FIDAL will further detail, adapt and develop the relevant
methodologies ad the (use of) supporting tools for such joint technological and business validation suitable for the
FIDAL UCs. The references above (footnotes 29, 30 above) can be seen as the baseline for the testing, experimenta
and validation methodologies andpert formats.

A critical step in this process is the staging andoarding of UC and testase (TC) specific VNFs/CNFs in addition to
any 5G network specific emoarding, setup and configuration. This can imply the setup of a ri@weéiwork slice or
merely adapting and configuring an existing 5G network slice according to the needs of the UC and the TCs. This tc
and related methodologgre described in Sectiohb.

316G Infrastructure Association, "What societal values will 6G address? Societal Key Values and Key Value Indicatorsrangly&gs tise
cases," May 2022. [Online]. Availabiétps://5g-ppp.eu/wp-content/uploads/2022/05/Whatsocietatvalueswill-6G-addressWhite-Paper
v1.0final.pdf
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3 Use Case analysis overview

The previous chapter detailed the adopted methodology for providing a clear and complete analysis of the use case
describing the process to examine the technical and business aspects for each UC. Thips®ates an initial
concise analysis and overview of the use cases, providing some essential information about the scope and the marl
value of each use case.

3.1 Market assessmentanalysis,and feedback

3.1.1 Media vertical industries assessment

Media are requied to closely follow and adopt new technologies, especially in-fjged connectivity in order to stay
competitive in a highly fragmented market. Proliferation of Evolved 5G technologies is bound to facilitate expansiv
growth in live video streaming. €H1BM Institute for Business Value (IBV) 2019 Global Telecom and Media Consume
Survey confirms the trend for 5G in 21 countries worldwide, indicating-bitsh definition (UHD) as by far the most
relevant 5G application. Evolved 5G is expected to urfimtker the potential of immersive applications in Live TV
broadcasts and sporting events (e.g., AR/VR), which are forecast to create more over $140 billion in cumulatiy
revenues by 2028.

FIDAL will leverage Evolved 5G experimentation infrastructureogem@nts to deliver a promise for increased
bandwidth and low latency, thus accelerating development prototyping and growth for novel mobile video
technologies and streaming services, representing a major opportunity for European SMEs to reduce théobarrier
market penetration and hence enable the EU to stay competitive in the global Media market.

3.1.2 PPDR vertical market assessment

According to Mordor Intelligence, a $11,15bn public safety market is expected to grow almost fivefold within the nex
5 years, aa CAGR of ~30%. Cloud deployments are expected to account for the largest share of this growth, due
expenditure cuts on budgets forcing public safety providers to forego investments in infrastructure in favour ef Cloud
based solutions. New technologglutions in this segment (includirgg.,geographic info, simulation and surveillance
systems) are expected to surface as a result, being absorbed by both the public and private sectors as a means
anticipate, react and mitigate the effects of natueald anthropogenic hazards. To this end;&tabled URLLC apps
play a significant part in the forecast growth of the public safety sector according to ResearchAndMarkets. It i
expected that Evolved 5G will accelerate growth of such applications.

FIDAL regesents a convergence of key enabling technologies driving the growth of the PPDR market in the foreseeak
future. It allows vendors in the market to rapidly deploy and extensively experimedeorand with new solutions
under various network conditionghus improving their offerings.

3.2 Highlevel use case description
This section provides an overview and the motivation for each UC
In particular:
1 Problem description what the UC iaddressing?
1 Gap analysiswhich problem(s) the use case has the ambitiondwer?
1 Impacted stakeholdersall the actors involved and/or can benefit by the implementation of theaase?
1 Whatis to be provided as a new featurevhat is new in terms of service or new technolagy.t. the state
of the art and similar behaviour currently available?

3.2.1 Media vertical industries

1. UCL1 Internet of senses/haptic sensing
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Problem description Police and military training is currently very limited by the technology and the risks of
practicing in a realistic scenario. The need for a large physical space, the need for everyone to be in the sar
place or the lack of a sense of touch in training are some of the problems encountered when training in thes:
fields. From OWO, through our hi@ptechnology, we intend to take police and military training to another
level, recreating virtual training scenarios that are as close as possible to reality, using 5G technology t
support us in the necessary requirements to solve this problem.

Gap andysis This UC aims to use 5G technology, which will enable the training of multiple users with a high

quality of use, allowing the use of cloinsted training, guaranteeing the quality of using the virtual world

and the real sensations in real time, reagiog latency and other requirements that will be marked in the KPls.

Impacted stakeholders Different police forces, both local and national. Military and intervention corps.

Training and training companies.

What is to be provided as a new featur@hisUC aims to offer the following:

o Users will have access to uninterrupted streaming of high quality and performance for multiple users
located in the same area. Also, they will have access to the sensalan®rk Applicationsvithout any
interruption.

o Pdice and military forces, and training companies, will have the ability to receive multiple streams of high
and ultrahigh quality to provide added value and immersive experience for the training.

UC4 Advanced sports area media services

Problemdescription Media is one the areas where 5G is expected to have major impact to. UC4 aims to

demonstrate 5G and beyond in this area by performing field trials in a stadium, by allowing the streaming o

User Generated Content (). This means that in arvent where a lot of people are present allowing UGC

to be streamed and having it professionally produced, the added value of more view perspectives can b

presented and provided to the end viewers without using professional equipment but standard 5Gdnable

mobile phones. Furthermore, professional equipment can take advantage of advanced capabilities by offerin

Ultra High Definition (UHBD8K) and 36DAR/VR media content.

Gap analysis This UC aims to explore and verify the beyond 5G capabilitieshoévaimg multiple uplink

streams of higkguality while at the same time respecting the requirements that will be set by Key

Performance Indicators (KPIs) like throughput and latency. Furthermore, guaranteed performance

functionality will also be explored twover other aspects of med@oduction.

Impacted stakeholders Media production companies, media producers, streaming companies, event

managers, venue owners.

What is to be provided as a new featurd&his UC aims to offer the following:

o Users will hag access to uninterrupted streaming of high quality and performance for multiple users
located in the same area.

o Media companies will have the ability to receive multiple streams of high andhiljfaquality to provide
added value and immersive exper@@nfor the covered event.

o Professional coverage of an event will be assisted by guaranteed high performance services through tr
beyond 5G networks.

UCS5 Virtual reality networked music performance

Problem description The network music performance (NMP) use case involves two scenarios: remote playing
of music (1) and remote concert performance (2). The former involves musicians playing (teaching an
rehearsal) together although from different locations, that aim tayptogether. The other scenario involves
musicians (inclusion guest stars), some locally present and some remote, playing together live in a concel
with in presence and remote audience. This UC must also be seen as a proxy for handlingtimiereal
predictable andspecialisednedia capabilities embedded into or along with network capabilities is seen as an
attractive opportunity of relevance to a wide range of use cases such as Emergency/Blue light services (Heals
Fire, Defence, Police) as well as iradety of industry applications. The problem for professional and amateur
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musicians, they require to have easy to use, easy to setup, reliable,baigtiwidth, and low latency
communication platform (including devices and network) with a very simplefaderthat does not require
the musician to be a network engineevideo capturing setup and equipment also have to be simple, with a
reduced cost, such as by using smartphones or entry level camera&@Pro).

1 Gap analysis The main challenge for t@chnology to enable remote musicians to-play is the audio and
video latency between musicians, that must be as low as possible (below 30ms oftripushelay). This target
is necessary to meet, for the audience to perceive the music as a synchrayni®Bping able to provide live
performance to remote spectators, video is a highly important media type complementing the audio media
type. Distributing low latency video over Internet requires high bandwidth reliable networks currently
challenging to oldin as of today.

1 Impacted stakeholders The two use case scenarios involve stakeholders such as musicians, producers
concert hall/music festivals/recording studios. Moreover, it includegnisersand producers of NMP events
and other actors involves sh as telecom/ICT providers, e.§elenor and ETACOMWith reference to NMP
being a proxy for other use cases, emergency personnel and blue light service actors could also be releva
stakeholders to include.

1 Whatis to be provided as a new featur&eyond 5G will provide the necessary capacities for NMP use cases
scenarios with network slicing, high bitrate, and low latency features. Lower pricdibirarinstallations will
be a key issue for making NMP accessible toremowned artists, and to smatheatre and studios, or even
artists playing from their home living place in the case of a pandemic lockdown. Beyond 5G will also enabl
NMP scenarios to and from ngermanent locations, for example for concerts that take place during music
festivals, thacan take place in lands and not in concert halls. The same features are also enablers for real tim
interaction between stakeholders (e,@mergency, industry operator/expert) in rural areas/communities.

4. UCY7 Smart village engagement services

1 Problem description This UC involves two scenarios: 1iccated engagement in urban and 2)-created
engagement in rural communities. The problem in the first scenario is the limited opportunity for citizens and
other community stakeholders for real time -opeation and involvement in the decisions process for
development of urban areas in citied'he second scenario involves-ceation in rural areas. Here the
problem is to coordinate the different public and npnofit emergency resources in case of aecit$ related
to industry and/or forest/agriculture.

1 Gap analysis For the cecreated engagement in urban areas scenario (1), there is a gap in real time
virtual/digital access to cdevelopment of urban plans, access to city assets/databuoitdings, bridges,
towers, dams etc. for large scale testing for application vendors and low latency wireless networks for rea
time handling. The latter is also the case for the second scenarioréated engagement in rural areas
scenario. Here the cllange is to quickly establish a service for distribution of real time situation awareness
for involving personnel in emergency is areas with limited infrastructure and low coverage.

1 Impacted stakeholdersin scenario 1 the major actors are citizens, aifjhorities and representatives from
sectors in municipality, application providers and equipment vendors, technology/network provider etc.
Scenario 2 also involves stakeholders from public stakeholders such as emergency/Blue light services (Hea
Fire, Defence. Police) as well as stakeholders from the primary and service industry. Providers of telecor
services are included in both scenarios.

1 What is to be provided as a new featur&or scenario 1 we foresee use of VR/AR tools for real time joint
interaction on digital platforms/digital twins and open public data for development and trials/pilots of proof
of concepts. For scenariove also foresee VR/AR tools to enhance supervision/operation for mission critical
services (fire, police emergency teams)ein rural areas. Here drones with 5G network antennas and video
cameras distributing real time pictures and videos of the situation to emergence personnel involved.

3.2.2 PPDR vertical industries
1. UC2 Digital twin for first responders
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1 Problem descriptiort In UC2, FIDAL will demonstrate the automatic deployment of hazard detection and
monitoring algorithms for continuous updating of first responders about the future condition of the hazard
evolution and shorterm risk assessment, including ituation monitoring of the fire, ii. Monitoring of the
ground assets, iii. Predicting fire propagatiagainst environmental conditions and iv. Fire propagation
disseminated to mobile users.

1 Gap analysisThis UC aims to take advantage of the beyond Jalmhties, such as the low latency, the high
throughput, the high position accuracy and the video streaming capabilities, in order to achieve multiple uplink
streams of high quality while monitoring the situation and disseminating information to therdésgionders
on the field.

1 Impacted stakeholdersPersonnel from Civil Protection and Fire service agencies that are involved in the
monitoring,managementand response of such situations.

1 What is to be provided as a new featurdn PPDR digital twinseawirtual representations of the redife
situation (including event@rocessand environments) in redlme. First responders iwildfire situations face
a large spectrum of challenges in disaster environments including environments with low vistdlitydden
hazards:

o Ability to stream higkresolution image frames from cameras without the need rficrowave link and
line of sight for Abased forest fire and smoke detection.

o Ability to disseminate fire propagation data to first responders in thkl fof forest in reatime.

o Realtime tracking of responders with the ability to know their precise position Hrar proximity to
threats and hazards (between command and control and Ries{ponders, betweeand inside operative
units).

o Integration of information for incorporating predictive information from multiple and #aditional
sources into incident command operations for obtaining positionas$ets andcreating complete
situational awareness

Theuse of digital twingapitalsing on 5G evolution architectures and performance characteristics will address these
challenges, by providing firefighters accurate and timely guidance and decision support for adapting the operations |
a very dynamic enviranent.

2. UCS City security event / incident

1 Problem description City area coverage with 5G evolution capabilities for the P&tGéhsationsinvolved,
such as, but not limited to Elices (peorganiation, per service / applicationynplemented as 3GPP slices or
as private networks (MOCN or alternative mechanism), ii. ¥iglity realtime video stream sharing within
groups of PPDR users with high density of concurrent users and iitLdlirdatency for Mission Critical PPDR
operations.

1 Gap analysisInfrastructure area coverage with 5G evolution capabilities for the RIPREationsinvolved,
such as, but not limited to i. Slices (me@gansation, per service / application), implemented as 3GPP slices or
as private networks (MON or alternative mechanism), ii. Higbality realtime video stream sharing within
groups of PPDR users with high density of concurrent users and iitLldlirdatency for Mission Critical PPDR
operations (UAV).

1 Impacted stakeholdersPPDRrgangations enduser verticals (law enforcement, medical, firefighting, etc.)

1 What is to be provided as a new featurdPublic Safety users have an increasing need for collection and
exchange oinformation, includingdata, pictures, and video, along with vejdn real time and, above all, in a
secure manner to carry out complex missions successfully. Effersitient, and secure collaboration and
real time information sharing from various sources in various formats within groups of First Responders o
other safety and security relatedrgangations personnel and between safety and security authorities and
organgationsis a must when it comes to major events, incidents or natural disasters. As a matter of fact,
recent advancements in Artificial Intelligen€Al), Internet of Things (loT), Virtual, Augmented and Mixed
Reality (VR, AR, MR) and powerful analytics can offer a number of desired capabilities to practitioners. Th
use case will demonstrate the benefit of 5G evolution network architecture andased KPIs performance
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capabilities for PPDR smart situational awareness and operational efficiency, and ultimately for people an
tt5w dzZASNEQ &l FSdeé IyR &aSOdaNAGE P

3. UCG6 XFRassisted services for public safety

1 Problem description First responders are ually not highly trained in surgical procedures. In many PPDR
cases there are onite incidents where there is a need for advanced operationsassigted emergency
surgical operations UC will provide the PPDR-#irdtresponders the ability teisualise via an AR Head
Mounted Display (HMD), deformable medicalated objects and information on top of an injured person,
such as bones, organs, and arteries. Furthermore, the first responder will be able to obtaibnystp
instructions regarding criticdirst aid and medical operations. Additionally, indoor medical experts, using VR
HMDs, will collaborate with the first responders in the same XR scene, providing medical assistance ar
expertise in reatime, without having to move to the incident sitehi§ use case ultimately aims to provide
first aid responders on the PPDR scene with a powerful tool that will help save lives in peril.
On the other hand, in public safety situations of high risk, such as terrorist attacks, the capability of rapid an
effective decisiormaking constitute number one factoof success. To that end, smart policing leveraged by
disruptive technologies such as Al and AR, is of prominent importance for Law Enforcement Agents, towarc
enhancing their situation awareness on theld and thus achieving high levels of successful decisions. In the
context of this UC, an AR framework for leveraging LEAs situation awareness will be deployed, incorporatir
the advantages offered by both AR and Atdalisetechnologyassisted policingn ways that have previously
only been imagined in science fiction. Police officers will patrol and respond to incidents using wearable gee
that will utilise Al in the form of Machine Learning routines to enable rapid scene analysis and interpretation
to capture, outline and singleut interesting findings and threats requiring the attention of the smart glasses
wearer. AR will then be used to superimpose such missiiital information directly on top of the real world,
OFGSNRAyYy3 (2 I gofit ofview, atdSenIdiag adnyidtidnakSalisationexperience, meant to
SYKIFyOS (GKS 2FFAOSNR& O LI OAde G2 NBaLRYyR (2 AyC

1 Gap analysisThis UC aims to explore and verify the bey&i@ capabilities of achieving multiple downlink
and uplink streams of higiguality. Furthermore, Key Performance Indicators (KPIs) like throughput and
latency are critical factors to preserve user immersion in the virtual scene.

1 Impacted stakeholdersPPDRrgangations first aid responders, injured peanlmedical experts.

1 Whatis to be provided as a new featur@his UC aims to offer the following:

o First responders will have the ability to visualize deformable med&ated objects and information on
top of an injured person and step by step instioos of critical first aid operations.

o First aid responders will be in direct communication with indoor medical experts.

o Medical experts will be able to visualize in VR the patient's avatar Medical and collaborate with the first
aid responders in the sae multiuser 3D scene.

o Law Enforcement Agents, prosecuting perpetrators on site, will be able to collectively enhance their
situational awareness using advanced Al and AR technologies through which will be able to rapidly analy:
and identify their targes.
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4 UCIc Internet of Senses/Haptic Sensing

Globalsation and new technologies are leading to new forms of education and training. Bringing new forms of
communication, thanks to 5G technology, not only to the telecommunications sector but transversdiffetent

sectors and uses has become a challenge that we must overcome in the coming years. From OWO, we want in t
project to demonstrate the importance of adding the sense of touch in this new technological challenge, creating
policeand militarytraA Y Ay 3 GKIF G NIAasSa G2 | ySg NIyl GKS (NI AYA

4.1 Scenarios, contexts, and workflows

The scenario for the Use Case would be the Local Police Academy in Malaga, along with some other remote locati
L2aaArofte Ay alfl 3o adzZf GALX S LI2tAOS 3ANRdzZLIA sAff o
collaborate on the same Yiral environment to completeustomsed and revolutionary training sessions thanks to
the sense of touch.

Both the VR headset and the smartphone controlling the OWO Skin will use a 5G network to establish the connecti
between the OWO Skin and the VR Hget. Once the connection is established, the order to apply a sensation will be
sent from the headset to the OWO Net application, which configures the sensation and sends it to the haptic systern

Initial security
check and

discovery of the
) — OWO service OWO Net. Application
(BN 8500

Firebase

+

CAPIF sents the IP

address and port. of

the OWO Net.
Application

7
Socket UDP
1o connect 1
with CAPIF

http/:post/..

CAPIF

* 5@ <0) 5 ‘nlu.:;:
—
. T
UMA SERVER

Figure6: UCIWorkflow Diagram 1

The context of this use case would be the recreation of a police training using a virtual environment through VR
headsets and the application of real physical sensations. All of it supported with 5G technology, allowing multiple
policegroups located on different places to participate in the same training session.

¢tKS ¢62N)] Ft296 62ddZ R 0SY

T /NBFGS | SANIdzZ £ NI Ayxya SYBANRYYSy i

1 / K2234S8 GKS | LILINE LINA | aSyaldrzya G2 uKS QNI AYAY
1 9y+Fo6tS I pbD sy@ANEyYsyucb

1 Measure training dataindll 8 LJISOG & (2 Syadz2NB dzal oAt Al d
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After the initial security check and the Discovery of the
service the VR glasses communicates directly with the OWO

Net. Application
o  A— OWO Net. Application
BBDD
l [sek I Firebase
37 |4
New socket UDP to CAPIF
connect with OWQ 1
Net Application
R |E= 3 @ 2 :
5G ~)
56 " UPF
owo .
7 w 6 5
UMA SERVER

Figure7: UCIWorkflow Diagram 2

4.2 Stakeholders
421 { G {SK2f RSNBQ ARSYUGATAOLFIGAZY
Here are the identified stakeholders for this specific Use Case:

1 Malaga local police
9 Other security forces
9 Partners involved in this Use Case: ADS UMA, TID

422 { 0 1 SKBehetS$ NB Q

The identified benefits for the stakeholders in the context of W4 an improved quality of training through
G§SOKy2ft23ex SylrofAy3a NI AYAY IIn addition] knfrové notyodly téchnwl&@yicallyy” F
but psychologically, through the introduction of the sense of touch, analysing how the trainee reactssiogbhy
AYGSNI OlAzyao

4.2.3 Stakeholders needs
1 Access to 5G environment to ensure the good quality of the training and the correct functioning of the
aSaarzyo

T ¢NFAYAY3I LI TTGTF2NY 2N GANILdzZE € GNFXAYAy3ad SY@BANRBYYSY
9 OWOAppinda YI NI LIK2YyS (2 aASYyR GKS aSyalrdizya NBOSAOSR
T +w KSIR&aASGA T2NJ SFOK YSY0SNI LIN} OGAaiay3d G2 Kb @S |
9 h2h +£SadG G2 NBOSAGS (KS LKeaAOlf aSyalddAz2ya RdzNA
1 External physicalelemeiit F2NJ GNJI AYyAy3d AYYSNRAAZ2Y D

4.3 How can beyond 5G networks benefit the UC
5G technology will facilitate the speed, connection capacity and offloading of everything needed to enable multiple
LIS2LX S G2 GNIXAYy |G GKS akryYS GAYS Ay RAFTFSNByd 20!k

4.4 Technology needs

4.4.1 5G services needs
1 URLLC (UltrReliable, Lovwatency Communications)Critical Communications refers to latency sensitive,
wireless applications and services, some of which are impossible to be supported by existing networl
RSLX 2eYSydao
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1 Orchestration and Management to ensure the synchronization of the virtual training and the reception of the
aSyaliArzyao
9 [20FGA2Yy YIylF3SYSyl FdzyOlAzya (G2 LINBOA&ASte (y26y

4.4.2 Network Application needs

“Z

9 pD SY@ANRYYSYy(l (2 SyadaNB (GKS ljdzrfAde 2F GKS (NI A
T ¢NFAYAY3I LI I GF2NY 2 NJ GANIdzl £ GNIAYyAy3a SYyGBANBYYSY
9 h2zh !'LJJ 62 aSyR GKS aSyaldairazya G2 GKS @gSaido
4.4.3 Equipment needs
The following guipment is necessary for the implementation of the Use Case:
T {Yl NJJLJKQ)/S RS @A OS kcationig & KB uDFSSM}’ZahuI'fltARdJ
9 +w KSIFRaSia oKAOK G2 KIF@S | 0O0Saa G2 GKS @ANIdzZ f
9 hz2h +SadG G2 FSSf NBIf LKeaAOlf aSyalidAizya oKAES
T 9EGSNYIf LKeaAOlt StSYSyida F2NJGNFAYAY3I AYYSNEAZ
9 pD ySGg2N)] StSYSyida (2 SyadnNB (KS O02YYdzyAOlI GA2ya
4.5 KPlIs
The following tablgresents a list oihdicative targets technological KPI valfiesUC1.:
Table29: Target technological KPIs for UC1
Key Performance Indicators (KPIs) Value Units
MSKP01: App/Server Accessibility 100 %
MSKPI02: Content Load time/time to first 0.1 sec
picture
MSKPI03: Content Stall/Freeze 0 %
MSKPI04: Content Download Throughput | 20 Gbps
MSKPI05: Content Upload Throughput 5 Gbps
MSKPI06: Application service creation <5 min
MSKPI07: Network Applications <5 min
deployment time
Latency <50 msec
Connectivity (users simultaneous >10
connected)
4.6 KVis

The following table maps the minimum set of KVIs to be evaluated within the context of UC1 in relation to FIDA
objective:

Table3og, +680 1T &£ ETI EOEAI .bT OAT OEAI OAI AOAT AA EI O 5#+=

Key Value Theme UCI¢ Internet of Senses/Haptic Sensing
Democracy

Trustworthy Dependable, consistent, low error rates
Transparency Auditability, understandability andjustifiability
Privacy Privacyconcernsof PPDR forcemddressed
Economic Ecosystem (part stistainable 6G)

Economic Sustainability ‘ Potential toincrease market space
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Business Value Low cost and time to solve existing problernmrease training
flexibility
Innovation
Responsibility Accountability mechanisms for systdmehaviour
Open collaboration Collaborate withdiverseend-usersto developresponsibility
requirementsand risksin particular
Flexibility Aim to reuse existing infrastructure and be flexibly deploye
Environmental Ecosystem (part of 6G feustainability)
Environmental Sustainability Will seek to reducenvironmental footprint and energy
degradation due to activity
Waste Management Will seek to reduce waste of physical resources without

countering the savings with increased eneugg.

Safety and Security

Safety improve societal safetgnd risk management to reduce injurie
to PPDR

Security Vulnerabilities identified and fixed and system secured

Data protection Personal data protected from unauthorised use with

accountability mechanisms in place

Societal Ecosystem (part of 6G for sustainability)

Knowledge Enhanced access to knowledge, traimh@PDr and industry

Quality of Living / Wellbeing Support improved wellbeing of PPDR
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5 UC2- Digital twin for first responders

Climate change has led to more frequent and severe wildfires in many parts of the world. Managing fires under thes
evolving climate conditions requires adaptive strategies and a comprehensive understanding of fire behaviour. 5
technologyoffers several advantages in the context of forest fire management. It enablespégd and lowatency
communication, allowing for redime data transmission. With 5G, higlefinition video streaming becomes feasible

in remote areas. This allows fave video feeds from surveillance cameras, and other monitoring devices installed in
forests. Emergency responders can remotely monitor the fire's progression, identify potential hazards, and mak
informed decisions in real time, improving situational agraess. Additionally, 5G networks provide reliable and-high
bandwidth communication channels for emergency responders, enabling seamless communication amon
firefighters, incident commanders, and other stakeholders. They can exchange critical informatiahnate efforts,

and respond effectively to evolving situations. The use case will demonstrate the capabilities of the 5G technology ar
the advantages it provides to the domain of forest fire detection and management.

5.1 Scenarioscontexts,and workflows

In the context of the UC2, the detection and management of a forest fire incident, using 5G technology will be
demonstrated. A command centre will be deployed providing all the required situation monitoring and management
operations. Additionally, seval first responders will be deployed on the field, that will be equipped with handheld
mobile devices Both the command centre and the mobile devices will be connected to the 5G network, enabling the
sharing of operational information in real time. Thirdprmation such as decisions taken, higdsolution maps, high
resolution video streams and images from the field will be shared. A number of cameras will be deployed (on the field
monitoring the area for smoke and fires. Hig¢solution streams will bereated and forwarded through the 5G
network to the advanced automatic fire detection module that will analyse the stream, identifying fire ignition points.
Next, using this information, the propagation of the fire will be calculated. This informatibbeailansmitted to the
command centre and the first responders that will be on the field. Additionally, thetiraal tracking of these
responders and their proximity to threats and hazards will be provided to the command centres.

.. Cameras

Q-
“M\\;;

v

n | é ® i
Command center and 5G network QE

Y
&1 ad

First Responders
with mobile devices

Figure8: UC2 WorkflowDiagram.

5.2 Stakeholders
521 { G {SK2ft RSNBEQ ARSYUATFAOIGAZY
Here are the identified stakeholders for this specific Use Case:

9 Civil protection and fire service authorities
9 Partners involved in this Use Case: UoP, PNET, NOVA

Co-funded by BESNS FIDAL project has received funding from the European Union's Horizon Europe research and innovation progran
the European Union under Grant Agreement N@01096146 as well as from the Smart Networks and Services Joint Undertaking (8§S



59

52.2 { G 1 S KBgeheftS NA Q

The capabilities of the 5G network will improve the situation awareness of the first responders that are involved in «
situation. These advantages contribute to early detection, rapid response, and effective firefighting strategies
ultimately helping to mitigate the impact of forest fires.

5.2.3 Stakeholders needs
1 Transmission of multiple higiesolution video streams in rediime;
1 Transmission of multimedia communication with low latency
1 Intelligent situation awareness, such as evdatection and hazard propagation
1 Accuratelocalsation of first responders that will be deployed on the field

5.3 How can beyond 5G networks benefit the UC
The UC will take advantage of the following 5G network capabilities:

1. Private network, in ordeto ensure secure communication among the responders.

2. High throughput, in order to ensure the streaming of multiple khigbolution video streams.

3. Low latency, in order to ensure the quick and accurate dissemination of the operational information to the
responders.

4. Accurate localisation, in order to ensure the rtiahe tracking of the responders in high precision.

5.4 Technology needs

5.4.1 5G services needs
1 URLLC (UltrReliable, Lov.atency Communications)
1 Orchestration and Management
1 Locationmanagement function

5.4.2 Network Applicatiors needs

1 Video streaming management service that will handle the multiple streams that will be available.

1 Automatic fire detection and propagation module, that will collect the video streams in order to analyse thes
and detect possible fire ignition points.

1 An incident management system that will enable the monitoring and management of the situation. It will
collect operational information from the several components that will be collected to the network and enable
the management and communication with the first responders.

1 Mobile devices that will be used by the first responders in order to exchange operational information.

5.4.3 Equipment needs
The following equipment is necessary for the implementation of the Use:Cas

1 5G highresolution cameras.
1 5G network elements.
1 Smartphone and tablet devices.

5.5 KPIs
The following tablgresents a list oihdicative targets technological KPI valfiesUC?2:

Table31 Target technological KPIs for UC2

Key Performance Indicators (KPIs)

Co-funded by sGSNS FIDAL project has received funding from the European Union's Horizon Europe research and innovation progran
the European Union under Grant Agreement N@01096146 as well as from the Smart Networks and Services Joint Undertaking (B8NS




PSKRD1: Peak Throughput 5 UL/20 DL Gbps/DL/UL
PSKRD2: Application latency <40 ms
PSKRD3: Positioning accuracy 1 meter
PSKRD4: User density 0.05 Devices/m#
connectivity >10 Nb users
PSKRD5: Video resolution 72-144x30 X fps x no of
simultaneous videos
PSKRD6: Application service creation <5 min
PSKRD7: Network Applicationsdeployment time <5 min
UC2KRD1: High throughput >5 Highresolution
concurrent video
streams
UC2KRD2: Latency reduction below <40 ms
UC2KRD3: Position 1 meter
UC2KRD4: Simultaneous connection capacity >10 users

5.6 KVis

The following table maps the minimum set of KVIs to be evaluated within the contex2ohW&ation to FIDAL

objective:

Table3, +660 1 &£ EI EQEAI

Key Value Theme

DI OAT OEAI OAI1 AOGAT AA A O 5#T

UQ - Digital twin for first responders

Democracy

Trustworthy Dependable, consistent, low error rates
Inclusiveness / Equal Opportunity Increased service availability and access
Transparency Understandability, explainability, scrutiny

Economic Ecosystem (part of sustainable

6G)

Business Value

Solveexisting and emerging problems, reduce resources
needed to engage

Innovation

Responsibility

User control of system behaviour, clear chains of responsib

Open collaboration

Improved awareness of stakeholder values, needs, and
challenges

Flexibility

Dynamic optimal resource allocation and repurposing

Environmental Ecosystem (part of 6G for

sustainability)

Environmental Sustainability

Reduced energy consumption, air pollution

Mitigation Strategies

Greater understanding @fnvironmental challenges from tecf

Compliance Quality Standards

Engage certification processes

Safety and Security

Safety Greater protectiorof vulnerable peoplgimprovedfeeling safe,
andincreased operational efficiency for saving lives
Security Decrease system vulnerabilities

Societal Ecosystem (part of 6G for sustainability)

Healthier community

\ Improved satisfaction and access to services
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6 UCS3q City security event / incident

Public Safety users have an increasing need for collection and exchange of information, including data, pictures, a
video, along with voice, in real time and, above all, in a secure manner to carry out complex missions successful
Effective resilient,and secure collaboration and real time information sharing from various sources in various formats
within groups of safety and security relatedyansationspersonnel and between safety and security authorities and
organgationsis a must. As a matter ¢dct, recent advancements in Artificial Intelligence (Al), Internet of Things (IoT),
Virtual, Augmented and Mixed Reality (VR, AR, MR) and powerful analytics casev#ealdesired capabilities to
practitioners. This use case will demonstrate the bénef 5G evolution network architecture and increased KPIs
performance capabilities for PPDR smart situational awareness and operational efficiency, and ultimately for peop
YR tt5w dzZASNBQ &l FSGeé FyR aSOdNAGe o

6.1 Scenarioscontexts,and workflows

6.1.1 Scenaiol: Critical infrastructure surveillance and inspection
The scenario is to increase the surveillance and inspection capacity on a critical infrastructure (Malaga cif
centre). At first, PPDR mobile users and dispatchers will be able to expenitbriviission Critical Services (MCS)
applications enabling the following functionalities:

Group and individual voice calls (Push to Talk/Full Duplex).

Group and individual messaging.

Group and individual multimedia messaging.

Individual video calls.

Emergency calls.

f Location and map services.

The use of UAV will be a significant advantage as it allows a quick and wide coverage zone.

=A =4 =4 4 =

The video streams (UAV and other cameras) are transmitted to the dispatcher in real time in low quality, in orde
to save energy and bandwidth, especially for the UAV. Regarding the situation, the video stream quality could b
improved to higher resolutiofor better situation analysis.
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Figure9: UC3Workflow Diagram.

6.2 Stakeholders

621 {0 1SK2f RSNEQ ARSYUGAFTFAOILIGAZ2Y
Here are the identified stakeholders for this specific Use Case:

1 Police forces (through Open Gl
1 Firefighters brigade (through Open Gl
1 Partners involved in this UseaseADS, UMA, TID

6.22 { (I 1 S KBeheftS NA Q
Critical infrastructure surveillance involves various PPDR organizateogs fire fighters, police local
organgations private organigations), with field operation being coordinated both in local field commander
positions and control centers, and by the remote headquarters. The goal is to validate the applicability,
performance and benefits of the project for supporting Mission Criticaltimedia communication in critical
infrastructure scenarios, and its interaction with datantric 0T technologies to improve event identification and
charactersation, operation by PPD&gangations
During critical infrastructure scenarios, decisand operations should be strongly aided by technologies such as
communication networks, mulsource data and 10T analysis and assistedisionmakingplatforms, including
UAVs / drones which are used both for realizing data collecéian,yisible &hermal image, gegeferences) and
mission supportd.g.,equipment delivery, signal repeating).

6.2.3 Stakeholders needs

End2-End Secured Multimedia Communication

Secured transmission in real time adaptive video streams.

Intelligent situation awareness, such as event detection (intrusios,etc.).
Accurate localizatioto guide UAV/PPDR teams.

Secured remote control of the UAV

=A =4 =8 4 =4
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6.3 How can beyond 5G networks benefit the UC

Infrastructure area coverage with 5G evoluticapabilities for the PPD&tgangations involved, such as, but not
limited to i. Slices (peorgansation, per service / application), implemented as 3GPP slices or as private networks
(MOCN or alternative mechanism), ii. Higimality reaktime video steam sharing within groups of PPDR users with
high density of concurrent users and iii. Ultraw Latency for Mission Critical PPDR operations (UAV).

6.4 Technology needs

6.4.1 5G services needs
f URLLC (UltrReliable, Lowatency Communications)Critical Communattions refers to latency sensitive,
wireless applications and services, some of which are impossible to be supported by existing networl
RSLX 28YSyidad ¢KSaS aSNDA-ONARGA QB NEOSNNBzRA O fT¥pR 2 ¥ a
Communicabns (cMTC) (by 3GPP), and include public safety lifeline and situational awareness, industri
automation, drone control, new medical applications, autonomous vehicles, etc.
1 EZ2E Slice in order to enable different priority levels for different users Hfedesht communication types
Orchestration and Management
1 Location management function

=

6.4.2 Network Application needs

1 Airbus MCS Server: this VNF contains all the necessary modules for the control and management of voic
video, and data communicationsChis includes an MCS Controlling Server, an MCS Patrticipating Server, ar
Identity Management Server (IdMS), a Key Management Server (KMS), a Group Management Server (GMS
Configuration Management Server (CMS), a SIP Core, an HTTP Proxy and an ME&iGoiSigyver.

1 Airbus MCS API Gateway: this VNF implements the gateway which manages incoming API requests frt
external applications and routes them to the right MCS Server module. It also sends the API responses back
the application.

1 Airbus MapServer: this VNF hosts the map and provides the map elements (tiles) to the MCS clients.

1 Airbus Mission Management Server: this VNF enables a mobile client to download and install a mobil
application for tactical situation awareness which provides gegoyeal information, PPDR resource
allocation and instant messaging.

1 DNS Server: this VNF provides a name server based on the DNS.

1 NTP Server: this VNF provides a Network Time Protocol-gdi§B) server.

6.4.3 Equipment needs
1 Smartphone and tabledevices.
1 5G network elements.
1 External 5G video sources such as Wearable Camera, Bamerasand Fixed Cameras. Could use cameras
with 5GNR modems.

6.5 KPIs

The following table presents a list of indicative targets technological KPI values3or UC

Tablke 33 Target technological KPIs for UC3

Key Performance Indicators (KPIs Value \ Units
PSKRD1: Peak Throughput 5 UL/20 DL Gbps/DL/UL
PSKRD2: Application latency <10 ms
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Latency (air interface) <2

PSKRD3: Positioning accuracy 1 meter

PSKRD4: User density 0.05 devices/n?

PSKRD5: Video resolution 72-144x30 x fps x no of simultaneous videos
PSKRD6: Application service <5 min

creation

PSKRD7: Network Applications <5 min

deployment time

6.6 KVis
The following table maps the minimum set of KVIs to be evaluated within the context3ohWeation to FIDAL
objective:
Table34g, +660 1T £ ETI EOEAI .bT OAT OEAI OAI AGAT AA &A1 O 5#Y
Key Value Theme UQ - City security event / incident
Democracy
Trustworthy reliability, consisteny, dependability

Inclusiveness / Equal Opportunity

Increased service availability and access

Fairness

Lack of bias

Personal freedom

Humanin-the-loop, ability to make decisions

Transparency

Understandable in how it fits within current practices

Privacy

Privacy preserving

Economic Ecosystem (part of sustainable 6G)

Economic Sustainability

Reducing costs by usiegisting systems rather than building new one

Business Value

Perception of problems solved, business plans

Innovation

Responsibility

Accountability for system behaviougnables alternative approaches

Open collaboration

Placing users dhe centre of the design process

Flexibility

Optimal resource allocation, nese of existing systems, ability of Al
systems to adapt

Environmental Ecosystem (part of

6G for sustainability)

Environmental Sustainability

Reduction of energgonsumption, decreased energy degradation

Waste Management

Reused and repurposed existing equipment

Safety and Security

Safety Greater protection of vulnerable people, improved feeling safe, ang
increased operational efficiency for saving lives
Security Quality of servicesEndto-end security of the missiegritical

Data protection

GDPR compliance

SocietalEcosystem (part of 6G for

sustainability)

Societal sustainability

representation in use cases

Healthier community

Improved relationships with organisationisnproved health

Knowledge

Enhanced technical and research skills
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7 UCA4¢ Advancedsports area media services

The emergence of 5G technology has opened new possibilities for innovative and engaging experiences in large spc
events. With the increasing demand for reéahe updates and immersive content, a new rich media content service
application is developed and evaluated under FIDAL platform. The service targets to enhancelkerengtadium
experience by allowing fans to access a wide range of multimedia content while also serving as the content provid
in some cases. The comteallows highquality video feeds from different angles but can be extended to include
features like UHD and 360ideo as well as the use of augmented reality experiences, all iimgain terms of end

user perception. The application poses importahiallenges in terms of bandwidth management and scalability of
resources as the number of end users increases. Video feed processing for quality and content homogeneity purpos
and especially low endser perceived latency are also key characteristias should be met especially for large scale
service deployments.

7.1 Scenarioscontexts,and workflows

7.1.1 Scenario 4.1: Enriched high quality video content collection and distribution
This scenario considers first the upload of sport event media contents (e.g., UHD 8k and 360° VR) from seve
professionals or senprofessionals through a pusher application at the ersgr device. It is noted that this content
is additional to the livestreaming video feed of the provider that is typically sent to the broadcaster premises through
micro-wave links. The content is uploaded through advanced 5G connection with high availability and uploac
throughput, utilising techniques such as beamformibhg achieve dedicated endser highcapacity links and extreme
upload speed capabilities. A stream selector and dispatching application (with both semitenetworklevel
application components) is deployed at the edge or the core and across the camtimgoording to the targeted KPls
under different load conditions. The application includes the following components:

1 avideo gateway for receiving multiple video streams from the video stream pagipdication

1 avideo mosaic builder for assemblingtht collected material, with a video dispatcher at the input to feed
the streams from the gateway

{1 atranscoder for format adaptation and for enabling video preview

{1 additional components for enhanced video stream processing to meet video transmifssioiat and quality
standards

1 a stream selector and video player register for managing theuseds, the content to be uploaded, the
supported formats and more.

At the receiving endiser site, a video player application is installed and connectshéostream selector and
dispatching network application. Through this the end user can select which video feed to request and display.

7.1.2 Scenario 4.2: Event media content extensions including @rsér generated video material

This scenario is axtension to the first one and includes the case of-eisdr generated video contents to be pushed
through the video content management service (i.e., the stream selector and dispatching application). Registered en
users have the capability to push vidgioeams with standard quality through the video stream pusher application on
their end-devices. The challenge is to identify the system scalability in terms of registeradsers] while at the same

time guaranee the quality of the video streams pushebrough the first scenario. The workflow using the stream
selector and dispatching application is the same as before but in this case the type of end users pushing their conte
is separated and guaranties are provided according to their type (i.e., highityprfor professional endisers, best

effort for registered enelsers). The video player and content selection application are also adapted to host and
provide the additional content. This is followed by related changes required in the video mosaér lapidication
component as well as the stream selector and video player register component. The scenario can be further extends
to include inappropriate content detection components in the video processing stage.

Th following figure provides the higbvel representation for both scenariascluding all the considered deployment
and end user options.
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Figure1Q UC4 Workflow diagram

7.2 Stakeholders
721 {GF1SK2f RSNEQ ARSYUGAFTFAOILGAZY
Here are the identified stakeholders for tigpecific Use Case:

1 Media service providersThe owners of rich media content that is provided through services to their
customers.

1 Infrastructure ownersThe owners of the infrastructure that will guaranty the service deployment and delivery
to the servie provider(s). From market perspective this can split further to large infrastructure owners and
owners of licensed 5G bands and supporting private infrastructure owners as for example stadium
infrastructure owners with 5G connectivity capabilities (e@JRAN based)

1 Application developersThe providers of the application components required to offer a functional service or
even developers of additional components with enriched capabilities typically in the broader field of media
content management andideo processing.

722 { G 1 SKBeheRtS NE Q

Media service providers: This stakeholder group can be significantly benefited through the offering of advance
services to their customers, having a direct added market value. The market potential can varynactorttie
selected model, which may include increased revenues through services offered at an additional cost or an increa
in the number of registered customers through the offered advance capabilities.

Infrastructure owners: The large infrastructuresers benefit from the increased usage of their infrastructure due to
the offered services capabilities and the related revenue according to the agreement with the service provider. In thi
case of a private infrastructure owner, the key benefit is in topp®rted service capabilities which increases the
attractiveness of the specific place for accommodating sport related or other events.

Application developers: The specific use case promotes the active involvement of 3rd party developers (individuals
SME in software development solutions) in the creation of advapeeialisedervices and solutions, relatedth the

fields of content mnagement and video processing. The supported network application concept allows developers tc
provide targeted software component solutions that can be included as addon to the service or as added valu
extensions, (rather that complete ertd-end servics, typically requiring large development and testing teams).

7.2.3 Stakeholders needs

Here is a list of the needs from the various stakeholders (media owners, infrastructure owners, application
developers) in the two scenarios included in this use case:

¢ Direcional beam to meet ad hoc increased bandwidth needs.

1 Low user perceived latency to enable synchronization of the generated content with the broadcasted stream

1 Dedicated slice setup to assist beyond UHD professional production, independently of theegrgbnerated
content.
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1 Increased density to assist uninterrupted HD arsetr generated content

1 Edge node prgrocessing capabilities to assist the pushing of generated content by increased number of end
users

1 Authentication of registered endsers

1 (Opionally) Capabilities to examine the pushed media for inappropriate content or language.

1 Seamless crosdomain operation for the interconnection of private 5G access domain to core infrastructure
through the platform SBI

1 Aclear and structured environent for the onboarding of application components and the creation of network

application services.

Support of containerized service deployments to assist updates and extensions.

Application development process to by agnostic of the targeted infrastractur

Support of smart allocation of resources according to user profile and infrastructure needs.

Support of dynamic upscale of resources to meet running application requirements (ideally defined-by end

users through a policy mechanism linkedsfmecific monitoring metrics).

7.3 How can beyond 5G networks benefit the UC

It is expected that 5G evolution will support the very hitgnsity UHD and beyond uplink transmissions from the same
location, avoiding congestion and supportiNgtwork Applicationsvorkflows for such contents, all of which are not
supported by existing 5G networks. When many people are at an event, e.g., in stadiums, then their UGC may provi
I RRAGAZ2uNET O@YPABSYG FNBY @I NAR2dza | y3If Sa videy produckinpokes O
further challenges, such as ensuring qualigfiability, and authenticity. In addition, professional content encoding,
transmissionand synchronization with external 4k and beyond video cameras must be ensured. This scerago will
explore the future of media consumption, which involves UHD 8k and 360° VR media content streamed over 5
evolution, and offering collaborative, interactive experiences. TV sets capable of 8k are already commercially availab
while 8k5G TVs haveden announced and expected to be commercialized soon as the bandwidth and reliability
required by 8k streams cannot be supported even by most wired broadband solutions today.

=A =4 =4 =4

7.4 Technology needs

7.4.1 5G services needs

1 UuRLLC (Ultreliable, Low.atencyCommunications) service with additional high bandwidth connectivity

capabilities for dedicated end users

1 eMBB (enhanced Mobile Brod&hnd) service to scalable numberanfthorisedend users.
Two types of E2E slices, one per service type, for the dltreork Applicationgnd with enhanced guaranties
for the uRLLC typemplementing different priority levels
Inclusion of eneliser authentication services and optionally content verification service extensions.
URLLC services to professionals to be deguiat the edge node level.
Smart allocation of eMBB service resources to support scale efiseid at expense of latency.
Support of directional beam forming capabilities for specific-aadrs and increased density for large number
of common registere@nd users, with priorities for the former case.

7.4.2 Network Application needs

1 Video Gateway: Responsible for receiving video streams directly from the smart phone Video stream pushe
App and dispatching them to video mosaic builder tnatiscoder.

1 Video Mosic Builder: as well as dispatching selected streams to targeted video players.

T Video transcoders: Responsible for enabling generation of video previews and potentially providing videc
correction capabilities.

1 Video dispatching server: Responsible d@spatching selected streams to targeted video players (end user
smart phone player applications)

1 StreamSelector Register: Responsible to manage connections between video sourdestarations.

7.4.3 Equipmentneeds
1 Smartphone and tablet devices.
1 (Optiorally) UHD cameras with 5G connectivity.
1 Edge servers ideally with GPU processing capabilities.

=
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1 Antennas with beam formingapabilities.
1 External 5G video sources such as Wearable Camera, Drone Cameras and Fixed Cameras. Could use car
with 5GNR modem

7.5 KPlIs

The following table presents a list of indicative targets technological KPI valuesfor UC

Table35: Target technological KPIs for UC4

Key Performance Indicators (KPIs) Value Units
MSKPI01: App/Server Accessibility 100 %
MSKP402: Content Load time/time to first 0.1 sec
picture
MSKPI03: Content Stall/Freeze 0 %
MSKP{04: Content Download Throughput NA Gbps
MSKPI05: Content Upload Throughput 5 Gbps
MSKPI06: Application service creation <5 min
MSKPI07: Network Applicationsdeployment <5 min
time

7.6 KVIs

The following table maps the minimum set of KVIs to be evaluated within the context of UW€dtian to FIDAL
objective:

Table36:+ 660 1 £/ ETI EOEAI bl OAT OEAT OAI AOAT AA AEI O 5#0

Key Value Theme UGk - Advanced sports area media services

Democracy

Trustworthy Quality characteristics and the availabilitysafrvice

Inclusiveness / Equal Opportunity Spread benefit of sports across spacasilable to all

Fairness lack of biasavailable to all

Personal freedom Maintaining dignity

Transparency auditability

Privacy Privacy of what users wat@nd consume

Economic Ecosystem (part of sustainable 6G)

Economic Sustainability Create new services, increase quality of seryitmger costs
Maintaining compatibility to standards and open architectur

will increase participation from thbusiness sector
Business Value Ability to produce additional functionality and conteew
value chain in network operation and onboarding content
Tackling economic inequality Lower costs and increase accasgevanceof servicesaicross
socieeconomic demographics

Innovation

Responsibility Accountable risk management oversight

Flexibility Ability of Al models to adapt to different conditions

Environmental Ecosystem (part of 6G for sustainability)

Environmental Sustainability \ Lower energy consumption, optimise use of resources

Safety and Security

Safety Increased sense of safety of those at events

Data protection GDPR compliant
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Societal Ecosystem (part of 6G feustainability)

Societal sustainability New services and devices for all people

Cultural connection Improved access to cultural products and events

Knowledge Collaboration of various technical and engineering groups
increase knowledge and cressctor skill development

Co-funded by GESNS FIDAL project has received funding from the European Union's Horizon Europe research and innovation progran
the European Union under Grant Agreement N@01096146 as well as from the Smart Networks and Services Joint Undertaking (B8NS



70

8 UCH¢ Virtual reality networked music performance

8.1 Scenariosgontexts,and workflows

Networked Music Performance (NMP) is the name given to music played live, between remote musicians, throug
audio over IP technology, with or without the use of accompanying video. It enables musicians to perform togethe
from different geographic locatian This requires capturing and transmitting audio streams through the Internet,
which may introduce packet delays, packet losses and processing, capturing, and rendering delays that can have
impact on the feasibility of the performancEigurell hereafter depicts a Networked Music Performafice

Figure11 Example of a Networked Music Performance

The main challenge of such a technology is the audio latency between musicians, that has to be as low as possible
(below 30ms of roundrip delay) with the aim of not providing annoyance that could impeach musicians to play
together. In order taminimised KA a € § Sy Oe> | dzRA2 OlFly 06S RAaAUOUNAROGdziI SR
using modern Audio over IP (AolP) technologies such as Dante or AES67. These transport protocols use
uncompressed audio, and therefore require high bitrate (around 2.8Nti/24bit/96kHz PCM audio 2 channels
(stereo), and much more when more channels are distributed). These transport protocols enable the distribution of
a high number of audio channelse(,64 channels per connection for AES67).

NMP covers a range of ajiations from remote auditions, remote music teaching, remote rehearsals and concerts
that can take place on a fixed (e.goncert hall) or in an atioc location (like open air music festivals). The NMP use
case is also a proxy for other use cases thquires or can benefit from specialized media capabilities and enablers in
verticals such as Emergency/Blue light services (Health, afence Police) as well as in a variety of industry
applications, just to mention a few. The NMP use case must be isethis context where the offering and handling

of reattime predictable andspeciaked media capabilities embedded into or along with network capabilities is seen
as an attractive opportunity of relevance to a wide range of use cases. Extended Uttbdedimcomplementary UC
definitions will be considered as time allows and as partnership collaboration matures.

32 For more information, seehttps://mdessen.medium.com/networkednusicperformancean-introduction-for-musiciansand-educators
d31d33716bd2
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In addition, for being able to provide live performance to remote spectators, but also for easing interactions betweer
remote musicians, vieb is a highly important media type complementing the audio media tygé.distributing low
latency video over Internet requires high bandwidth reliable networks. Despite the work done by SMPTE Standat
Organgation, with SMPTE ST 2110 standard, an®ifs21122 compressed video format (that can use the recent
JPEE&S codec), a minimum 3Gb/s bandwidth will be required for enough quality on Ultra HD video. In addition, ir
order to have a reliable connection and guarantied bitrate, today it is necessaent a dedicated fite connection,

that is far beyond the price of consumerr#connection prices.

In order to comply with lower bitrate capacities higher compression rates and other codecs can be used, but the
provide higher latency than JPE(S. Us Case 5 will implement such codecs, with particular configurations in order
to minimise this latency, while enabling audio to stay with low latency, and will add resynchronization features for
delivery to the audience.

An overview of all of the datateractions is illustrated ifrigurel2:
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Figure12 Data interaction overview for UC5

Two different scenarios areonsidered in FIDAL, both requesting the common use of video and audio:

1 remote teaching of music, with individual or several students playing together
1 ensemble activity for distant or socially isolated musicians,(eearsal)

8.1.1 Scenario 5.1: Remotplaying of music
This scenario involves musicians present on different locations, that aim to play together. Related application include
(not limited to)

1 Remote teaching of music, with individual or several students playing together
1 Ensemble activity fadistand or sociallisolatedmusicians (e.g rehearsal)

8.1.2 Scenario 5.2: Remote
This scenario involves musicians (some locally present and some remote) playing together live in a concert, with
presence and remote audience.

Related applications include (not limited)to

T Virtual concert, rendered simultaneously in different placi addition to the potential physical location.
1 Guest stars remote participation to concerts and festivals without being physically present (Hybrid concert)
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8.2 Stakeholders

821 { Gl {1 SK2ft RSNAQ ARSYUATAOIGAZ2Y
Here are the identified stakeholders for this sjfec Use Case:

Music students
Musicians, Producers (through Open Call)
Concert Hall/Music Festivals/Recording studios (through Open Call)
Networked Music Performance Organizer/Producer (through Oper Call)
1 Partners involved in this Use Ca3®&lOR, EKT
With reference to NMP being a proxy for other use cases, emergency personnel and blue light service actors col
also be relevant stakeholders iaclude.

=a =4 -8 =

8.2.2 Stakeholders benefits
Networked Music Performance technology:

1 Providesmproved means for remote teaching of music, with individual or several students playing together.

1 Provides access to ensemble activity for distant or socially isolated musicians, whatever they are professione
or amateurs.

f Allows that guests can starémote participation to concerts and festivals without being physically present
(reduction of participation cost for organizers, and less transportation pollution).

1 Allows virtual, physical or hybrid concert, rendered simultaneously in diffgraces.

8.2.3 Stakeholders needs

Whatever users are professionals or amateurs, they require to have easy to use, easy to setup, reliable, hi
bandwidth, and low latency communication platform (including devices and netwditk@y would like to have
financially accedisle communication links, with the performance that can provide a dedichied connection.

Easy to use and setup means a very simple interface that does not require the musician to be a network eNgiireer.
equipment and/or software has to interface with existing audio equipment, used by musicians/sound engineers ir
(home)studios, in analag or digital, including Audio over IP equipment like DaMieleo capturing setup and
equipment has to be simple, thi a reduced cost, such as by using smartphones or entry level camera&¢iRFo

like). Video images have to remaiynchronisedvith audio when rendered at a remote location. All musician locations
can see video from the otherfudio shall have the mimum latency, allowing musicians to play together from it,
with a maximum of 30 to 50ms of delay depending upon the type of music). Video can be delayed from audio (in lat
with a maximum delay of 120ms (gync delay perception threshold).

8.3 How can bgond 5G networks benefit the UC

Until now NMP on stage performance was established with the support of dedicated point to pointfibptic
connections. This requires costly infrastructure and fixed locations where to operate. Anyway, this can provide
reliable high bitrate and ultrdow latency remote connection between musicians, but with the drawback of a costly
installation, that will restrict usage to top level artists.

Beyond 5G will enable NMP to be established without the requirement of haviogtly celiable WAN connection
such as dedicated or daffibre. High bitrate, slicing and low latency features are key features for providing the
necessary capacities for NMP. Lower price tfibre installations will be a key issue for making NMP accessible to
non-renowned artists, and to small theatre and studiosgven artists playing from their home living place in the case
of a pandemic lockdowrBeyond 5G will also enable NMP to and from 4p@mmanent locations, for example for
concerts that take place during music festivals, that can take place in landotirdaoncert halls.
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8.4 Technology needs

The above introduces technology needs for the networked music performance use case. QoS and QOE for the varic
NMP users should be tested, and relevant tools will help the efficiency of runningasss and hanitlg relevant

data for the analysis of the UC.

In order to enable and support the above, complementary key technology needfivaded into 5G service needs,
network application needs and finally equipment needs

8.4.1 5G services needs

eMBB (enhanced Mobiler@ad-Band) service t€PE and other relevant devices

Secure access to the customer logical network (LNaaS)

Setup and configuration of relevant and specialized QoS / QCl flows

hLISy !tLa F2NI NBljdzSad Ry YVEYFAAKHNEmaE Ganad.d S & { 235 C
Management tool for efficient provisioning, management and administration of subscriptiordemand
services and their SLAs for supporting multiple customers and users (Optional).

=A =4 =4 4 =4

8.4.2 Network Application needs
Asa baseline, use of the network applications as for Udwever, the use of the relevant Natvk gpplications will
be adapted for UC5.

8.4.3 Equipment needs
1 SmartphoneCPEand tablet devices.
1 (Optionally) UHD cameras with 5G connectivity.
1 Edgeand centrakloud serveresources

8.5 KPIs

The following tablepresents a list ofndicative targets technological KPI valdes UC5 While these KPIs can be
considered as target KPIs under excellent conditions we will also investigate elasticity of the tk€lsoriext of
different applicationsandtheir usecase scenarigexploring alsowhen k® Ol y 6 S 02 y & AR.3 NEIRL |
LI aaSKY2HYRI 3aSRED

Table37: Target technological KPIs for UC5

Key Performancéndicators (KPIs)

MSKPI01: App/Server Accessibility 100 %
MSKPI02: Content Load time/time to first 0.1 sec
picture
MSKPI03: Content Stall/Freeze 0 %
MSKPi04: Content Download Throughput 20 Gbps
MSKPI05: Content Upload Throughput 5 Gbps
MSKPI06: Application service creation <5 min
MSKP07: Network Applications <5 min
deployment time

Network Latency <30 ms

8.6 KVis

The following table maps the minimum set of KVIs to be evaluated withicahéext of UC5 in relation to FIDAL
objective:
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Table38q, +6860 1 &£ ETEOQOEAI. bl OAT OEAT OAI1 AOGAT AA &I O 5#X

Key Value Theme UG - Virtual reality networked music performance

Democracy

Trustworthy Dependableconsistent, building cordence

Inclusiveness / Equal Service access and availability, local skill creation

Opportunity

Fairness Fair distribution and access to music experiences

Personal freedom Ability to choose when to join in to such activities

Transparency Auditability, understandability

Privacy support individual expression and right to assembly

Economic Ecosystem (part of sustainable 6G)

Economic Sustainability Improvedopportunities for local communities

Business Value New economic possibilities can emerge for both artists an

technology companies

Tackling economic inequality Market entry for smaller musicians and tech developers

Innovation

Responsibility All parties able to assess responsible use of the system

Open collaboration Work with stakeholders to understand how connectivity ca
improve music experiences

Flexibility Work in different environments and scales

Environmental Ecosystem (part of 6G for sustainability)

Environmental Sustainability | Decrease energy and resource use through digital connecti
if new energy use is proportionate

Waste Management Decrease waste through improved potential fortual
connection
Mitigation Strategies Improved environmental monitoring of tools in ways that
support stakeholders in developing mitigation strategies
Compliance Quality Standards Working with compliance quality standards can support

stakeholdersn their own environmental assessments

Safety and Security

Safety Risk management, easy to use tools

Security Decreased vulnerabilities; delegation of responsibilities
Data protection Personal data proteed with user control.
SocietalEcosystem (part of 6G for sustainability)

Societal sustainability Increased opportunity for musicians of all typegarticipate,

collaborate, create, and have audiencéds/erse
representation in use cases

Cultural connection Improved access tmusiG community cultue, products
Knowledge Improved knowledge of musical experiences as well as

stakeholder knowledge of creative digital possibilities
Quality of Living / Wellbeing Improve mental and sociabntentment
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9 UC6¢ XRassisted services for public safety

Public Safety officers have an increasing need for
reaktime collection and exchange of information
(data, pictures, video, voice), in a secure manner

. w to carry out complex missions successfully.
el . e | | - Disaster incidents, involving an overwhelming
g @ sdge ' number of emergency bodily injuries, demand
o , surgical care operations to be performed-site.
3 E o o Firstaid respondes are usually not surgical
@) == '_ experts, while in most cases medical experts are
w ¥V not located onsite. This use case will demonstrate
Lo e the benefit of 5G evolution network architecture
& and increased KPIs performance capabilities for
@ H'.b PPDR users by providing a pofuweAR tool to first

aid responders, allowing them to visualize various
deformable, internal body parts (such as blood
, vesselshones,and organs) on top of the patient
?g as if they had supelnuman vision. A set of stelpy-

. step instructions will allow them ot perform
various surgical operations esite. Furthermore,

the first-aid responder will be able to receivim
reaktime, remote guidance from medical experts,
who will visualize the patient in VR. Such powerful tools will actually help save lived.in peri

Furthermore, in the domain of terrorist attacks and public safety in general, Law Enforcement Agents (LEAS) c:
benefit utilising technologies, such as augmented reality (AR) and machine learning (ML). These technologies c:
leverage their capabilities by endowing humans with superior, elevated situational awareness (SA) and an enhanc
capacity to accomplish a vast variety of tagksl assignments. Both AR and Atrtificial Intelligence (Al) are rapidly
evolving technologies that often go hand in hand and have greatly matured in recent years, moving from laborator
prototypes to mainstream applications. In the context in this use casaarable Augmented Reality (AR) framework

for visualgation of persons and objects of interest will be used. This framework enhances the Situational Awarenes
(SA) of the Law Enforcement Agents (LEAS) in the operation field by leveraging the currert andtproviding the

most useful information, in an optimal and efficient manner. The framework is based on an Atrtificial Intelligence
pipeline which analyses the video captured by the AR glasses of LEAs and identifies and sequentially digitally annote
the operation field by pinpointing useful information, such as recognized weaponry, perpetrators, injured persons
etc.

To that end, a big number of connected wearable devices through 6G networks, will provide collaborative ant
interactive experiences thEAs, through AR, between first responders that are collocated at the same place, meaning
that both uplink and downlink network throughput are equally important for media content streaming (see Figure
below).

Figure13 UC6 Workflow Diagram 1.
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Figure14 UC6Workflow Diagram2.

In this regard, the redime performance of the incorporated algorithms, aside its obvious benefit for rapid decision
making, also limit data recording and storage requirements for offline processing, thus alleviating ethical concern
related to storage and handling of massive data volumes. Furthermore, processing data on the edge will not only ea
up communication requirements and decrease latency, but will enable in situ data processing thus avoiding privac
threats from cybersecurily attacks (e.g.eavesdropping) during data transmission and cloud processing. To that end
beyond 6G networks will provide the necessary capacity for accommodating large number of the provided Al
technologies for LEAs at the same place, safeguarding tbessary low latency and high bandwidth demands which
need to be ensured for the rediine process ofthevided SSRa FTNRBY GKS [9!1aQ | SIR ||

9.1 Scenarios, contexts and workflows

Inthe context of an earthquake disaster, many injured people @ndisaster site urgently need instant medical care.

A number of firstaid responders are responsible of providing medical services to the injured. Some of the incidents
require advanced medical expertise and the fasd responders will utilize the untetihed AR HMD application to get
assistance. The main workflows are:

a. A firstaid responder needs to view the deformable model of muscles and tendons for the right shoulder.
b. A firstaid responder needs to view stdyy-step instructions for a specific operan on the patient.

c. A medical expert needs to collaborate with the fiestl responder to provide assistance on a specific surgical
operation.

In the context of public safety scenarios, a big number of law enforcement tacticians and paramedics will be engage
in order to cater for the neutralization of a terrorist attack and provide triage services to the victims. The involved
agentsandpractil Yy SNE gAff GgASER !'w FflaaSa AYyO2NLRNIGAYy3d (K
awareness. The main workflows for the realization of this use case are:

a. LEAs need to inspect the area and identify the number of perpetrators that exist area

b. Try to collectively neutralize the perpetrators, disarming them from carried weapons, while they inspect the
area for any suspicious/dangerous objects (e.g., explosives)

c. After the perpetrators have been prosecuted first aid practitioners wepthe same AR glasses will scout the
area to identify civilians that need medical help as per the triage protocols
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9.2 Stakeholders
921 {1 SK2ft RSNAQ ARSYUATAOIGAZ2Y
Here are the identified stakeholders for this specific Use Case:

University of Patras firsaid responders

University of Patras medical experts

Citizens

Partners involved in this Use Case: ORAMA, FORTH, UoP, PNET, NOVA
Law Enforcement Agents

922 { 0 1 S KEehetS NA Q

Here is a list of the identified stakeholders benefits for ggecific Use Case:

=A =4 =4 -4 4

1 University of Patras firsaid responders will be able to advance their knowledge while providing high quality
I RO yOSR YSRAOIf ASHBXDIHRA&dzZBRE SIYSNBSTRE &dz20B A
application. The respor@INR & Y20At Ade gAff 0S SyKFIyOSR aiAyoS i
5G network andts battery life will bemaximizedsince the heavyendering and physicgrocesses will be
offloaded toedge resources.

1 University of Patras medical expemsll be able to provide redime assistance to the firstid responders
without having to travel to the disaster site.

1 Citizens will get high quality medical services from-fistresponders, assisted by medical experts.

1 ORAMA use case application Qiyaof Experience (QoE) will be optimized to take advantage of the minimal
latency and maximum bandwidth provided by beyond 5G networks.

1 Law Enforcement Agents will benefit by using a system that leverages their situational awareness in the fiel
of difficult operations for public safety.

1 FORTH will expand their wearable AR framework by implementing the necessary Network App for-the rea
time video streaming and the AR annotation feedback loop.

9.2.3 Stakeholders needs

Preserved AR/VR immersion at athés

Increased HMD battery life

Realtime synchronization of user actions with the projected images

Reaitime collaboration of AR with VR users

Highdensity UHD and beyond uplink/downlink transmissions from the same geolocation
Realtime annotatbn feedback for the digital augmentation of the operation scene.

= =4 =4 -4 -4 -4

9.3 How can beyond 5G networks benefit the UC

Beyond 5G networks will play a central role in accelerating compute and connectivity transfers from edge resource
to both wearable AR and VR dezgc The mobility of firstaid responders on the disaster site is an important factor
that should be supported by the PPDR system technology. This requires the use of AR HMDs that wirelessly conn
to the broadband network. Immersion in VR/AR systemstrbasliways maintainegdmaking the ultrdow endto-end
latency a critical factor. Previous solutions {BBICENTRE Network application) experienced controversial QoE,
suffering from user event synchronization issues due to increasedandd latency andimited bandwidth. Beyond

5G networking is expected to support decreased latency and increased bandwidth to ensure transmission ar
synchronization of AR and VR HMDs for optimal QoE. Both uplink and downlink network throughput are equal
important as themedical scenario will offer collaborative and interactive experiences between ARifirstsponders

and VR medical experts. 5G evolution is expected to ensure suitebiional media consumptiornn disaster sites,
many medical incidents need relief parallel, meaning that a great number of a fiestl responders will use the AR
PPDR system concurrently. This situation requires adegisity UHD and beyond uplink/downlink transmissions from
the same geolocation, which may not be supported by 5G agtsr Beyond 5G networking is expected to support
such features that will avoid congestion and support the Network application workflblwe current wearable
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Augmented Reality (AR) framework used by law enforcement agencies (LEAS) operates ordaviiewith limited

Al inference capabilities that each LEA carries. In this FIDAL use case, it is expected that the testbeds provided will
as key enablers for achieving efficient and resilient offloading of the framework’s intensive computations taredge o
cloud infrastructure. This will result in improved performance and accuracy of the Al processes. The intelligent Zer:
Touch orchestration and secure-ag-a-service of the FIDAL system will facilitate the securetiesd migration of
intensive and demadling processes along the edg®ud continuum. Additionally, the improved network capabilities

of the provisioned neato-6G testbeds will enhance the situational awareness of the LEAs, enabling a large numbe
of agents wearing AR glasses to collaborayivagldress and prosecute the perpetrators. To achieve this, during the
execution of the use case, the framework's processing pipeline will be offloaded to powerful edge/cloud devices. Th
AR glasses of the LEAs will be connected to the provisioned netestidets, allowing for realme video stream
analysis and annotation feedback with improved accuracy and timeliness by the Al modules running at the edge
cloud. Consequently, the use case will offer a collaborative and interactive AR experience alagegnaimber of
collocated LEAs, including both uplink and downlink capabilities.

9.4 Technology needs

9.4.1 5G services needs

! Radio Access: a service that will allow the connection of the HMDs with the beyamet\sGrk.

1 FIDAL Communication: a service that witha the communication of the HMDs with the FIDAL portal and
the network application on edge.

T [2FR . FfFyOAYy3a {SNBAOSY | aSNBAOS dzaSR G2 Fftf20
Chwe¢l Qa ! wkzw FLILXAOFGAZ2Y (G2 2LIWGAYATS LISNF2NYIyC

1 Ordhestrator Service: a service that automates the configuration, coordination, and management of the
various microservices and network application edggances.

1 Linked Network Service: a service that will allow the discovery of users and sessions #iagaate logged in
and running respectively.

9.4.2 Network Application needs
9 hw!a! Qad wSY20iS NBYRSNAYIKkAGNBFYAYy3I ySis2N] | LILX
AR/VR content from the edge instance to the HMD.
1 Relay server (Photon):sgrvice used in muHiser sessions to relay user actions/events/transformations to all
session participants.

1 Chw¢ | Qshalstionl LILIX A OF GA2Y NHzyyAy3d 2y 'w 3IFfl dasSa oKAC
wearable AR framework for enhancin@ L Qa aAddzZ GA2yFE | g1 NBySaa Niz
infrastructure.

9.4.3 Equipment needs

5G WiFi routers

AR/VR HMDs

Edge devices with higend GPUs

Edge devices with ML processing capabilities
Cloud VMs with CUDA support

E R I

9.5 KPIs
The following tablgoresents a list oindicative targets technological KPI valiiesUCG6:

Table39: Target technological KPIs for UC6

Key Performance Indicators (KPIs)

PSKRD1: Peak Throughput 5 UL/20 DL GbpsUL/GbpsDL
Average Thoughput 160 UL/800 DL Gbps UL/Gbps DL
Data rate HMD/edge 0.7 Gbps
PSKRD2: Application latency UC6.1 <70 ms
Application latencyUC6.2 <120 ms
E2H_atency <=7 ms
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PSKRD3: Positioning accuracy NA NA
PSKRD4: User density 0.05 devices/m2
PSKRD5: Video resolution 60-144 fps
PSKRD6: Application service creation <5 min
PSKRD7: Network Applicationsdeployment time <5 min
Energy saving ~30 %

9.6 KVis

Thefollowing table maps the minimum set of KVIs to be evaluated within the context 6firuflation to FIDAL
objective:

Table4od, +660 1T &£ ET EOEAI Dbl OAT OEAT OAI AOGAT AA &A1 O 5#W

Key Value Theme UG - XRassisted services faguublic safety

Democracy
Trustworthy Dependability (uninterrupted, highquality service)
Inclusiveness / Equal Opportunity Accessible, available, and cost effective for all PPDR us
Fairness Lack of bias in how medical professionals assess
Personal freedom dignity for patients and medical professionals
Transparency Understandability, justifiability
Privacy Privacy preservintpr patients and medical professionals
Economic Ecosystem (part of sustainable 6G)
Business Value Decreased cost and time to engage with service, product
of business plans
Tackling economic inequality Output relevant to all socieconomic demographi¢sraining
opportunities
Innovation
Responsibility Existence anéffectiveness of risk management oversight
enables alternative approaches
Open collaboration Improved awareness among partners of users values,
challenges, and needs; participatory processes
Flexibility Optimal resource allocation
Environmental Ecosystem (part of 6G for sustainability)
Environmental Sustainability Reduced energy consumption, environmental footprint
Waste Management Increased lifespan
Safety and Security
Safety provide advanced surgical servicestdiogent incidents
Security Security preserving, vulnerabilities mitigated
Data protection Sensitive data protected
Societal Ecosystem (part of 6G for sustainability)
Healthier community Access to medical services
Knowledge The connection odliverse technical and skill groups will
increase knowledge and skill acquisition
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10 UC7¢ Smart village engagement services

10.1 Scenarioscontexts,and workflows

There is a need to assign an enhanced mediabled citizen engagement service to a high number ofusets and
equipment for city planning and operation of welfare services across different operators and domains. Curren
speciaksed citizen services andpplications are poorly enabled, due to lack of support of managed network and QoS
connectivity. Security requirements or adequate protection of privacy for citizens are not catered to, and separate
networks are not cosefficient. Two scenarios are releviafor the UC 7:

1 UC scenario #1: Gareated engagement in urban communities
1 UC Scenario #2: Gueated engagement in rural areas

The illustration irFigurel5 below illustrates theopportunitiesreattime VR features can play in both scenarios 1
and 2. The UC scenarios are elaborated below.

Figure 15 Stakeholder (citizen or city/rural community officialpperating on digital twins and real time coordinating of
incidents in rural areas using VR capabilities

10.1.1 UC scenario 7.1: Gaeated engagement in urban communities

I AGAT Sy Sy3alF3sSySyid AYLX ASa Ay @2t @émdpjoiessesBdiessingtiteir add G
a20ASGeQa ySSRaod / AGAT Sy Sy 3l ASiynSagdicaréatiof of lrbah iBtenRitidnd S N.
to submitting sugge®ons and initiatives to municipalities. With VR capabilities citizens can interact with municipality
representatives real time or through accessing and editing digital twin features of the city while performing inspection:
and city walks. This use casesario also includes artistic @weation,e.g.,music and performing arts across domains
Ay GKS O02YYdzyAdleéd ¢KAa dzasS Ol asS adzZlkNIia g2 2F (GKS
#11 Smart sustainable cities [2].

10.1.2 UC scenario 2: Cacreated engagement in rural areas

Bridging the digital divide between urban and rural areas is necessary improving both the primary and servic
industries as well as public sector as well as the quality of life for the citizens. In remote operati@margency
situations as well as management of infrastructure crises and disasters there is a need for a reliable network wit
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features that supports real time communication, situational awareness.,using VR headsets) for coordination of
private andpublic resources involved. This use case supports thetleng strategy of the European Commission for
how connectivity can revita local communities and make them more sustainable [3].

10.2 Stakeholders
1021{ GF 1 SK2ft RSNEQ ARSYUGATAOFIGAZ2Y
All the stakeholdergwolved and/or can benefit by the implementation of the use case:

1 Scenario 7. Involves citizens, city authorities and representatives from sectors in municipality, application
providers and equipment vendors, technology and network provider etc.
f Scenario/.2: Involves stakeholders from the primary and service industry, as well as public stakeholders suc!
as emergency/Blue light services (Health, Fire, DefdPslce).
10.2.2{ G I 1 S KBeheRtS N&E Q
Stakeholder benefits are found in the two scenarios Hiter also specify network operatbenefits.

1 Senario 7.2 5G enables benefits for the city officials is reduced costs from less failure area planning. Shorte
development time for innovative solutions on city challenges/area planning 5G enableditbeioe the
citizensandeasy and cosgfficient VR/AR remote maintenance/mission critical services. Faster development
time and less failings from digital twins' pilots.

1 Senario7.2 - Revenues from connectivity, platform management and integratedtiemis are relevant
benefits for network provider. The municipality is also highly relevant beyond the core value chain
stakeholders, improving the capabilities for crisis management throughout the community/region. Beyond 5G
will enable the network operatoto better serve differentiated use case requirements more afitiently.
Moreover, being able to scale and develop standard templates for 5G advanced services and ensure servi
availability/SLA levels across multiple service and user types as agrdedcongested or faulty situations.

10.2.3 Stakeholders needs
Stakeholder needs are found in the twoenarios.

1 Senario7.¥ ¢2RIF&Qa OAGAT SyaQ LI anglsingahnéd city devel@pmédinteffect§ O
virtually as well as insights intitizens demands and partner requirements. For application providers there is
a lack of data available and largeale testing with pilot cities/citizens. Constraints are lack in real time data
for city assets, buildings, bridges, towers, dams etc. Usimgent 5G mobile communication is challenging
(latency and throughput time) for real time handling.

1 Scenario 72: Todaydigitalisation of rural areas is not mature enough to realize this use case mareover,
the currentfifth generation mobileechnology §G) are challenging with respect to latency and throughput
values for real time information and interaction.

10.3How can beyond 5G networks benefit the UC

If citizen engagement services could be managed-efiisiently with sufficient levels ofegurity, it would increase
public capability for large scale engagement with citizens and increased level of citizen engagements in city (servic
developments. Beyond 5G will introduce new terms of service or new technology with respect to state dféhd ar
similarbehaviourcurrently available

 Senario 7.1 VR and real time eoreation features for urban communities, digital twins. Joint development
on digital platforms/digital twins and open public data for brainstorming and piloting ppbobncefs while
other municipalities exploring usage of AR/VR in in area planning and dialogue with inhabitants.

Senario 72: VR/AR enhanced supervision/operation for mission critical services (fire, police emergency team:
etc.) in rural areas. Drones with 5@twork antennas and video cameras distributing real time pictures and
videos of the situation to emergency personnel involved.

10.4 Technology needs

The use case will explore how to set up many services and applications with logical network (as a Service, LNa
contracts to be mapped onto one or a few 5G network slice instances, i.e., theskeagetrial will explore putting up
many connectivity camacts (LNaaS SLAs, serving multiple users, devices, and application types) for customers ar
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their media applications with varying QoS, served by many different configurations of network Bli€és€an be seen

as an extension and continuation of UC5 whan important technological extension of the tdstd facility will be

for enabling and supporting digital twin facilities. This includes extensions in the edge cloud to add relevant comput
resources, orchestration, and management. UC applicdgwoal support by operational tools, e.gor handling SLA
provisioning and management, including QoE related support. With this in mingfeeto UC5 Technology needs
above for this release while the next release of this deliverable will go into more depth of technology needs for UC7

10.4.1 5G services needs
For further study. See also above.

10.4.2 Network Application needs
For further study. See asabove.

10.4.3 Equipment needs
For further study. See also above.

10.5KPIs

The following tablepresents a list ofndicative targets technological KPI valdfes UC7 While these KPIs can be
considered as target KPIs under excellent conditions we will also igatstlasticity of the KPIs in the context of
different applicationsand their use case scenarj@xploring alsowhen k® Oy 06S O2yaARSNBR |
LI 3aSRE FyR ay2i LI aaSReod

Table4l Target technological KPIs fadC7

Key Performance Indicators (KPIs) Value Units
MSKPI01: App/Server Accessibility 100 %
MSKPI02: Content Load time/time to first picture 0.1 sec
MSKPI03: Content Stall/Freeze 0 %
MSKP104: Content Download Throughput 20 Gbps
MSKPI05: Content Upload Throughput 5 Gbps
MSKPI06: Application service creation <5 min
MSKPI07: Network Applications deployment time <5 min
Network Latency (multiple cases) TBP ms
Throughput uplink (multiple cases) TBP Mbs
Throughputdownlink (multiple cases) TBP Mbs
E2E Audio QoS (multiple cases) TBP Mbs, loss, latency, jitter
E2E Video QoS (multiple cases) TBP Mbs, loss, latency, jitter
App/server Accessibility (service availability, multiple TBP %
cases)
Network Appdeployment and provisioning (multiple caseg TBP Minutes
Service / SLA provisioning time (multiple types of service TBP Seconds
QOE (multiple user contexts) TBP MOS
Measure on resource utilization TBP TBP
Measure on utility efficiency TBP TBP
10.6KVIs

The following table maps the minimum set of KVIs to be evaluated within the contextinU€lation to FIDAL
objective:
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Table42dg +680 1T &£ ET EOEAI .bT OAT OEAT OAI AGAT AA £ O 5#Q

Key Value Theme UC - Smart village engagemerstervices

Democracy

Trustworthy Dependable, consistent, building confidence

Inclusiveness / Equal Service access and availability, local skill creation

Opportunity

Fairness Fair distribution and access public serviceand decisiormaking

Personal freedom Ability to choose when to joiim to such activitiesdignity

Transparency Auditability, understandabilityexplainability, justifiability

Privacy Privacy preservingupport individual expression and right to assembly

Economic Ecosystem (part of sustainable 6G)

Economic Sustainability Improved opportunities for local communitiemarket impact, engaging legacy

systems, improved business access to supply chain

Business Value Perception of problems solved, business plans

Tackling economic Output relevant to multiple soci@conomic demographics, improved local busing

inequality opportunities

Innovation

Responsibility All parties able to assess responsible use of the system

Open collaboration Collaborative and participiary methodsto understand how connectivity can

improveservices an@xperiences

Flexibility Work in different environments and scales

Environmental Ecosystem (part of 6G for sustainability)

Environmental Decrease energy and resource use through digitahections, ihew energy use ig

Sustainability proportionate

Waste Management Decrease waste through improved potential for virtual connectieruse of

existing devices/architecture
Mitigation Strategies Improved environmental monitoring of tools in ways that suppsietkeholders in
developing mitigation strategies

Compliance Quality Working with compliance quality standards can suppbakeholders in their own

Standards environmental assessments

Safety and Security

Safety Improved community safefyeasy to use tools

Security Decreased vulnerabilities; delegation of responsibilities

Data protection Personal data proteed with user control.

Societal Ecosystem (part of 6G for sustainability)

Societal sustainability Increased opportunity for stakeholders of all type to participate, collaborate
create, and have a voice in their communities; diverse representation in use ¢

gender equality
Healthier community Improved relationships with organisatiorsople satisfied with where they live
Cultural connection Improved access tpublic servicescommunity culturesense of community, wide
variety of cultural domains impacted

Knowledge Enhancedligital literacy

Quality of Living / Improve mental and social contentment

Wellbeing
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11 Requirements elicitation via Focus Groups discussion

The FIDAL requirement elicitation methodology was based on a discussion within Focus Groups; each group map:
an already identified project stakeholdeategory A Focus Group generally consists of a small group of partners, who
are brought together, in a moderated discussion focused on a given issue or topic, aiming to explore attitude:s
perceptions and ideas ahba topic3. This approach was favored over the more conventional approach of soliciting
requirements from partners individually or via questionnaires, as Focus Groups allow individuals to interact with eac
other, resulting in the generation of insightsat would not otherwise be accessible. Partners were classified into the
following groups based on their profiles, and their participation in the relevant project tasks:

1 Infrastructure owners: NOVA, IQU, TNOR, PNET, TID, UMA

1 Owners of Use Cases aNdtwork Apps: FORTH, EKT, ADS, STWS, OWO, ORAMA
1 Open Calls stakeholders: PNET, NOVA, UoPR, PIIU

1 Experimenters: FORTH, EKT, ADS, STWS, OWO, ORAMA, IQU, ISI, UBI, APART

The Focus Groups discussion took place virtuallyeléaonferencingand was splitnto 2 sessions, which addressed
Focus Groups-2 and Focus Groups2respectively. One facilitator guided the discussion while also taking notes of
user needs, which were encoded in

Table43.

Table43: Table of User Requirements

UR1 Service Orchestration

The FIDAL facility should support orchestration of testbed services, via service management APIs expose(
testbeds

UR2 Slice Orchestration

The FIDAL facility should offer a slice orchestration service, via slice management APIs exposed by the te:
UR3 Testing as a Service (TaaS)

The FIDAL facility should provide TaaS capabilities. Makperimentation tools already supported by the FIDA
testbeds are securely exposed to experimenters via a sigfiy point or portal.

UR4 Data Collection

experiments. For this reason, testbeds expose telemetry APIs.
URS5 Repository Services
¢KS CL5![ aeadasSy 2FFSNE NBLRAAG2NE

UR6 Zero Touch Management

The FIDAL framework mustfer Zero Touch management of facilities

UR7 Reservation of experimentation slots and resources

FIDAL should offer adequate resources and the capability to reserve them for the execution of UC trials an
Callsat the project testbeds

UR8 Scheduling of Open Calls Experiments

FIDAL should offer administrative support to Open Calls participants, to help them schedule their experimeg
way that avoids resource conflicts
UR9 Feasibility Check of OperCalls experiments

FIDAL should perform a feasibility check of the open calls experiment requirements, to establish if they car
deployed at existing testbeds

UR10 Network Applications Catalog

33 Rohinson, J. (2020). Using focus groups. In Handbook of qualitative research in education. Edward Elgar Publishing
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FIDAL offer a catalog service, facilitatingshé 2 N> 3S 2F bSGg2N] ! LI AOF (A2
requirements that can be shared across testbeds (and be exposed to third parties?) and queried by
experimenters.

UR11 Network Applications Ordering and instantiation

FIDAL allows the ordering and dynamic instantiatioN@fwork Applicationstored at the catalog, at testbed
infrastructures

UR12 Inventory Runtime Information for Network Applications

Information regarding the status and other runtime information of instantiabéstwork Applicationgan be
offered on demand

UR13 Experiment Triggering

Experimenters internal and external to the project (i.e., via open calls) can triggapanment via the TaaS
provisions offered by the testbeds

UR14 Experiment Results

FIDAL will provide a solution for systemde data collection and visualization. Experimentation results are
collected from all testbeds andsualizations are provided to the experimenter or demand
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12 Agile User Stories

In order tobetter capture the envisioned functionality of the FIDAL system, the User Requirements were representec
as Agile user stories and mapped to the project stakeholders. A user story is a general requirement presented fro
the perspective of the usét® .The User Story is a wedistablished method for expressing requirements in modern
requirements elicitation approaches. For this reason, we also adopted it in our methodology for the FIDAL
requirements elicitation. In the current document, the template thatused to write the user stories and that is
adapted®is the following:
As a [persona], [name] [wants to] [so that]
For each user story, a table featuring the following attributes is provided:

9 r{ly2{¢y2HpY ¢KS TFTANROG aKSyadl NERENRSHUR I yRSGKBYaE

number of the story.
1 Goal: This refers to what how the stakeholder wants to interact with the platform.
1 Acceptance criteria: This refers to what the system should do to be accepted by the user.

Userstories have been created for each of the four main categories of stakeholders who will interact with the FIDA
Experimentation Facility. In addition to the user stories, user personas have been created. User personas are
indispensable part of the Agibpproach, since characteristics representative of a group of people assist product teams
in understanding their target audiente

The agile requirements elicitation was based on discussion during the focus groups that provided information an
helped indefining what stakeholders expect from the FIDAL Experimentation Facility. The user stories for eac
stakeholder (Stakeholders from the media and PPDR sector, Developsnairk ApplicationsTelecom Operators,
Testbed owners) are provided $ectionl3. In the next subsections, for each tracked stakeholder, a few user stories
are described to reflect the URs from the FIDAL facility.

12.1Infrastructure owner€®) ! a SNJ { G2 NA S &

Infrastructure owners are legal entities that own the platform as well as the included tools and they are accountable
for managing the testbed resource#. user persona of this group and the user stories are presentédble44 and
Table45.

Table44: Infrastructure owner Persona

BIO
Paul is a 51 years old staff for a multinational telecommunications company th
been operating for more than 20 years. He has an MSc in Computer Engineen

Informatics. Among his responsibilities is the management of the testbed facility
(.. . .

owned by the company. Currently, he is a pursuer of network solutions for new

applications.

Goal: accommodate the building of Network Applications and testing of n

w applications.

Challengelack of technology to meet and suppatifferent needs

34 Rehkopf, M. (n.d.). User stories with examples and a template. Atlassian. https://www.atlassian.com/agile/prajegement/user

stories

35 Agile Business Consortium. (2014). The DSDM Agile Project Framework Handbook.

https://www.agilebusiness.org/page/ @DSDMAgileProjectFramework

36 Rehkopf, M. (n.d.). User stories with examples and a template. Atlassian. https://www.atlassian.com/agile/prajegiement/user

stories

ICHEESNE td® SHAnmMpE 5SOSYOSNI TOP tdzidAy3d LISNE2YIlLF & (2 62NJ] Ay | -
https://xd.adobe.com/ideas/process/useresearch/puttingpersonasto-work-in-ux
design/#:~:text=What%20is%20a%20user%20persona,see% Iphe%20example%20below).
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Table45:; Infrastructure owner user stories

Goal As an Infrastructure Owner,
Paulwants to facilitate network management automation and slice orchestration
so thatguaranteeadvanced testbedervices to their customers

Acceptance 1 The platform should provide service and slice management APIs exposed by
Criteria testbeds.
{1 The platform should provide zeftouch management services.
Relevant UR1, UR2, UR6
Requirements
ST1ST2
Goal Asan Infrastructure Owner,

Paulwants to ensure the provisioningf TaaS capabilities
so thatallow experimenters trigger an experiment.

Acceptance 1 The platform should provide access to TaaS via a samjig point or portal.
Criteria 1  Theplatform should provide mature tools for experimentation.
Relevant UR3

Requirements

122 4SS /FaS YR bSig2N] ! LILX AOFGAZ2Y 28y SN
They are the people/companies that provide foundational services for the media industry. They constitute one of the
three main categories of customenfdetwork Applicationslevelopers will be able to use the FIDAL Experimentation
Facility with the aim of @signing and building their Nebrk Apgicationsby having access to a wide range of resources
through theNetwork Application®kepository, which means that they will use the Experimentation Facility as a PaaS.
Also, they will have the opportunity to tettte Network Apgicationthey develop, thus taking advantage of the TaaS
offerings of the FacilityTable46 and Table47 present a user persona of this group and the respective user stories.

Table46: Network Application developer persona

BIO

Angela is a 29earold with MSc in computer science. She works as a freelhisteork
Applicationsdeveloper with numerous technical skills and experience more thpeads
She is passionate with the creationNé&twork Applicationsvhich she can make availa
to other Network Applicationslevelopers.

Goal:develop, test and publisNetwork Applications

Challengeiack of 5G experimentation platforms for developing and onboardlatyvork
Applications

Table47: Network application developer user stories

Goal As aNetwork Applicationsleveloper,

Angelawants to be able to manage héfetwork Applications

so thatshe can successfully (re)use and validate them.

Acceptance 1 The platform should provide a catalogue service in order to facilitate the storg
Criteria of Network Application® A Yl 3Sax YSGIFRFGFZ yR NB
across testbeds (and be exposed to third parties) and queried by experimenters.
1 The platformshould allow the ordering and dynamic instantiationN=twork
Applicationsstored at the catalogue, at testbed infrastructures.
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1 The platform should offer on demand information about the status and other
runtime information of instantiatedNetwork Applicéions.

Relevant UR10, UR11, UR12

requirements

123hLISY /1 tfa {iGF1SK2ftRSNBEQ ! aSNJ { (2NN S&
Open calls are related to entities that use the platform tools to execute experiments and deayghtipations to
integrate their solutions

A user persona of this group and the user stories are present&€dhie48 and Table49.

Table48: Open call Participant Persona

BIO
Mike is a 42 yearsld staff for a multinational telecommunications company that has |
operating for more than 20 years. He has an MSc in Computer Engineering and Info
Currently, he is a pursuer of efficient network solutions for new media applications
Goal:testing and validation of media applications

Challengelack of technology to meet and support different needs

-
-

=
L]
—

Table49: Open Call Participant User Stazy

ST2ST1 |

Goal As anOpen Call participant,

Mike wants to bind a testbed and resources

so thathe can execute an experiment without resource conflicts.
Acceptance Criteria 1 The platform should be able to administer the experiments
scheduling allowing Open Call participants to reserve the prefer
time slotsand required resources.

1 The platform should provide feasibility check namely to dete
the allocated resources and the adequacy of testbeds to suppor
the requirements of Open Calls experiments (or UC trials).
Relevant Requirements UR7, UR8, UR9

12.4 Experimenters User Stories

The stakeholders in this category are people/companies from Media and PPDR who will use the facility to test the
' LILX AOFGA2ya AY | pD SYy@ANRYYSy(d dzaAy3a GKS oEoufythg 9
NEtS 2F GKS a+SNIAOIE ¢SadSNE 2N StasS WQOELISNAYSyGS
A user persona of this group and the user stories that have been identified are preseifisolés0and Table51.
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Table50: Experimenter's persona

BIO

Bob is a 3%earold production services director in a company that provides 3D grg
and XR/VRassistedservices for public safety. Currently, he is interested in devel
products for other sectors, such as the industry, educational sector.

Goal:test the immersive experience of being in a XR/VR environment
Challengelack of 5G technologies and ladkaowledge of 5G networks

Table51 Experimenter's user story

Goal As an experimenter,
Bobwants to have access to TaaS using the provisions offered by testbeds.
so thathe can execute his experiment in a 5G environment.
Acceptance 1 The platform should allow via open calls internal and external experimenters
criteria trigger an experiment.
Relevant UR13
requirements
ST4ST2
Goal As a experimenter,
Bobwants to collect and storage artefacts (experiments data, training sets, etc)
so thatthey can be reused, seffianaged and controlled.
Acceptance 1 The platform should offetelemetry APIs (exposed by testbeds) to allow data
criteria collection during UC trials execution and open calls experiments.
1 The platform should provide a solution for systevide data collection and
visualization.
1 The platform should provide to the experimenten demand collection of the
results from all testbeds and visualizations.
Relevant UR4, UR5, UR14
requirements
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13 Overall architecture

13.1Logical architecture of the FIDAL framework
The followingfigure presents an overview of the logical architecture, which consists of the FIDAL components anc
their corresponding interfaces.

aUs) AP
Trial users APP
Open call users Q 3 party [als)
nApp 3 party service Trial users O
developers service artefacts management Open call users APP aUs)
]I |5| . |8 H 3rd Q Trial users
i5 pa}rty Open call users
N e T : service
. . sy Maestro monitoring
Services Repository : i ..
i Service § i4
i5 i catalog i1 :
s bietwoat ! : i4| Monitoring
e )
i Analytics
: Openslice oo KPIs, data
| Service : repositories
. catalog
: |6 O .
! O Trial users :
i /D Open call users i3 APB\
| . I H
| @ i2 : 31 party
i i i3 : applications
[ Experiment Service Telemetry I AlaaS Access
| Control Tools Exposure APIs Exposure APls O
| & as
Resource LCM Trial users
Services Open call users
Testbed
Patras5G ‘ | Telenor H Malaga |
13 Interface provided by Testbed Maestro access to compute resources
"""""""" 14 Analytics Access ~—— |5 Interface provided by repo

Figurel6 : FIDAL Logical Architecture Diagram.

The architecture has been designed to deliver ad-gnend infrastructure that is scalable, flexible, and efficient,
leveraging the latest advancements in beyond 5G technologies and research. The primary components that facilita
network management automation and slicing orchestration are Maestro andhSlfee, which will be deployed at a
centralisedocation at PatrasS®&NET premises, along with all monitoring and analytics tools. A FIDAL repository will
0S K2aGSR Fd Iy 1¢19b! Qad ASNISNI gKAE S ¢St SyigeNsites, Yy R
connected, and configurable through exposed APIs, allowing secure remote access.
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Figure17 FIDAL's Deployment plan

All FIDAL end users will have access to available services and experimentation toMAESGNRO and each testbed
respectively. They will also have the capability to browse network applications from the FIDAL repository and retriev
and visuake their results from the monitoring analytics framework. Ahigls @St RS a ONXR LJi A 8rgle 2 F
within the logical framework is presented next.

i. MAESTRO

Maestro is a service orchestration platform designed atop Infrastructure as a Service (laaS) and Platform as a Sen
(PaaS) cloud environments. FIDAL applications are onboérdet\P dz3 K al SAGNR Qa dzaSNJ Ay
ASNIAOS 2yo02FNRAY3I 1tLY 020K F2fft26Ay3q ¢a C2NHzYQa a.
infrastructures, Maestro interfaces with the Openslice OSS through an intern@LARMaestro is described in detail

in Section14.1

i. OpenSlice

Openslice will be used as FIDAL cross domain slice manager to enable the seabdesding and provisioning of
network applications as well as to orchestrate the network services involved in thedeadg trials. It interacts with
Maestro through an internal interface (i1) and translates application requirements into concrete catigoiat,
networking, and storage resources across the various domains that it manages. Openslice is described in detail
Section14 2.

iii.  Monitoring Analytics

The scope of Monitoring analytics is to collect dramogenisedata, produce respective KPIS and to produce the
means tovisualisethe metadata though a user portaMonitoring tools are interconnected though interfaces with
OpenSlice, Maest, and the FIDAL testbeds, gaining access to raw metrics from network applications, testbeds an
other user equipment and exporting the analytics to visualization porfEie main subcomponents of the monitoring
platform architecture are:

1 Datacollector;
1 Internal database;
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1 KPI modeler;
1 Internal REST API;
1 Visualization Portal.
All subcomponents are described in detaiSattion14.4.

iv. Al as a Service (AlaaS)

Alaas is perceived as a standalone component that would produce knowledge based on any metrics, telemetry, a
monitoring data from sources such as the OSS, the NFVOs and the cloud infrastructure. It will be developed in suc
way to provide intelligence on decision making on the orchestration level, the rumtiaptations and the underlying
infrastructure. To integrate Al as a service block into the architecture, bidirectional interfaces (i.e., i4 to harvest dat:
from monitoring analytics, Maestro, and OpenSilice, and i8 to serve the results of the Al models targeting differen
objectives and SLASs) are essential, one with the testbeds and one with the underlying and internal services of tl
infrastructure. Control loops based omonitoring data can be dynamically reconfigured based on Al decision making.
AlaaS is described in detail in Sectldn3

v. FIDAL Repositorgervies

¢tKS CL5!'[ wSLIRaAild2NE {SNWBAOSAQ YIAYy LiJz2N1)}asS Aia (K.
supplementary role supporting internal functionalities such as APl and network application reusability. Reusability ¢
repository resources biestbeds, OpenSlice and Maestro can be achieved though dedicated interfaces (i5 to i7). The
architecture of the repository will include a catalegof available Network Applications, Al models and project
outcomes. FIDAL repository services is describekbiail in Sectiol4.5

Vi. FIDAL Testbeds

The block describing the functionality of a FIDAL testbed includes four subcomponent blocks, namely an experime
control tools, the service exposure APIs, the telemetrgosxre APIs and the resource lifecycle management (LCM)
services. Trial and open call users can interact directly with the testbed and request services and experimentation toc
that are available. All testbeds will expose APIs and via interfaces (i2iandill allow the orchestration of network
services by OpenSilice slice manager and processing of telemetry data by the monitoring analytics framework (ch:
block). Each testbed will be remotely connected to the repository and could reuse any of tldvabources (e.g.,
docker image) from the FIDAL platform.

vii.  Network Apdications

FIDAL adopts the Network Appldétwork Applicationy concept, first introduced in the E.C. Innovation Action of
Horizon 2020 5¢PPP Phase 3b KT program, as a as a middlare layer that serves vertical applications. In
particular, NetworkApplicationsexpose reusable functions (e.g., VR content Streaming) to vertical applications via
open Northbound APIs. Network Apps are key drivers for drastically reducing servicerctiad, therefore making

5G and Beyond networks attractive for SMEs. FIDAL considers them key in the future 5G evolution towards 6G &
plans to pave the way for Beyond 5G Network Apps, while adopting modern -Nbttiuce technologies (i.e.,
Containers, Koernetes, and Helm charts). The FIDAL Networliégimns are implemented as clotthtive backend
services deployed within k8s clusters inside the project testbeds and orchestrated by MAESTRO (sek4Sketiah

are accessible by UEs via the respective 5G network. Their Northbound APIs are typically consumed by fronte
components and / or external Tenant Platforms (e.g., cloud servers), andecaratie available to future open calls
that may implement Over the Top (OTT) functionalities. They may also interact with the 5G System (5GS) via 3C
standardcompliant interfaces (e.g., the N5 interface which allows Network Apps to perforrtceadd 5G @S
moadification and control). Other contrgllane 5GC functionalities accessibleNetwork Applicationsire:

9 ¢2 ¢NAIIASNI !9 | OlAaAz2ya o!9 | OuAQluA2y7:'¥sééoro1 Y
1 To retrieve event notifications (e.g., loss of OB y y' S (3 GAGAGRL X

9 ¢2 WSGNARSGS ySig2N)] FylfeidArodaz

9 ¢2 O2yFAAddzNE ySGg2N] LI NI YSGSNARA 0Sd®3IdPr NRdAziAy 30 ¢
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FIDAL Networkpplicationgrepresent the two vertical domains addressed by the project (i.e., Media and PPDR).
FIDAL Network Apigations to be detailed in D3.1, are summarisedliable52.

Table52 List of FIDAL Network Applications

Network Apps table

Name Description FIDAL Partner,
MCX Network | The Mission Critical Multimedia Communication and Collaboration, so callf ADS
App MCX, is &nd2End solution, that implements the MCX services standardizg

3GPP (PushioTalk- MCPTT, Mission Critical DatdCData, Mission Critical
Video- MCVideo services)

StreamSelecton StreamSelector offers a low latency video gateway with video processing | EKTA

Network App | capabilities, acting as a networked video switching matrix. It establishes
connection between video sources and video destinations

Remote XR Renote XR RendeBtreaming network application will scale the XR Unity | ORAMA

Render Rendering pipeline to cloud/edge resources, away from the user equipmel

Streaming (UE), facilitating advanced processing capabilities with low latency that reg

Network App | the imposed constraints on limitegsources, GPU, battery, and mobility on
untethered headmounted displays (HMDs).

Remote This Network app offers a solution that allows to send real physical sensaif OWO

Sensations through 5G during police training sessions. Beforadggy thesensationsthe

Network App | user will need to go through a login process and, once it is successful the

Network App will be available to receive and manage the sensation the us
must feel from the VR Headset. After processing, the sensation command
be sent to the OWO App which communicates with the OWO Vest and will
apply on it the sensation configured on the Network Application.

Remote scene

This Network Approvides reatime annotationsonthé ISy G aQ ! W

FORTH

analysis and | (Head Up DisplaysHUDS), as they have been identified by the rapid sceng
AR annotation | analysis Network App. In detail, this Network App offloads the intensive
Network App |LINR OSaa 27F tylfeaiayad GKS @ARS2 Ol
enabling thisvay the employment of advanced Machine Learning algorithn
for person and object detection and tracking.
AFDNetwork | The AFD Network App enables the detection of major wildfire incidents. | SWTS
App Camera feeds will be provided to the service, enapthme analysis and
automatic fire detection, providing to the clients the related fire detection
alarms
viii.  Interfaces
The interfaces previously noted Error! Reference source not founds KA OK adK2ga CL5! [ Qa

isted and briefly described ifable53.

Table53 FIDAL architecture interfaces and APIs

Interface-  Related Type Description
ID Modules
il Maestro, Service It is theexposed API from Openslice. TM forum API based to
Openslice management | create/order services and network slices. See the related sec
API on Openslice
i2 Openslice Slice This is exposed by the testbeds and specifies their slice
Testbed management | management APIs. Openslice mainly consumes this interface
API
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towards the testbeds. For more details of this exposure see t
next section of the FIDA testbeds architectures
i3 Mestro Telemetry and| Testbed exposed APIs (e.g. Prometheus) for telemetry and
Opensilice, monitoring monitoring data consumed by Monitoring Analytics, Openslict
Monitoring API Maestro and AlaaS
Analytics,
Testbed,
AlaaS,
i4 Monitoring Data collection| Monitoring Analytics exposed API. Can be consumed by Mas
analytics, API Openslice, Repository Services and AlaaS. Can be consume
Maestro, by 39 party applications
Openslice,
Alaas,
Repository
Services
i5 Testbed, Repository A set of APIs (resource catalog API, image registry API) expd
Repository catalog API by FIDAL repository services, that enables the reuse of netwq
applications and any other available resources (images, files,
etc.) Can be consumed by Maestro, Openslice, TelstizM
services (e.g. OSM, Kubernetes).
i6 Maestro, Services LCM | Mestro needs to (refonfigure deployed applications after the
testbed network slice is created. This is achieved over this interface
Resources
i7 AlaaS Al API serviceg Thisinterface exposes APIs of the AlaaS, for example Dedica
RESTful endpoints for serving AI/ML models via open data
exchange standards
i8 Maestro Service API| exposed by Maestro to be consumed btyparty
exposure applications and services. For matetails see the Maestro
section

13.2 Physical architecture of the FIDAL facility

13.2.1 Patras5G Testbed

The PatrasbG/PNET testbed consists of an open infrastructure acting as an isolated private infrastructure for 5G a
loT applications. The infrastructure components are based on both-eparce and commercial solutions, with
dedicated components and seces for 5G and I0T scenario deployments. The testbed supports both containerized
andvirtualised deployments from 5G RAN to 5G Core including 5G standalone (SA) setups, an Al dedicated Kuberne
cluster with NVIDIA GPUs, a 400Gbps network based on Rshesjias well as the necessary cloud and SDN fabric to
host any service that needs to be tested and integrated with the testbed infrastructure. Access to users an
applications is enabled by the opaource Operations Support System (OSS) Openslice.

Thetestbed supports testing and experimentation in a private 5G Network with starcamébrmant components ad

core network infrastructure, operated in licensed and unlicensed spectrum, with our own SIM cards. A mmWavi
backhaul is installed to various locat®in the city of Patras to link the access to the core network, and Fixed Wireless
Access to provide broadband services to the facility and there is Integration of various open source and commerci
5G Cores with SDR platforms and UEs and g/eNB. MEGtoatiom and mobility management features are supported

for interactive mobile streaming edge servicédost of the installed components are offered as Open Source but
there are also dedicated components and services to support 5G and IoT scenarios.

PNETNOVA precommercial 5G extensionThe testbed hosts a 5G pmmmercial site, based on ERICSSON 5G
equipment. It comprises from several 5G radios and a dedicated UPF, while the 5G Cdaraecbremotely in
Athens containing all related functions (AMBMF, NEF, etc) by NOVA which provides a dedicated slice for PNET. Thi
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extension offers a unique opportunity to test 5G/6G cloud to edge scenarios as well as variepghtiometwork
deployments. The preommercial network extension is illustratedrigurel8.

| Ericsson APls

CCSMOCDM

VAON

Figure18 PNET/NOVA preommercial network extension

Vertical applications can access the PatraSB@ice Catalog, setianage and onboard their artefacts through a web
portal or access programmatically available services. Various artefacts can be managed through APlsvia standardi
TMForum OpenAPls: Service Catalog, Service Order and Service \eattmer Management and Users, Service
Orchestration, VNFs/NSDs Catalog, NFVO endpoints via OSM NBI, Service and NFV DeploymenT hregiessbed
provides monitoring data and metrics related to the Cloud infrastructure, for all the VNFs and BiAbh@odes via
NetData, as well as measurement sensors for Energy consumption of compute nodes, switces, 5G gNBs and CPES
all data are gathered in a Prometheus server. A Prometheus as a service within a slice is also available. We are
developingour own NWDAF for analytics. Figurel9, a diagram with the Patras5G architecture is presented.
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Figure19 Patras5G Architeture diagram
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13.2.2 Victoria Network Testbed

UMA is operating an infrastructure called Victoria Network. The infrastructure is devoted to research in 5G and beyorn
5G technologies and uses cases combining commercial ecgrdde and opersource network compaents. The
indoor setup is based on a Keysight emulator for 4G and 5G, plus anechoic chambers, commercial user devices,
advanced monitoring equipment (energy, spectrum, etdurrently, emulators support frequency bands from
800MHz to 26GHz. The outdlodeployment is based on a collaboration with Telefonica, with NOKIA cells on the
Malaga university campus. These cells are connected to local core networks to provide a fully private network. The
support LTE and 5G NR to implement the ftandAlone am StandAlone modes. The distributed configuration with
base unit plus remote heads allows it to move towardsRATN deployment. The support of several network identifiers
(PLMNSs) with MOCN technologies is used to implement a first level of slicingratibeoffering up to six operators
simultaneously. On top of that, ITIS has obtairedhorisation to use 26 GHz band for a millimetwave. The
virtualized infrastructure with support for traditional virtual machines and containers supports any approach to service
deployment. This setup is expanded to the city centhrough an agreement with Malaga, Malagarbtaur, and
Torremolinos. Fally, two new 5G private deployments will be connected to the Malaga university campus
deployment. These new deployments are located at La Mayora experimental station and the test track for autonomou
driving is located at the technology park of Andalucia
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Figure20: Victoria Network (Malaga's testbed)

Specifically, Victoria networks (as shown Rigure 20) support the fdlowing experimentation capabilities and
equipment:

1 Full automation of experimentation and testing of indoor deployment with local and remote access (mainly
based on Open5Genesis suite and commercial testing tools).

1 Firstclass emulators for 4G and iGcluding mmWave support up to 39GHz).

1 Remote heads and multipfieequency bands for cellular connectivity from NOKIA: 2.6 GHz for 4G LTE micro
and pico cells, 3.5 GHz for 5G NR micro and pico cells, 26 GHz and 28 GHz for 5G NR (Release 16)

1 O-RANsolution from Accelleran supporting control/user plane separation

1 Software for core network of 4G (EPC) and 5G (NSA and SA) from Polaris (Motorola Solutions) (Release |
Open5GS

1 Movistar Intranet allows secure access to the UMA corporate network. $¢kovintranet allows access from
the Movistar public network (Movistar SIM) to the private 5G network hosted at the UMé& Movistar
Intranet solution has the following components:
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o 5G access network: TME's Mobile Telephony network is based on the Sehaidrkiconcept, a platform
built on the basis of an interconnection of nodes where computer applications, switching centers and real
time database systems reside.

o Mobile ISP Mobile Network Core (MISP): Radius provided by UMA that handles the authentitaters
accessing the network, assigning them an IP address from the client's private addressing plan.

o Data network: Telefonica's transport network that carries traffic from the public network to the
company's headquarters, in this case the UMArd=dptics between the power station closest to the
headquarters of the UMA

NEMO handy drive test tool from Keysight

Measurement tools for mobile devices based on iPerf and Ping utilities.

Equipment to record SIM cards.

Commercial mobile devices (Oneipl9, One plus 11, Pixel 5, Asus 5G mmWave, Netgear routers, Askey

routers).

K8s

1 OpenNebula

1 OpenTAP (for automation)

=A =4 -4 =4

==

A future extension of the testbed is the Integration of fixed/RAN and NTN-{&taestrial Networks) with EDGE/MEC,
and use of OaWeb satellite mobildackhaul.

13.2.3 TNOR Testbed

¢ St Sy 2 Nddade T¢stbedENorway provides an d@neend facility for 5G (and beyond) experimentation in a
nearcommercial setting. It includes a central site in Fornebu as well as several edge and RAN sites across the coun
which are interconne@ R 608 ¢St Sy 2NJ b2NBIF&Qa O2YYSNOAFE GNI yalLR
capabilities supported are as follows: (i) E2E network slicing with the opticnsddémsed network slice, (i) E2E
network orchestration and service orchestration,)(dloudnative infrastructure, (iv) next generation RANSs, (v) 5G
standalone (SA) multivendor core, (vi) next generation Firewall as a seRipee21 shows the Telenor LST functional
architecture.As a supplement, the Mobile Data Access (MDA) Go service is also available in the facility, which alloy
any mobile device connected to Telenor commercial 5G network-®landalone) to access the computipigtform
GKNRdzZZK | LINA@GIGS ! 0O0Saa t2Ayd bl YS Capachyand avikidility ofY A (
SAcompliant devices.
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Figure21 Telenor LST architecture

The key RAN sites that can support different vertical experiments and basic configurations are provided Gelbie, in
54,

Table54: Basic radio site configurations

Operational Frequency NR

Fornebu, Oslo (TBC) Outdoor Yes 3.3h3.4GHz 100 SA
MHz

Trondheim - NTNU Indoor Yes 3.61-3.7 GHz 90 SA
MHz

No 26 GHz TBC SA

Outdoor No 26 GHz TBC SA

Svalbard Outdoor Yes 3.7h 3.8 GHz 100 SA
MHz

Thevirtualisation platform is based on Red Hat OpenShift Container Platform, and Single Node OpenShift (SNO) is us
for small form factor edge sites. Privategistries based on Red Hat Quay are used in the platform, which could be
integrated with GitHub, GitLab and more for CI/CD.

The facility has a fulitack orchestrationsupported by RedHat (infrastructure orchestration) and Nokia (network
service orchesaition). WS R1 I 1 Qa ! yaAoftS ! dzi2YlFGA2y tfFGF2NY o! !t
odzi Ffaz | LIXAOFOES (2 ¢ 2¢WhkiaZloud Opeiidlis MandgernNCRNY used forA | Q
managing the 5G SA core components across &IS aA(GSad ''a TFT2NJ 46§KS 9H9 aSNDA
Center (NOrC) is used, which will be the main custefaeing component of the platform, offering Network Slice as

a service and exposing interfaces such as the TM Forum OpenAPIbditedn Table55, together with the Unified
Inventory.

Table55: Supported TM Forum APIs

Component API Purpose
NOrC TMF633 Service Catalog API It allows the management of the Service Catalogue Elements
lifecycles, and information on the service catalog ue elements for
the ordering process
TMF641 The service Order can be created based on service that is defined
Service Ordering Management API in a catalogue.
Service Order Operations: creation, deletion, change
TMF645 Service qualification API Provides service availability at Customer location
Unified TMF638 Service inventory API Provides a consistent/standardi sed mechanism to query and
Inventory manipulate the Service inventory.
TMF639 Resource inventory API Provides a consistent/standardised mechanism to query and
manipulate the Resource inventory.

To provide thezerotrust security, PaloAlto provides next generation Firewall as a service with features such as dats
leakage protection, application and protocol decoding, encrypted traffic inspection andlsigrsabrm mitigation. As
regards testing and validatioieySight Technologies provides a Testing as a Service framework (details TBC), whi
includes a variety of testing tools and allow creating custom test campaigns.
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14 Internal design of the FIDAL components

14.1MAESTRO

14.1.1 Internal Architecture,Technologies, and baseline Assets

Figure22 depicts a higHevel functional architecture of Maestro that will be used a baseline platform for FID&ie At
northbound API, Maestro expects service providers to package their services in one or more containers forming
service graph. Onceantainersed service is available, Maestro offers a Ul (and a northbound API) that allow service
providers to onboad the containerized service in an intuitive manner (stepHigure22). In step 2, a complete service
Aa RSOfINBR Ay al Sa ioN@®S én drdenadidstadté of thiy dervice STNidraqG@irds Makstro to
create a servicdevel slice (step 3 iigure22), formulate a slice inteninessage towards a specific OSS (step 4 in
Figure22), and dispatch this slice intent message to the underlying OSS (stéjdhin22).
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Figure22 Maestro's highlevel architecture.
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Note that steps & are necessary for a service deployment as Maestro is a séeviekeorchestrator, thus does not
have a direct view of the underlying infrastructure (only infrastructieneel do have such view). For this reason,
Maestro requests a cesin amount of compute and network resources (i.e., a slice) to be allocated by an OSS, on to|
of which then Maestro performs service deployment. When the underlying OSS allocates the requested slice (step
in Figure22), the slice is returned back to Maestro (step Figure22) and service deploynmt begins. In this step
Maestro takes control of the allocated slice by connecting to the designated endpoints of the virtual infrastructure to
initiate service deployment (step 8 Figure22). Maestro allows service providers to deploy their services atop both
Infrastructure as a Service (lIaaS) platforms, such as OpenStack and Platform as a Service (PaaS) platforms, su
Ydzo SNy SiSad al SAaiNRP Q& RSLIX 2@ YS yidis indhe Base/oba Kulhdtnates ar VitualS
Machines (VMSs) in the case of OpenStack and requests the monitoring module to deploy its monitoring routines (ste
9 inFigure22). Finally, during service runtime, Maestro invokes a dedicated LCM component for managing the lifecycl
of deployed service instances, as shown in step Hguare22.

14.1.2 Functional Requirements
Table56table below,depicts key functional requirements of Maestro for a sucadsisitegration with the rest of
CL5! [ Qa SOz2aeaidSvyo

Table56: Maestro's functional requirements

FRID  FRDescription Related Module(s)/
Component(s)
FR1 Access to the FIDAL services repository through a stable APl | FIDALservices repository

FR2 Offer FIDAL services to trial users and open call users through| Users
C2NHzYyQa aSNBAOS OFdGFf23 !t L
FR3 |{ dzLJL)2NIi ¢a C2NHzyQa &ASNIWAOS 2| OpenSlice
collaboration withOpenslice (southbound API)
FR4 Manage cloud applications through a stable API on each testbg Testbeds
FR5 Manage telemetry agents per application component Testbeds

FR6 Consume telemetry in Prometheus format Testbeds

14.1.3 External APIs
Maestro requires several external interfaces that enable communication with adjacent components for service
orchestration, data collection, and consumption of reusable artefacts. Tihesgaces shownin Table56, include

the FIDAL services repository though interface i7;

the northbound API towards FIDAL trial users and open call users through interface i9;

the southbound API towards OpenSliceahgh interface i1,

GKS (SatioSRaQ aSNWAOS IyR (StSYSGiNER SELRadNB !tL
the monitoring analytics framework and AlaaS using i4.

=A =4 =4 4 =4

14.1.4 Maestro Extensions throughout FIDAL

Maestro will be upgraded with additionabrthbound and southbound APIs to facilitate the integration with OpenSlice
and other FIDAL components. Specifically, Maestro today supports a custom serviceuesd®bduser facing NBI)

and a custom slicing API (southbound API towards OSS). In thextohEIDAL, both of these APIs will be enriched.
At the NBI, Maestro will implement a new TMF compliant service caialdg! (through interface i9), which will allow
FIDAL users to create/read/update/delete FIDAL services, but also exchange services witJSy { £ A OS Q
catalogie, which also supports TMF. At the SBI, Maestro will implement a newcoMpliant service order API
(through interface il1) that will allow FIDAL users to associate services with the underlying 5G and compute resourc
(offered by OpenSlice as a service to Maestro). Other extensions will include: (i) support for -EameickPI
monitoring and analytics (through interfaces i3 and i4), (ii) the management of automation through AlaasS, and (iii) th
integration with the FIDAL séces repository through interface i7.
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14.2 OperSice

OpenSlice is an opesource operations support system designed to provide support for VNF/NSD onboarding and
management. The platform supports TMFORUM OpenAPls related to Service Catalog Managementy, Orderir
Resource, and more. It enables NFV developers to onboard and manage VNF and network service artifacts, wt
allowing vertical customers to browse available service specifications.

14.2.1 Internal Architecture, Technologies, and baseline Assets

Openslice (seEigure23) will serve as the crosdomain slice manager in FIDAL, providing a repository of FIDAL Service
Specifications that can be @ered by the Slice Intent handler of Maestro. Additionally, the Service and resources
inventory will offer runtime information about the underlying entities created over the crdssnain endto-end
network fabric. The OpenSlice service orchestrator willdsponsible for provisioning and delivering the network slice

to the Maestro application service, as well as managing the slice's entire lifecycle. OpenSlice, besides APIs, offers
following useffriendly portals:

1 The Services portal, which providescess to services.

1 The NFV portal, which allows users to seffnage NFV artifacts and onboard them to a target MANO/NFV
Orchestrator. Thireparty applications can also access OpenSlice through TMForum Open APIs.

1 The testing portal which allows to defitesting services (this requires an external testing service).

f The resources portal, to manage any resources that are related to services.
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Figure23 OpenSliceéArchitecture.

14.2.2 Functional Requirements
Table57 captures the functional requirements of OpenSlice.

Table57: OpenSilice's functional requinments.

OpenSlice
FRID FRDescription Related Module(s)/
Component(s)
FR7 Use TM Forum API as northbound interface Maestro
FR8 Consume telemetry in Prometheus format Testbeds
FR9 Have access through a stable API to manage clesmlrces for each | Testbeds
testbed
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FR10 Have access through a stable API to manage transport resources| Testbeds
(switched, routers, load balancers, etc)

14.2.3 External APIs

OpenSilice relies on various external interfaces to facilitate searmt@amunication with its adjacent components.
These interfaces serve multiple purposes, including service and slice orchestration, data collection, and consumpti
of reusable artifacts. The key interfaces involved in this process are as follows:

1. Interfaceil: OpenSlice communicates with the Maestro component through this interface. It enables the
coordination and management of services and slices within the architecture.
2. Interfaces i2 and i3: OpenSlice establishes connections with the testbeds through ittiedaces. They
facilitate the exchange of data and control information necessary for testing and validation activities.
3. Interface i4: OpenSilice utilizes this interface to interact with monitoring analytics. It enables the collection anc
analysis of revant data for performance monitoring amgbtimisation purposes.
4. Interface i6: OpenSlice connects with the repository via this interface. It enables the retrievalilesadion
of reusable artifacts, such as configurations, images, models, and teraplate
The utilisation of these external interfaces enhances the functionality and interoperability of OpenSlice within the
broader system architecture.

14.2.4 OpenSlice extensions throughout FIDAL
As part of an upcoming upgrade, OpenSlice is being enhancedpyort coexistence and interoperability with
MAESTRO through its northbound interface. This upgrade will enable OpenSilice to play a distinct role within the over
architecture, focusing on automated orchestration and management of theterahd infrastucture.
The upgraded OpenSlice will introduce several additional extensions to enhance its capabilities:
1. Interoperability with MAESTRO: OpenSlice will establish compatibility with MAESTRO, allowing seamle
integration and communication through theorthbound interface.
2. KPI Monitoring: OpenSlice will incorporate support for Key Performance Indicator (KPI) monitoring. Thi:
feature will enable the tracking and analysis of essential metrics to ensure optimal performance of the system
3. Repository Servee OpenSlice will introduce a repository service to facilitate the reusability of resources and
artifacts. This repository will serve as a centralized hub for storing and accessing configurations, model:
templates, and other reusable components.
4. Automaton Management through AlaaS: OpenSlice will integrate capabilities for managing automation
through Atasa-Service (AlaaS). This integration will enable efficient and intelligent automation of tasks and
processes within the architecture.

These upgradesiwempower OpenSlice to function as a robust and versatile component, contributing to the seamless
orchestration and management of the overall infrastructure.

14.3 AlaaSComponent

AlaasS is a component for executing Deep Learning/Machine Learning modelsaaading their resulting data. Its
purpose is being the heart of model serving, by providingaitthe-box support for popular DL/ML frameworks and
unparalleled performance. AlaaS will support specific methods for data processing (based on Pandas) facditie
algorithmic workflow composition, including train/test dataset splitting, quick Search-sad&kation for parameter
tuning, fitting methods, predictive modelling and quality metrics (ROC, Confusion Ma&id®MBE, etc). All these
specific methds will be based on Python libraries such as ScikitLearn, PyTorch, Tensorflow (libtensorflow), TensorFlc
Lite, Keras and more specified upon specific needs backends. This extremely important sisegialsation
mechanism of one version might netatch with another. For making sure that the Al models will work with the FIDAL
internal APIs, we will adopt open data exchange standards (CSV, JSON, etc.) and ensure compatibility at the early s
of deployment. For validation purposes and documentatienset of Jupyter Notebooks will be provided as
demonstrators with specific example use cases oriented to data processing, exploratory analysis of variables a
predictive modelling. Generated datasets for training will be also made available throudtiPtimaethods.
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14.3.1 Internal Architecture, Technologies, and Baseline Assets

The data analysis pipeline required for the data training includes a set of steps. In the beginning of the pipeline son
data engineering operations, including data cleaning, alignraadttransformation will be performed. As part of data
preparation, indexing, joins, enrichment, feature engineering, selection and merging with underlying data will be
executed. Last, the curated data will be fed to the Al model for building and traidimgart of the model serving as
depicted in the figure beloWFigure24), any client application or process needs to trigger the Al M8eeler with a

key to reference data model to get the corresponding result. The Al model result according to the supported task (e.c
regression, classification or other) will return the results by means of scalar or vectorised data. If the resulting dat
need to be further structured, a JSON or a Pub/Sub interface will be delivered during the integration phase.

Key to
I ~ reference -~ -
Client —— Al Model Server
L } L (Restful API)

Al model result
(=calar, vectar)

Figure24: Data Analysis Pipeline

14.3.2 Functional Requirements
Table58: FunctionalRequirements of AlaaS Component

AlaaS Component

FRID FRDescription Related Module(s)/
Component(s)

FR11 Harvest telemetry data from Elastic to train Maestro
regression models

FR12 Harvest telemetry data from Elastic to train Maestro
classification models

FR13 Harvest telemetry data from Prometheus to train | Testbeds
regression models

FR14 Harvest telemetry data from Prometheus to train | Testbeds
classification models

14.3.3 External APIs

The AlaaS Component requires a number of external interfaces that enable to harvest data for analysis to train ar
keep the Al models updated. These include i4 which harvests data coming from monitoring analytics regardin
Maestro and OpenSlice, and i8 whiserves the inference result of the Al models.

14.4 Monitoring Analytics

The monitor analytics platform is part of the experimentation framework of FIDAL responsible for collecting the date
from the respective data sources, calculating the necessary KiPéadh case, persisting the data into the internal
database and finally providing the means to the end usefigoalse and export the data.

14.4.1 Internal Architecture, Technologies, and Baseline Assets
The platform consists of five microservices aimingégregate the functionality for both development purposes and
availability. The five submodules are:

1 the data collectorfor collecting, harmonizing and persisting the data from all available-statiaces;
1 the KPI modeleresponsible for calculating theenessary KPIs;
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7 the databasefor persisting the KPlIs;

1 thevisualization portalfor providing the visualization dashboards to the end users;

{1 theinternal REST ARbr providing the necessary functionality to the visualization portal.
The above submodulesnd the internal architecture comprising the monitoring analytics platform can be seen in
Figure25.

L. ]
- @ Visualisation Portal
o

Audit &
Illan:g‘::nml [ Reporting [ll:mlnﬂ ]
o 2 0 r/.o - .
a?o KPI Modeler .@. Internal REST API
L
KPI Engine Authentication & Internal
Authorization Interfaces
\\

a

o
o Ll

( Use Cases ) oez Data Collector ¢ e 2 Data Layer
S~ ____,\c Lt

S Integration Data I
I.’ Network P______——'-"""' Interfaces Homogenisation
\_Facilities / /

-~ .'\
| Maestro |

Figure25 Monitoring Analytics platform internal architecture

a) Data Collector
The data collector module is responsible for:

{1 Collecting data from all available data sources including the use cases, the underlying facilities and the vertic
applicationorchestrator (MAESTRO);

1 Homogensingthe incoming data into one common data structure that will enableghstprocessing

1 Persisting the data into the internal database.
The data ingestion flow will include a REST API that will be exposed to be cdnisynie remote parties that can
support it and the open calls applications. Féirties- within the project- that prefer other integration means, the
data collector will implement other integration protocols to support the interconnectitime datacollector will be
developed in Java (version 17) and will be based on the Spring Boot framework. Itdeitkeesed and the container
will be orchestrated by a Kubernetes cluster.

b) Data Layer

The data layer includes the internal database of the morataalytics module. It stores the incoming raw data, the
harmonsed data along with the resulting KPIs. All other metadata of the platform such as the users, the login audi
etc. are also stored here.

The database used is pending to be decided. gfiteons are either PostgreSQL or MongoDB depending on whether
an SQL or neBQL based database is preferred.
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c) KPI Modeler

The KPI modeler is responsible for calculating the KPIs of each test case execution. It will utilise the raw data inges
and base on the requirements of each case will produce the KPIs requlileel KP1 modeler will be developed in Java
(version 17) and will be based on the Spring Boot framework. It will be dee#eaind the container will be
orchestrated by a Kubernetes cluster.

d) Internal REST API
The internal REST API is the submodule responsible for providing access from the Visualisation portal to the data lay
It is a set of HTTP REST interfaces that provide the necessary data to the portal while also providing the means
authenticate and authoge the user making the request and authseriThe internal REST API will be developed in Java
(version 17) and will be based on the Spring Boot framework. It willldikersed and the container will be
orchestrated by a Kubernetesuster.

e) Visualisation Portal
The visualisation portal utilizes the internal REST API to visualize the KPIs of a test case execution through intuit
dashboards. Data is available in graphical and tabular data along with export functionality. Ottterfality is also
offered for privileged users such as user management and access cdtieoportal will be developed with the
JavaScript/TypeScript language utilizing the Angular framework. Ul components from PrimeNG (aowpen
theme) along with ame custom Ul components will be used to satisfy the visualization requirements of the platform.
It will be dockerised and the container will be orchestrated by a Kubernetes cluster.

14.4.2 Functional Requirements
Table59: Functional Requirement of Monitoring Analytics

Montoring Analytics

FRID FRDescription Related Module(s)/
Component(s)
FR15 | The Data Collector will offer an integration interface in order to collect df Testbed
from various sources Maestro
Openslice
FR16 | The Data Collector wilomogenge data into a common data structure N/A
FR17 | The Data Collector will persist ttmogenged data to the Data Layer N/A
FR18 | The Data Modeller will calculate the respective KPIs and persist the res| N/A
to the Data Layer
FR19 | The Visualisation Portal will allow ordythenticated users to use it Users
FR20 | The Visualisation Portal will present the KPIs in tabular and graphical fo| Users
FR21 | The Monitor Analytics platform will propagate the calculated KPIs to the| FIDALServices
FIDAL Services Repository Repository

14.4.3 External APIs

The monitoring analytics platform will need to ingest détam various data sources. For this purpose, an abstract
REST API interface will be designed and implemented that will be expgpgbd data collectoto hande incoming

data. This will be available for all internal project UCs but also for the open calls. Specifichyifternal UCs and

the underlying 5G testbeddn case integration with the aforementioned REST API is not possible for any reason,
addit y £ !t L& YI& 06S FAINBSR YR AYLISYSYGSR G2 | adaarail
Additionally, another REST API will be proviftedexporting the data outside the data collector fof Barty usage.

14.5FIDAL repository services

The FIDAL Services Repository is responsible for the management and exposure of artefacts from the FIDAL framevw
as a service. Such artefacts may include datasets (e.g., KPl measurements, trace files, etc.) from experimentati
Network Applicationgontainer images, training sets and pirained models from the AlaaS system. FIDAL Repository
Services aims to simplify the exposure of such artefacts both within the FIDAL community, and to the wider SNS a
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research communities in the form of open data. this end, a set of Backend Services for File Storage, Search, and
Repository Management are deployed and integrated at ISI servers, alongside a custom Portal service acting as
Frontend which provides access to FIDAL artefacts. The Backend Servicesgaeted with the respective FIDAL
framework components that via CRUD APIs.

14.5.1 Internal Architecture, Technologies, and Baseline Assets

¢KS CL5!'[ wSLRaAl2NR {SNBAOS&a Aa NBalLRyairof$S TFiguw ao
26shows the internal architecture of the Frontend and Backend services anthlegare interconnected with private
deployments of NextCloud and the JFROG Artifactory services. The formsepassible for handling of multiple
categories of artefacts, while the latter is a dedicated registry server that stores and distributes container images fc

Network Apps.

Frontend Repository Service

Figure26: FIDAL Repository Services internal design

14.5.2 Functional Requirements
The functional requirements of FIDAL Repository are presented beldabile60.

Table60: FIDALRepository functional requirements

FIDAL Repository Services

FRID | FRDescription Related Module(s)/ Component(s)
FR22 | The system should provide File Storage for project | NextCloud

assets and artefacts
FR23 | Web based Frontend for Public aRdvate access Frontend service

FR24 | Multiple categories of file types and artefacts (e.g., | NextCloud, JFROG Artifactory
Docker Images)
FR25 | CRUD APIs towards FIDAL Framework componenty Backend Service

FR26 | Search and Catalogdenctionalities Backend Service

14.5.3 External APIs

The FIDAL Repository Services will offer APIs towards all frdab¥eworkcomponents, e.g., allowing the Monitoring

and Analytics module to store experimentation files as a service via the i4 CRUD API. Moreover, the i5 API is offe
towards the MAESTRO, supporting the capability to store container images for Network Apps.
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15 Methodology for the vertical use case trial process

This section outlines the specific guidelines and methodologies for establishing experimentation platforms prior tc
conducting actual trials. It is crucial to establish a set of common guidelines and & no&tiidology for the trial
process of use cases to ensure smooth onboarding and execUflma underlying concept adopts the Network Slice

as a Service (NSa&=lelivery model, which involves provisioniogstomsed network slices to verticals upon regst.

This allocates a network slice to the experimenters for use for testing, monitoring, and assessing Key Performan
Indicators (KPIs) under various network conditions and use case scenarios. During this process, UE devices need t
allocated to expdmenters, a proper scheduling of experiments need to be negotiated with the testbeds and FIDAL
orchestrators will provision resources to the respective FIDAL facilities in order to provision the requested service
The proposed FIDAL onboarding processvigles the necessary flexibility for experimentation, while any lessons
learned during the trials will be reflected back to this process.

- This cyclemight berepeated muttiple times
- NFVorK8s orchestration is key partto repestability of NF

fcontainersdeployments/testing
- Self service onboarding/off boarding, deploymant test snd
App, “'NFD-‘_’NSD« access facility might offer tovertical astaging area [e.2.3
VMs,Containers/K private openstackproject, OSM or privatek8sto
8s development ~VNE/NSD, VM, experiment) or NFYO itsslf
containerstestingwith 5G
-Understand/automate
measurement points
I -Involve Monitoring aas b it
Co-develop . -Involve Al aaS, Securityaas | 1o validation
T period VNFD/NSD, WM, container -Involve Testing tools Kpl periad Co-devalop
imagesonboarding Via NFVO ork8s period
Vertical and facility o.tﬁ“ I { I l Operational &Testing
- co-design period > o ~ A y - S . - KFI/KVI periad >
e C @) _ _ D . s ) )
o / e
N 4 A A -
A Stud 1
X e Study servicespecsto M:EESEWK“WB ° Iteratively develop Service and NFY @) @) O O )
., network requirements rremens orchestators“choreography” }_ . ] - -
b v v
Ty oy : v ) -
& N N 1 N
‘ (@] T | | | = Senice Spacis Testing kiearaction § gerer the artifacts
Install partsofthe usecase L2unch Service Spec Launched tothe Vertical
If possible, Execute even non Alpharbet N | Assessment communityviathe
— a/betaversions i
automatedwithmanualparts Design the Service Spec, phay Pre-Validation KPI E2E Service FIDAL repository
NSaas Specwith its Testservice periodvia Service Order Fulfilled Forrepeatable
characteristics, onboardto deployment/ QOrchestrator deploymernts
Openslice and MAESTRO activation of senice .
Understand: specifications FIDAL lab trials cycle
-Netwaork requirements -This cycle mightbe repeated multiple times
- Measurement points Testcasedesign, - Service and NFV crchestrationis key part to  E—
- What can (must) be automated Testscripts,stc repeatsbility of NF deployments/testing H
-Whatcan beparameterized e ~

- Prepare onboarding Plan

FIDAL‘.I\arge scale trials cycle
Figure27: Onboarding lab testing and trials methodology
The FIDAL methodologgeeFigure27) consists of three distinct periods:

1. Vertical and facility design period: During this phatakeholders such as vertical customers, facility owners,
and CFS/RFS developers collaborate to understand the specifics of the verticals such as the requirements ¢
automation needs and determine how to fulfil those effectively.

2. Development period: Théterative codevelopment period involves joint efforts between the vertical
customer and the facility providers to develop the final service that will be ordered. This includes the
development of Virtual Network Functions (VNFs), test scripts, and morgteervices. Integration of Testing
as a Service (TaaS) and Monitoring as a Service (MaaS) can be carried out during the preparation of VNFs
the development of service templates.

3. Testing period: This phase allows the vertical customer to place rabkesind scheduled service orders based
on the developed service blueprint through the portal. They can conduct KPI testing, monitoring, and asses
activities during this period.

The final developed service specification can be uploaded and instanfimi@da service catalag, resources are
reserved, orchestrated, and repeated for testbed and lasgale trials. All artefacts are stored at the FIDAL repository.

383GPP TS 28.530
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16 Security requirements, methodology, processes definition and guidelines

The section of ths documentconcerns the security factors of tHdDAL project. In order timtroduce the security
context, the following sections take copy from the relevant parts of the FIDAL Grant Agreement Description of Actio
for reference as well as establishtt@ B dzf G2 NBE FNJF YSg2N)] GKFIG 3IdzZARSa CL5!

16.1 Requirements from the DoA

Innovation Area 5:/Innovative Security Frameworks

Current SoTA & Challenges: The threat of sophisticated cyber-attacks looms large on networks. With the inflating
possible attack surface of devices, software, Al, and network components, the menace it poses 1s potent and dynamic.
5G evolve & 6G networks will be designed to provide trusted services on a zero-trust infrastructure and protect
against such larger scale traditional threats as well as new threats like jamming of mission critical private networks.
Privacy issues will also need to be taken into cognizance when new mixed-reality worlds combining digital
representations of real and virtual objects are created. What we need is a comprehensive set of security technology
enablers for the Beyond 5G era, enhanced and supported by AI/ML and new principles of cyber-resilience. It is no
surprise that trustworthiness has been identified as a key value objective and indicator for 6G by the European Union
6G flagship project Hexa-X**.

Ambition: FIDAL’s ambition is to provide a structured security framework focusing on Evolved 5G and 6G era
ecosystems incorporating architectures, processes, technologies, enablers, vendors, service providers and subscribers.
Within FIDAL’s security framework, AI/ML will be used pervasively across 6G security architecture, process and
technology domains. FIDAL’s security methodology will be seek, and accommodate, new requirements as they arise
in the future as well. Technologies as yet unknown may also call for FIDAL to enhance this initial set of cyber-
resilience technology enablers. Our ambition is to define, apply, demonstrate, promote to the standard bodies and
provide to the community (including 6G-IA SNS JU Phase II projects) a security framework targeting Evolve 5G
and 6G ecosystems.

1.1.4 R&I maturity

Several research and innovation activities exhibit useful complementarities with the FIDAL project. The participation
of common partners in these initiatives ensures good alignment as well as smooth collaboration and exchange of
know-how, and the further development / enhancements of assets to increased TRL.

In FIDAL’s 5G evolution and 6G securityl vision, we cluster security technology enablers into domains of cyber-

resilience, privacy and trust, and their respective intersection. Our approach emphasizes the need to extend cyber-

resilience technologies by privacy-preserving technologies and on top of that, trust-creating technologies and
processes in order to achieve the ultimate goal of trustworthy 6G networks. We consider resilience against all kinds
of cyber-attacks as the core element and indispensable foundation — a network that lacks these attributes of cyber-
resilience will not be able to protect privacy and enable trust. While cyber resilience protects privacy against external
attacks, end users may in addition want to reduce the amount of sensitive information that is revealed internally, 1.e.,
to the multiple stakeholders involved in providing the communication services. Enabling technologies and processes
are needed beyond those in the area of cyber resilience. FIDAL’s security framework will aim at addressing the
complete 5G evolution and 6G security thread landscape that will govern all project WPs including the Open Calls
(WP5).

Objective 5 of the DoA is to implement an etedend security framework for project operations including AlaaS. The
complexity of the ecosytem and use cases regs@eurity methods that include:

1 Alive and ongoing libraryof security controls and audits;
1 Anaction plan(including evidence thereof) to respond to security issues;
1 Creating and deliveringecurity awareness trainingfor different FIDAL stakeholder prlefs.

Additionally, security in FIDAL will support building:

9 Business valugparticularly around solving existing and emergent problems;

1 Trust in ways that support measuring if and how the security framework supports trustworthiness among
stakeholders;

1 Responsibility particularly in ways that engagecountability, control, and impactvithin the open
ecosystem.
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FIDAL will define, apply, demstrate, promote to standard bodies, and provide to the community a comprehensive
set of technological and organisational security enablers that are enhanced and supported by Al and new principles
cyberresilience. These aim at addressing the comple& évolution and 6G security threat landscape within the
LINE2SO0Gzx AyOftdzZRAY3I GNRLFf&a FyR 2LISy OF t tresitience tedhnofogied |
by privacypreserving, trustcreating and resiliencbuilding technologies and pcesses (e.g., from guarding against
external attacks to reducing the amount of sensitive information that is revealed internally). Thus, this security
framework must include architectures, processes, technologies, vendors, service providers, and sgbscribe

The security framework will consist of:

FIDAL Security Managemerd security committee, consisting of PSCE, NOVA, TNOR, TID, PNET, UOP, IQU, and UM
will manage the project security activities and act as a security consultant. The projemtiavitise the continuous
evaluation of security across the WPs and trials, via requirements, architectures, and methodologies.

5G evolution critical to FIDAL security are Al/ML, zépach, multivendor environment and onboarding of open
source applicatins.

Experimentation securityby-design will be prioritised as a key consideration during innovative and transformative
work.

Open Calls and ThirBtarty Support application programming interfaces must be secure and not share restricted
credentials. In adition, service level agreements or contractual observations of third parties need to be drafted in
order to engage secure, open collaboration.

Validation in large scale and open call trialsecurityby-design must be communicated to trial and use case
stakeholders in ways that are readily and easily understandable.

Societal Impact Analysisvorking via calesign, input will be sought from a diverse expertise and skill set, serving to
define and apply security as well as to illustrate security requiremamisawareness of stakeholders.

SecureAlasaServike L YLX AOAG GAGKAY CL5!'[Qa !LIF{ LINRGAAAZYZ
approach, identifying security baseline KPIs and KVIs, providing a qualitative Al security stioa¢caderpins value,

data, and governance, and security audits (with appropriate mitigation measures. The project will provide advance
infrastructure, lowered costs and reduced need for development teams to have ML expertise. Models developed wi
not seve endusers directly but support those building solutions, combiningdopn vertical sector requirements

with bottom-up innovative technical capabilities and inclusive and collaborative human engagement (via views an
experiences of NetApp developer§). particular, security will focus on data security, reliability, transparency, data
governance, accessibility, and responsible oversight that mitigate the potential for Al to produce harmful unintendec
outcome, service discrimination, unsafe data harglliand compliance failures.

16.2 DoA FIDAL Security Declaration
All partners have agreed to a Security Declaration as to these points above, including:

1 The required documents, information and results related to FIDAL will be duly protected and not lead to
exposure of sensitive information in cybersecurity contexts (in particular, to entities not established in the
Member States or controlled from third countries).

1 The infrastructure deployed within FIDAL shall remain, during the action and one (1) caleadaftgr its
completion, within the beneficiary/beneficiaries and shall not be subject to control or restrictions by entities
not established in the Member States or controlled from third countries.
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1 The FIDAL Consortium will comply to Commission reqdi@ssecurity measures to be implemented in the
project and/or to carry out a security scrutiny focusing on the exchange of project information, documents,
and results considered as securiignsitive information among project partners. Due account willdken
of exceptional circumstances, and notably where needed equipment or services cannot be provided from
entities established in the Member States or controlled from third countries.

Objective 5 of the DoA is to implement an etodend security frameworkor project operations including AlaaS. The
complexity of the ecosytem and use cases require security methods that include:

1 Alive and ongoing libraryof security controls and audits;
1 Anaction plan(including evidence thereof) to respond to security issues;
1 Creating and deliveringecurity awareness trainingfor different FIDAL stakeholder profiles.

Additionally, security in FIDAL will support building:

9 Business valugparticularly around solving gisting and emergent problems;

9 Trust, in ways that support measuring if and how the security framework supports trustworthiness
among stakeholders;

1 Responsibility particularly in ways that engagaccountability, control, and impactwithin the open
ecosysem.

FIDAL will define, apply, demonstrate, promote to standard bodies, and provide to the community a comprehensiv
set of technological and organisational security enablers that are enhanced and supported by Al and new principles
cyberresilience. Thee aim at addressing the complete 5G evolution and 6G security threat landscape within the
LINE2SO0Gz AyOftdzZRAY3I G(NRXRFfa FyR 2LISy OF t tresitience tedhnofogied |
by privacypreserving, trustcreating and rediencebuilding technologies and processes (e.g., from guarding against
external attacks to reducing the amount of sensitive information that is revealed internally). Thus, this security
framework must include architectures, processes, technologies, vendervice providers, and subscribers.

The security framework will consist of:

FIDAL Security Managemerd security committee, consisting of PSCE, NOVA, TNOR, TID, PNET, UOP, IQU, and UM
will manage the project security activities and act as a secaadtsultant. The project will prioritise the continuous
evaluation of security across the WPs and trials, via requirements, architectures, and methodologies.

5G evolution critical to FIDAL security are Al/ML, zépach, multivendor environment and onbading of open
source applications.

Experimentation securityby-design will be prioritised as a key consideration during innovative and transformative
work.

Open Calls and ThirBtarty Support application programming interfaces must be secure and not share restricted
credentials. In addition, service level agreements or contractual observations of third parties need to be drafted i
order to engage secure, open collaboration.

Validation in lage scale and open call trialssecurityby-design must be communicated to trial and use case
stakeholders in ways that are readily and easily understandable.

Societal Impact Analysisvorking via calesign, input will be sought from a diverse expertise akitl set, serving to
define and apply security as well as to illustrate security requirements and awareness of stakeholders.

SecureAlasaServike L YLX AOAG GAGKAY CL5!'[Qa !LIF{ LINRGAAAZYZ

approach, identifying security baseline KPIs and KVIs, providing a qualitative Al security scorecard that underpins vall
data, and governance, and security audits (with appropriate mitigation measures. The project will provide advance
infrastructure, loweredcosts and reduced need for development teams to have ML expertise. Models developed will
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not serve eneusers directly but support those building solutions, combiningdopn vertical sector requirements

with bottom-up innovative technical capabilities amtlusive and collaborative human engagement (via views and
experiences of NetApp developers). In particular, security will focus on data security, reliability, transparency, dat
governance, accessibility, and responsible oversight that mitigate thengiatdor Al to produce harmful unintended
outcome, service discrimination, unsafe data handling, and compliance failures.

16.3DoA FIDAL Security Declaration

All partners have agreed to a Security Declaration as to these points above, including:

1 Therequired documents, information and results related to FIDAL will be duly protected and not lead to
exposure of sensitive information in cybersecurity contexts (in particular, to entities not established in
the Member States or controlled from third counties).

1 The infrastructure deployed within FIDAL shall remain, during the action and one (1) calendar year after
its completion, within the beneficiary/beneficiaries and shall not be subject to control or restrictions by
entities not established in the Membe States or controlled from third countries.

1 The FIDAL Consortium will comply to Commission requests for security measures to be implemented in
the project and/or to carry out a security scrutiny focusing on the exchange of project information,
documents,and results considered as securigensitive information among project partners. Due
account will be taken of exceptional circumstances, and notably where needed equipment or services
cannot be provided from entities established in the Member States or doolled from third countries.

16.4 EU and National Regulatory and Standards Foundation
In addition to what is already written, there are four most relevant and recent European legislative instruments for
which the project will follow as it designs and implemteits security framework:

1 Cyber Security Act 203(proposed to be updated in 2023) which mandates the EU Agency for Cyber Security
(ENISA) for its role towards developing cyber security certification in addition to its advisory services

1 Critical Enties Resilience (CER) Directive 202Ahd recommendation which aims to reduce vulnerabilities
and strengthen resilience of critical entities. This includes resilience of infrastructure for telecommunications

1 Network and Information Security (NIS2) Diree 2022' which imposes obligations on all critical
infrastructure providers and digital service providers operating in the EU to implement appropriate technical
and organizational measures to manage the risks posed to the security of their networkfanuation
systems.

1 General Data Protection Regulation (GDPR) 204ih primary aim is to enhance individuals' control and
rights over their personal data and to simplify the regulatory environmeninfi@rnational business.

1 ArtificialIntelligence Act (proposE2021) 2023 with the primary aim to lay down rules to follow a risksed
approach and establish obligations for providers and users depending on the level of risk the Al can generat

Nationally, each country is obliged by thdS2 Directive to implement a Cyber Security Incident Response Team
(CSIRT). ENISA holds the role of secretariat for the CSIRTs fet@BIRTS typically also provide natignatlance

on cyber security matterdcach partner shall make contact with th@6IRT to become aware of the guidance they
provide, and in case any incident must be reported.

39 Cyber Security Act: https://edex.europa.eu/eli/reg/2019/881/0j

40 CER Directive: https://etlex.europa.eu/eli/dir/2022/2557/0j

41NIS2 Directive: https://eutex.europa.eu/eli/dir/2022/2555/0j

42 GDPR Regulatiohttps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A02016RQ87190504
43 Artificial Intelligence Act: https://eutex.europa.eu/legatontent/EN/TXT/?uri=celex%3A52021PC0206
44 https://csirtsnetwork.eu
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In addition, gcurity methodology in FIDAL will follow the main principals of EU Toolbox for 5G Seduari2p21the
European Commission published the EWIBox for 5G Security which provides a highel view of security risk
analysis and approaches to take for protection considering both technical and supply chain matters. This toolbox
primarily targeted towards Member State guidance to provide natigrfar 5G deployments, building upon 5G trials
such as those to be implemented in FIDAL. A progress report on the use of the toolbox has been relea$ellioa 15
2023, The report includeeecommendations foiMember States to:

1 Ensure they haveomprehensive and detailed informatiofrom mobile operatorsabout the 5G equipment
currently deployed and about their plans for deploying or sourcing new equipment.

1 Inassessing the risk profile of supplierslember States should consider the objectivitesta recommended
in the EU Toolbox. In this context, it is evident that 5G suppliers extdait differences in their
characteristics in particular as regards their likelihood of being influenced by specific third countries which
have security laws ah corporate governance that are a potential risk for the security of the Union.
Furthermore,designations made by other Member State®ncerning higkrisk suppliers should be taken into
account, with a view to promote consistency and a high level of dg@ntoss the Union.

1 Based on the assessment of supplidember States should impose restrictions on higisk suppliers
without delay, i.e, considering that a loss of time can increase vulnerability of networks in the Union and the
Union's dependencyrohighrisk suppliers, especially for Member States with a high presence of potential
high-risk suppliers.

1 To effectively mitigate risks, Member States should ensure thatreék#rictions cover critical and highly
sensitive asset&dentified in the EU Codmated risk assessmeriticluding the Radio Access Netwark

1 For types of equipment covered by the restrictions, operasirsuld not be allowed to install new
equipment. If transition periods are allowed for the removal of existing equipment, they shalldined to
ensure theremoval of equipment in place within the shortest possible timeframtaking into account the
security risk of keeping equipment from higisk suppliers in place, and should not be applied to allow the
continued deployment of newauipment from highrisk suppliers.

1 Implementrestrictions for Managed Service ProvideflglSPs), and in case functions are outsourced to MSPs,
impose enhanced security provisions around the access that MSPs are given.

1 Further discuss thapplicability of measures related to diversificatiomf suppliers and how to best ensure
that any potential diversification does not result in new or increased security risks but contributes to security
and resilience.

1 Enforce technical measuremnd ensure &trong level ofsupervision Particular attention should be given to
certain measures, notably ensuring the application of baseline security requirements, raising security
standards in suppliers' processes through robust procurement condition and ensuring secure 5@ netwo
management, operation and monitoring.

16.5Driving Security Motivations

This section builds upon knowledge of the many dimensions of trust brought now by the 5G standards, and th
different viewpoints considering the FIDAL testbeds, components and hoveotietal benefit is driven by Secure Key
Values.

16.5.1 Trust and expertise viewpoint

An analysis of potential 5G Innovatiéfiwas produced in the early days of 5G research. This document raises concern
surrounding the introduction of virtualisation into theahile standards, and the increased degrees of freedom on the
system both in terms of technical components due to virtualisation, and the increased dynamic of the diversifiec
supply chain. We move from a small number of large trusted mobile telecoms veakdrsperators to @roader
supply chain of less trusted componentiseir developers, integrators and operators.

45 https://digital-strategy.ec.europa.eu/enitbrary/eu-toolbox-5g-security
46 https://ec.europa.eu/commission/presscorner/detail/en/ip_23 3309
47 https://www.slideshare.net/TechUK/5@novationopportunitiesa-discussiorpaper
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Figurezsillustrates the core nature of impact from a holistic security perspecttu@aps the question of fwo trusts
who in both the technical and information supply chaias,well asvhich compomnts trust which This latter view
can be seen in a technical way, for example binding technical trust through exchange of crypto keys.
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Figure28: Who trusts who? What trusts what?

In recent years, the concept of Zehmsthascome into play. This drives all actors in the development cycle and supply
chain to take measures where trust cannot be ascertained across the complex 5G infrastructure, networks an
information exchange systemGuidelines supporting the applicatio Hero Trust are found below:

9 Technical Guidelines for the implementation of minimum security measures for Digital Service Providers
ENISA 2016
1 Zero Trust Architecture Design Principles 2021

16.5.2 Testbed viewpoint

The FIDAL security framework considies cyber risk implication right from the point of gaining physical (or related
virtual) access into the infrastructure of the testbed sites and the cascade effect on the business of operating the sit
The evaluation will focus on the implication of infeation breach within the pilot site; the idea is to understand the
basic threat level in the testbed site.

Figure 29 illustrates how a physical acceby threat actor (someone who represents the threat (malicious or
accidental) from the technical viewpoint or gain information regarding the testbed site. The consequence of gainin
access to the IT/Virtual components creates vulnerabilities for informdifeach. The information breach at this level
can be of the organisation (security plans, intellectual property, system configuration etc.) or use case informatiol
which can have cascading impact on the business operation itself of the testbed opeetagrmf FIDAL, or third

party contractor.

48 https://www.enisa.europa.eu/publications/technicaguidelineon-minimumsecurity-measures
49 https://www.ncsc.gov.uk/collection/zerdrust-architecture
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Business Impact

Information

Personal Information Organization Information

IT/Virtual Components Access
Physical Access

Figure29: Holistic security view

16.5.3 Component domain viewpoint

Figure30illustrates a set of interconnected component domains. It is common in operational telecoms networks to
physically and/or logically separate the IT connectivity to manage the network, fremettwork carrying application
plane(user planellata. No concept of application (use caspgcificdata security is illustrated here.

/ Physical and Logical Separation \

Management plane Application plane

Figure30: Abstract component domains

16.5.4 Security from low TRL research, prototyping, field trials to live

FIDAL components are developed in the range TRL5 to 8. TRL5 is a prototype demonstration level. TRL8 is close t
dzaS 2F GKS O02YLRYySyiad ¢w[ Q& OI lyich baB disb @f@ct onihk Bvel vl utkdawad §
vulnerability that can be considered in a risk assessment. Components of Low TRL level can be considered to ha
higher unknown vulnerability characteristic due to the more limited levels of testing canieloth in terms of code
FYR O2y FTA3dzZNI GA2Y aAyOS (GKS 0O02YLRYySyidiQa 2SN ¢w[ A
unknown vulnerable as they have likely been through many iterations of test, development, and maturation. CI/CI
processes should include sufficient test cases and static analysis throughout the development groegainciple

of DevSecOps should be considetedsecure the software development process by integrating security early and
throughout the software develapent life cycle.

16.5.5 Delivering for society
As already described in the KVI section, these value themes carry with them specific implications for security. They ¢
further elaborated below:
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o Safety Safety refers to the safety of humans and systems. Secure systems are key to this. This require
understanding how new features of a system change the security requirements and foci. It also suggests th:
discussion with stakeholders needed as to howpriorities should or should not change in response to the
introduction of new technology.

0 Sustainability Sustainable 6G and 6G for sustainability drive much of the bey@dnnovation, and
encourages processes that support environmental, societal, awhamic sustainability. Sustainable 6G
suggests that security processes should not impede such developments, by, for instance, requiring greate
material or energy resources to be deployed. 6G for sustainability speaks to what 6G technologies can do 1
better create sustainability. This includes developing solutions in a way that are flexible enough to suppor
digital inclusivity (e.g., that can be used across different regions and-soccimmic contexts), that improve
community weHlbeing (e.g., by suppting local safety practices and needs), or that improve market access for
local businesses (e.g. as security service providers, by not limiting the market access through security practic
kept behind IPR), and that support improved environmental practiddsn local communities.

o Energy Consumption As a subset of sustainability, security processes should not increase energy
consumption. Indeed, the project should endeavour to develop security processes that reduce consumption.

o Trust Trustworthy intercanectivity derives from secure systems. This includes systems developed in ways
that one system can trust another (in terms of connecting to it, accepting the information from it, etc.) or that
components along a lifecycle can be trusted. It also includess being able to trust a system, which requires
a level of understanding and literacy in security features to both make autonomous assessments and to acce
the trustworthy signatures provided by a system. There is also the ability of users acrossatsyisust the
security practices that each enact that complement the technical security layers. Finally, there is a layer ©
societal trust, of the public trusting a user to work in a secure way with a system.

o Privacy and Data Protectiardefined by bah human and data privacy, security has to address both aspects.
Security needs to both maintain personal data protection as well as auditability and traceability of actions with
personal data to ensure data protection rights. It also needs to ensure hymazcy, where activities that
could be personally intrusive have the appropriate level of security to ensure human dignity and safety.

0 Accessibility All security processes should be accessible to the users. This requires engaging a blend
explainabiliy, understandability, justifiability, and digital literacy. They should also be deployable in the
broadest range of contexts as possible (eegmpatibility with legacy systems, affordable) in order to not limit
who gains benefits from the security measaror increase the risk of those unable to deploy such systems.

While incomplete and iprogress, to be revisited and specified with each-casen the Tablebelow are a sampling
of KVIs that are relevant to security. They show that secutityd most inportantly the resilience and trust in enables,
requires more than just technological solutions.

Table61: initial suggested KVIs for security

Value theme Objective Enabler \ Indicator
Security Mitigating Vulnerabilities | Threat and vulnerability identification | Ratio of vulnerabilities identified andg
practices (both technological and FTAESR G2 &l ¥83dz
human)
Delegation of processes that delegate responsibility| No. of processeskinds of processes
responsibility to appropriate parties and ask them to
consider their impact to the wider
ecosystem.
Security preserving FIDAL security framework and internal 100% system secured
processes; use case security evaluati
validation
Resmnsibility | User Control User control functions Ratio of system behaviours users c:
manipulate
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Accountability

Automated auditability of risk flows

Existence and effectiveness of risk
management oversight and control
mechanisms, with clear chains of
responsibility

Trustworthy | Dependability User understandable error detection | 100% stakeholders deem system
capabilities dependable for their activities;
Probability of error; Ease
identification of error
Building confidence Handson experiencéwith risk relevant| % opinion decrease in riskom
synthetic data) survey responses on reported
confidence.
Transparency| Explainability Userfriendly security trainings and Surveyuserquestions that
handson usecases demonstrate literacyand assessmen
capabilities
Safety Engaging emerging AlaaS Number of security risks for which
technology to improve AlaaS can support users in threat
safety and security of identification
information and services
Support Assessment of security via standards | Number of recommendations for
accreditation/verification| and guidelines requirements for
of vendors and systems accreditation/verification.
Feeling safe Opportunities to test thesecurity Number of opportunities per use
realism of whole usease systems cases Survey of user perception.
(blending organisational and
technological practices)
Risk Management Development of risknalysis pointas | No. d highrisk paths found and
part of monitoring mechanisms mitigations deployed
Easy to use tools Survey, users find tools easy and self| % of survey response pos./neg.
explanatory
Economic | Supply chain Bill of Materials for supply chain Ratio of supply chain for which therg

Sustainability

sustainability

management

are and are not Bill of Materials or
related certification of sourcing.

Improved supplier
market entry potential

Development of (reusable) security
patchesor other offthe-shelf security
components

Number ofUCrelevant
patchegcomponentsthat can be
applied both within the project and
to other tools

Identification and
implementation of new
humancentred security
service opportunities

Security API taccess to measures
Automation/adaptation flexibility,
resilience measures

Fulfilment of Zero Trust measures
No. of new processes accessible to
outside suppliers (e.g. open calls)

Data Personal Data Protected GDPR compliance 100%personal data protected from
Protection unauthorised use.
Accountability Security practices that consider both | 100% of providers/services have
technological and human components accountability mechanism in place
(both technological and
organisational)
User Control Humanin-the-loop design 100% user control ovgrersonal data
(as appropriate to rights)
Business Solve existing and Development of (reusable) security Survey, stakeholdgrerceptions of
Value emerging problems patches problems solved (fully or partially)

Environmental
Sustainability

Reduction in energy
consumption

Energy efficient components and
analysis (proportionate methods for
security)

% energy use reduced (predicted,
calculated in trial)

Doesnot hamper the
development and

deployment of a low

Flexibility in security technology

Comparative low power solutions
with equivalent security capability
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carbon alternative (e.g.
does not lead to locln
of current emissions)
Increased lifespan via | Ability to update security measures, | Periodicity of repair, upgrade, reuse
repanability, ability to repair despite security events

upgradability or requirements
reusability of products

16.6 FIDAL Security Methodology

CL5!'[ Qa aSOdaNAi(Geée YSiKz2R2ft23& aidlNIla ¢gAGK o0dzAf RAy3 |
followed, but rather a methodology to be appreciated by all partners. The methodology is founded in a key
assumption: that all partnarhave suitable organizational policies and suitable experience. The methodology first sets
out how security applies to different process contexts within the project (Tiissyork Application®evelopment,
Network Applications Deployment, and Testbedrelepment and operation). It then describes the current security
awareness and practices across the project partners. It then discusses key goals of security: building trust and ensur
resilience. It follows by elaborating the specific needs of the ptags a whole, and the PPDR and Media verticals in
specific, with a specific focus on Al security requirements. The security process that builds upon this security cultu
is elaborated in Chaptet6.7.

16.6.1 Security in different project contexts
Figure31lillustrates key factors of the FIDAL Security Methodology in the different context. These include:

M1 Trials
0 Security risk factors are determined during development and deployment and in preparation of the
trials.
1 Network Applications Development
o Network Applications are developed from new code with dependencies on existing code and
interacting components.
0 Functional testcases and static analysis should be automated in the CI process.
o0 FIDAL Open Calls should encourage software quality and assess they seqatiility of the provider.
1 Network Applications Deployment
0 Where NetworkApplicationsare deployed with functional test cases that appropriate fit the testbed
for deployment and are modified as the testbed evolves.
9 Testbed Deployment and operation
0 Suppy chain security must be assessed during procurement of testbed components.
o0 Component configuration must be carefully assessed to ensure minimum vulnerability presented by
the testbed components.
o0 3GPP security features must be appropriately enabled anéigured.
Change management must be followed for component configurations.
0 DevOps/DevSecOps (CI/CD) tooling should be implicitly secured. Vulnerability here will reflect on a
components which are dependent on the CI/CD processes provided.

o
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Trials

[ 1
Security Risk Factors (eg.)

Threats - External Interest
Vulnerabilities - factors from below
| Consequences - Impact to Trial Outcomes

NetApp Development NetApp Deployment

[ Code Development [ 1 [ 1

New Code Cl- COntinB:l‘J’?rI:?e ration i DevOps

Code Dependancies  Furetional Test cas%s CD - Gontinuous Deployment

Component Dependancies - * - Deployed Functional Test cases
- Static analysis of code - Static analysis of code

| Software Quality Assurance Processes | | | | |

r 1
- I !
Security Risk Factors (eg.) Security Risk Factors (eg.)

Vulnerabilities - Inbound Dependancies and of new code

Vulnerabilities - Inbound Dependancies and of new code
| Consequences - Outbound Vulnerabilities to others P

| Consequences - Outbound Vulnerabilities to others

Testbed Deployment

I'3app Component Procurement [

Supply Chain Measures Integration
Component configuration Integration and Configuration
Configuration Change Functional test cases
L Management |1

3GPP Security Measures
Specific Configuration management

DevOps
CI/CD tooling

I Security Risk Factors (eg.) 1
Threats - Supply chain,
Vulnerabilities - Inbound Dependancies, new config,
combinatorial vulnerabilities

| .Consequences - Outbound Vulnerabilities to trials |

Assumptions

Organisational Security Policies of
partners are suitable

Figure31 Components of the FIDAL security methodology

16.6.2 Security Awareness across the project

FIDAL partners understand security as addressing three aspects: people, processes, and technology. By ensuring
both developers and users akmowledgeable and securiyonscious, implementing robust processes, and deploying
secure technologies, FIDAL can create more resilient and secure solutions and environments. The FIDAL sect
declaration, guidelines and assessment will increase insigists,awareness and maturity level as the project
progresses, with revised assessment rounds likely needed.

Partners bring a mix of security foci, with some focusing primarily on the security of technology (software vulnerability
robustness), some on theecurity of people (e.gconfidentiality agreements, physical access to testbeds, ability to
bend rules, organisational requirements), and others on information processes (e.g., data exposure, particularl
personal data or through information exchange e Sy LI NIy SNEO® ! a4 GKS &a2f dziA 2
security processes will need to be further specified to support partners in thinking about security as at¢emtrad
technology process, where people, process, and technology work togédhmake security in specific contexts,
situations, and goals.

Current Security Practices and Foci
CL5![ LINIYSNBQ aSOdzZNA(Ge& LINIOGAOSa INB olFlaSR Ay 02,
perform trials, uninterrupted acess, and connectivity) is a key driver and motivator for partner security practices.
Confidentiality encompasses protecting information from being accessedinaythorised parties during an
experiment. Integrity centres on secure and protected data trassian. To minimize risk prior to assessment, secure
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and strong authentication anduthorisationprocedures are already in place across the components, the use of critical
components is limited to a sufet of personnel with appropriate credentials, and #adle access logs are
maintained. One partner also engages with RBAC and VPN solutions to limit risk. Informational risk processes inclt
secure data handling, minimising sensitive data collection and retention, anonymizing when possible, and usir
encnyption mechanisms for sensitive data protection at rest and in transit.

Risk assessment

Acknowledging theunique configurations and contexts across the UCs, partners currently assess security riske
processes per case and if one is identified develop anrexpat to test and mitigate it. Risk assessment will be
harmonised across the project.

Software Development
Partners developing software engage in quality and security assurance measures including:

1 Separating development and deployment environments
o Develping the software in a firewalled environment, separate from +watld deployment.
i Staying up to date
o0 Keeping current with security and QA guidelines
o Ensuring all programs, frameworks, and libraries are latest versions.
1 Internal testing and uniformity @rctices
o Internal robustness testing (of various degrees and styileduding onSQL injection, crossite
scripting, engaging static code analysis tools)
0 Some partners follow Test Driven Development while others engage in unit testing to proactively anc
with agility identify and address security concerns.
0 Engaging checkstyle rules to verify that code formatting is universal across the team.
1 Protectingdata processing and movement
0 Encryption mechanisms to protect data transmission.
0 Authentication/uthorisationsystem for user identity verification
9 Dataprotection practices where required for the UC
o Privacy protection through personal data anonymization
o Data deletion after the project or per user request

DevOps CI/CD processes

Patners engaged in DevOps CI/CD processes for component development employ security mechanisms to ident
potential security vulnerabilities in ways that support the greatest chance to be patched.

Limit the dependencies to thirgarty libraries

Use thelatest compatible dependency for a given software

Follow the recommendations for security vulnerabilities proposed by github (for processes on github)
Use preconfigured Jenkins pipeline that includes vulnerability scanning using Sonarqube.

Engage deplayent pipelines with verification and validation processes against CAPIF.

=A =4 =8 =8 =4

16.6.3 Building trust across and beyond the project
Trustworthiness carries a rich range of definitions for FIDAL, relevant to the diversity of partner contributions anc
experiences. Sectiterror! Reference source not foundlustrates the complexity of the different dimensions of trust.

Trustworthiness can imply confidence, assurandependability, certainty, reliability, credibility, and integrity. It can
reference systems, organisations, processes, or people. It can further be defined by the source, timeliness, and tl
importance of information, where truthfulness and correctnedso become criteria. The diversity of definitions also
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suggests the need for clarity and agreement along the way to ensure the technical, informational, and human aspec
of trust are fittingly addressed in ways that support hurr@entred security needs.

Negative factors affecting user trust include:

0 Understanding the risks of efhe-shelf components/code

0 Much technology is currently adapted to consumer security needs and not those of PPDR.

0 Users engage with interfaces that do not always (stoould always) show the risks associated with what is
connecting them.

Trust is not a ondime assessment but an ongoing process that requires periodic reassessment and verification
Engagement with endsers to understand how technological development anganisational practice inform each
20KSN) ySSRa G2 06S AGSNIGAGDGS IyR O2yilAydz2zdzad ¢ NHzad O
security standards of a system that are enforced (e KPIs showing consistent behavior oftbapps and their
results in the testbeds), and via identification of organisational processes\e gnternal metrics or observations).
Previous experience with the person/party/company/tool and knowledge of prior success stories can play a large pa
in establishing trust, where attitude and consistency in delivering on their promises and most importantly their
willingness to participate in solving sudden issues and/or problem become additional criteria.

What is done during the project also impactsybad the project. For example, improving explainability and
understanding of security enablers for users is key for when they lose direct access to developers and have to ma
trust assessments themselves. Activities to build trust beyond the projechchrde, during the project:

0 developing training and repository of services around security

0 interactions during the project to build strong basis for future trust.

0 Working by partners to gain a deep understanding of trust drivers and enablers duringofeetpran support
improved definitions, design, and explanations afterwards.

16.6.4 Building resilience across and beyond the project

wSaAftASYyOS aAa | YSIFIAadz2NBE 2F | aeadsSvyQa FoAfAdGe &2 N
Compromise could be in the infrastructure, wired and wireless communication bearers, virtual components, physice
networking, virtualisation hardware, and data transfer activities. Information being carried within the infrastructure
must be secured in aay that does not rely on the infrastructure for that security. These elements intertwine and
shape trust (e.g., software trust hardware, hardware trust software, user/provider trust both). Thus, FIDAL will develo
a robustness rational and service leveremgment that supports resilience, relevant to the UCs requirements. A
security approach and architecture in support of this will be established for reuse within and across the test beds.

However, currently, there is a lack of processes and mechanismsatiecfit-for-purpose security validation across

the supply chain, 5G security requires different skillsets than previous forms of connectivity, and there is limitec
education or training to support formations of security strategies. With the influx ofdstals in the area without
strong guidance as to how to prioritise them, FIDAL will:

9 Focus security activities, as a priority, on what needs to be protected in a use case and what matters abol
that protection (e.qg., is it availability of information, intéy of interactions, confidentiality of systems). These
activities will need to be continuously-evaluated and revalidated throughout the project to ensure fit for
purpose and effectiveness.

1 Engage telemetry and Al to support monitoring and detectidrthweats as well as to automate (when
appropriate) mitigation, validation, and certification measures and methods.

1 Integrate technology across usase architecture in ways that support etmtend view of system and data
integrity.

50Rhodes et al. (2015) 5G innovation opportunities discussion paper. Future Technologies Network. Available at
https://repository.uel.ac.uk/item/85005, p. 59
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1 Where possible, engagetwork slicing as a component of security.

These actions will be supported through the exchange of information between the testbeds and the common
repositories to evaluate and compare results (for improvements)

Any resilience plan also needs to consibdasiness continuity plans within and beyond the project. FIDAL will build a
plan for scalability and flexibility that accommodates future growth (increased demand, geographic resiliency) an
changes in project requirements, allowing the designed platftoneasily adapt and scale without compromising
performance or security. For example, automation can, during the project, focus on automated configuration,
deployment and testing (e.gresource reallocation) to ensure service continuity. For after thegatoja focus on
automation of software components deployment will add to the resilience beyond the project since components will
0S SlraAirfte aglLIIofS Ay ¢SadoSRa FyR LINRPRdAzOUGA2Y Ay T
developersi 2 dzaS CL5! [ Qa AYFNI a0dNHzOGdzNB> LINRf 2y 3IAy3a Ada |

Risk from mobile outage

Emulating a mobile network where there will be a loss of mobile connectivity is particularly relevant for the UCs ye
poses a challenge for FIDAL, thus future security risdssag®ent practices need to ensure resilience is both component
and UC appropriate (e.g., emulate mobile networks in the test environment@sting equipment from vendors such

as Spirent or Keysight to reproduce Network conditions during tests).

16.6.5 Maintaining a Library of Security Controls

In FIDAL, we will maintain a library of security controls. This represents where security measures are put in place duri
component development and testbed integration and will be updated during the project wimgtigations are
implemented in response to a risk identified during the risk management process

In this library we will identify the following neexhaustive list of factors:

1 Known Vulnerabilities and patches,
o leveraging public records of known vulnbiiities (e.g, Mitre CVEY)
0 regular software updates
1 Known secure configurations:
o Classical IT components
0 Telecom specific components
1 Reference to publicly available national and international guidance
o0 ENISA topics
o GSMA Knowledgebase
o National guidancérom CSIRTs e,§JK National Cyber Security Ceftre
1 Project specific learnings and fixes

There will be a process of disclosure and recording in the project where partners will be encouraged to shar
knowledge of security vulnerability amaitigations. Where specific learnings are not yet found publicly, then measures
will be taken to disseminate that through appropriate disclosure methods. Disclosure methods may not be fully public
such as GSMA Coordinated Vulnerability Disclosure (CUgrpptme?®.

51 https://cve.mitre.org

52 https://www.enisa.europa.eu

53 https://www.gsma.com/security/5ecyberecurity-knowledgebase/

54 https://www.ncsc.gov.uk/section/advicguidance/altopics

55 https://www.gsma.com/security/gsmaoordinatedvulnerability-disclosureprogramme/
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For information, ENISA provides CIRAS, a useful, but anonymised, visualisation of breach notfidatismns.useful
for general awareness, but unlikely useful for FIDAL detalil.

16.6.6 Specific needs of the project
Existing Securit¢oncerns among partners and UC include:

Testbed:

Testbeds raise a particular security challenge for FIDAL, where security is blended between organisational a
technical aspects. Concerns exist around unauthorized access and installation of harmfuteseftowey with the
integration of network applications.

Partners internal security processes to mitigate these risks include clearly defining the security requirements an
202S00GA@Sa FT2NICL5! [ Qa ySiaeg2N] I LLlikyQrtedrity2ayalabilkyy dddesizR A
controls, and secure communication. In addition, partners consider guidelines and recommendations from reputabl
sources, such as the vendor documentation, security osg#ions, or industnspecific standards. Opetfanal
monitoring of testbeds is currently done by a mix of 24h monitoring and alerts for strange traffic spikes and resource
usage, random traffic monitoring, which would need to be consistently decided upon across the project anc
proportionate to risksPartners complement these mechanisms with software tools such as Kubernetes (to manage
cluster deployments), Docker and Helm Charts (to manage singular or multiple container deployments), Terraform fi
managing Infrastructure as code, and Ansible for igurktion of services. When possible, files are stored in Github
or GitLab to control changes. Partners also support organisational aspects by, for example, removing defat
passwords or for deactivating interfaces that are not necessary.

Use Cases

Uses Cses in particular raise security concerns for FIDAL, including:

1 Security in a mukienant infrastructure

1 Unauthoreed access (to the network applications, software, core datacentre, hosting the 5G SA Core, othe
critical entities)

1 Onboarding of harmfuoftware, e.g., through Open Calls

1 Man-in-the-middle attacks on the connections between UEs, edge nodes and cloud making available the
eavesdropping of sensitive data

1 Lack of necessary bandwidth and improper latency lags leading to system malfunction
1 Comection loss or degradation between the software running on UEs and the cloud services, prohibiting this
way the necessary communication with cloud services
1 Confidentiality, network and services exposure, integration with the testbed services
9 Data securityNetwork security, User authentication, Incident response and recovery
Open Calls

Open calls raise unigue security concerns due to the integration of outside, less directly controlled components int
the FIDAL testbeds. Thus, they need special securisiderations, potentially built around a zetust approach, to

be considered both within the projects internal guidelines (as security policies and procedures) as well as the open ¢
criteria.

Considering this, the security policies and practicesbeithmong the criteria for proposal and results evaluation. This
can include:

1 how the applicant manages access control
1 how the data is protected
1 incident management; how potential vulnerabilities are tracked, identified and corrected

56 https://ciras.enisa.europa.eu
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9 security incident hisiry (recorded past security incidents)

9 adherence to standards and best practices.

9 data protection and privacy procedures, particularly when UC require sensitive data handling, storage ant
encryption.

9 other regulatory aspects and ethics guidelines considered.

16.6.7 Needs of the verticals
PPDRPPDR raises unique priorities in security riseasment and mitigation, engaging particularly sensitive contexts.
In crisis situations, network availability is vital both for mission critical communications and public trust.

1 Security of mobile Infrastructure and lopart of critical infrastructurewith supply chain interdependence of
other actors such as utilities (power generation/distribution, intelligent transport), resilience across this
complex connectivity is paramount. System robustness, here, is equally important to security as mitigating
cyber vulnerabilities. Network isolation, device identification, secure communication can all support security.

1 Processing sensitive and personal information of the pubdiach as information handled by the Emergency
Services, Health Care, which requireditidnal levels of security, data protection, privacy, and ensure security
measures maintain the dignity of the public affected by the emergency. Any service layer interfacinaf (e.qg.
health, fire, police, public, private, etc.) raises heightened ridk$work, physical, onsite, and cloud security
are all required.

91 Dynamic security needsecurity needs change over time, quickly, as a crisis progresses, prioritising different
security requirements at different stages of an emergency. Related, as PP@Ragmers move around to
address the emergency, they could face new service conditions and unknowns regarding MNO interfacing ar
switching to other carriers. PPDR use case security strategies require liaising early to understan
interdependent security ad policy requirements. This poses a particular challenge for automated security
processes, which on the one hand relieves PPDR practitioners from having to think about security of thei
systems while they engage in securing the safety of their communiiigsalso does not always support the
diverse security arrangements raised by each new crisis.

9 Safety of PPDR personnain the scene, putting their lives at risk, security needs a strong focus on its human
impact, appropriately balancing security o$ystem with security of the person.

1 Supply chain securityensure accountability of the security and privacy levels across the supply chain,
maintaining the sensitive needs of PPDR at all points within its lifetime. These supply chains, and relate
materids, ICT systems and apps need continual monitoring duringlolewment and lifetime use. Similarly,
this requires the ability to assess h@alitics could affect component choices, downstream IP, and sovereign
control.

1 Physical damage emergencies often coemwith physical damage to infrastructure (g.gast or sensor
damage), pointing to the need for physical security practices paired with cyber security.

1 Identity and access managemento support only those with appropriate rights and verified identities t
access services and resources at the right time for the right reasons.

1 Connecting with legacy system&®PDR have existing systems and processes which need to remain closed
Thus, new tools will likely have to open their API to these systems, requitistgstgnatures.

Media: Media, as a vertical, compromises of public services, big data, surveillance capabilitiesctdegeenues,
private companies, private spaces, as well as artistic and cultural systems. This compkeyemeiti context makes
security concerns particularly challenging to predict.

1 Securityof smart infrastructure unauthorised access can realise critical infrastructure vulnerabilities such as
g GSN)I aeaidsSy KIFEO1Ay3 2N St SO (relidibiiiyandsafely Ketmork pRyFical, L2
onsite, and cloud security are adiquired. This needs to be complemented with the ability to develop a routine
risk assessment strategy and mitigation plans related to the entire supply chain from sensor development an
deploynent to integrated human and technology internal processes to manage access installed sensors.

9 Security of personal, public service, and business dataauthorised access to media services can lead to
personal data breaches as well as reveal sensitivenbasipractices, posing a threat to privacy and business
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continuity. This requires system security processes, from encryption to anonymisation. In places, automatiol
processes can improve these security processes (such as logging access and actions).

1 Contert security. related to the above, media carries with intellectual property, which can be stolen.
Additionally, audiences can experience gaps in quality of services posing a threat to economic sustainabili
and growth. This requires protection of physisarvers, data transmission routes and related connectivity
infrastructure as well as organisational security practices that enable and limit human behaviour.

91 Protectionof persons Access to large scale media systems can reveal the positiongresence of large
public groups or even select individuals, posing a threat to their safety, wellbeing, and dignity. This involve
development of improved risk visibility processes that support security assessment teams and auditors t
identify threats, vinerabilities, and impacts of different mitigation measures taken. Transparent (if securely
distributed) documentation can further support these efforts.

91 Public accesand interfaces in some use cases, the public can access or post content, affectindciwtsiof
security protocols can work across the diversity of public devices. This additional traffic expands the securit
threats, vulnerabilities, and who experiences the consequences (e.g., uploaded or downloaded maliciou
content, hacking, affects sirftaneously private individuals and public services). Encryption, filtering, and
access rights are all necessary.

16.6.8 Risk based approach to Al

The general black box nature of Al, where incorrect behaviours are difficult to anticipate, detect and/or debug, raise
IANBIFG aSOdaNAR(Ge O2yOSNyad ¢KA&AX Ay LINIZI O02YSa FNRY |
consistencymonitoring, and existing biases in the training data. This can be exacerbated by difficulty in identifying
responsibility after a harmful outcome (along with potential lack of accountability andeftdttion in the involved
persons, both users and ddepers). This is particularly relevant in systems that involve deeisiking processes,
especially automatic ones. Identifying and addressing these potential errors or unwanted system behaviours can |
very resource intensive. Concerns, thus, exist alloatintegration of Al with the rest of the components in FIDAL. Al
Ay CL5!'[ A& LXIYyySR (2 06S tS@OSNI3ISR WIra I aSNBAOSQ:
modules whenever needed. Modelling a versatile feature such asnAbeahallenging. Similarly, ethical challenges
can arise, for example around service denials, that raise novel forms of bias mitigation requirements.

Consequently, Al components used in the FIDAL project must be risk assessed following the approazhytbeid
EU Artificial Intelligence Act which is illustrated in

Figure32.

A risk-based appr oach to regulation

Unacceptable risk .
A e.g. social scoring ——  Prohibited

Permitted subject to compliance
with Al requirements and ex-ante
____________ conformity assessment
| *Not mutually {
M exclusive i . .
——————————— Permitted but subject to
information/transparency
Obligations

Permitted with no restrictions

m European
Commission
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Figure32: EC Risk based approach to Al Reguiéti

Al - Measures to protect Al as a Service (AlaaS)

Adversarial Machine Learning (AML) is a class of data manipulation techniques that cause alterations in the behavic
of Artificial Intelligence (Al) systems while going unnoticed by humd@hsse alterations can cause serious
vulnerabilities to missiomwritical Alenabled applications and specifically to APIs serving Al models. These
vulnerabilities may include either data poisoning which has an impact onto the training of the model, evdatan

which has an impact onto the weights of the Al model and thus the way it produces its results. Within FIDAL, we w
investigate the case of robustifying the AlaaS capabilities by augmenting the datasets with adversarial examples
safeguard, seae, and make the Al systems more reliable. The need arises from the fact that Neural Networks are a
good as their data. At the same time, data may be prone to inherent distortion, noise, and errors. The challenges pos
by AML have recently attracted thatention of the research community, as possible security issues on Al systems
which can pose a threat to systems reliability, productivity, and safety.

In this context, there is a pressing need for robustifying the Al models against diverse peatiersbaial attacks. The
research and development efforts need to be intensified and drill into the details and the specificities of existing A
systems, investigate their vulnerabilities, and introduce solutions that make machine learning (ML) and dsap lea
(DL) models more resilient against adversarial inputs, attempts of poisoning, and evasion attacks. To tackle the
security aspects, in FIDAL we will devise different adversarial techniques by extending the work of Anastasiou et
(2022), includingdversarial training and defence algorithms to investigate their applicability and effectiveness under
real networking condition$§?

Al used for assisted situational awareness

State of the network Al will be used to monitor and adapt the configuratidntestbed networks to optimise their
function. Risk will be assessed to consider the scope of human natification and intervention so as to no artificiall
create network inefficiencies and outages.

Use case specifiésl Network Applicationss may be usedhe User plane as an example of the benefit 5G capability
to improve the Use Case.

1 PPDR: Al may be used to improve a response situational awareness. It is unlikely that live data will be used,
we expect risk to be low.

1 Media: Al may be used for conteaibject classification, manipulation and/or creation. For example, identifying
age related content.

16.7 Security Processes
Here we summarise some of the processes in the FIDAL Methodology.

16.7.1 Supply Chain considerations

All partners shall be aware of the conceraf supply chain risk as stated in the 5G Toolbox, and the declaration made
as illustrated in the DoA which is presented in sectwror! Reference source not foundOpen cdk will require to
communicate the Horizon Europe declaration (sectwror! Reference source not founyland ensure that the FIDAL
partnership can continue to honour that dechtion.

16.7.2 Security Accreditation and Certification

57 Taken from the presentation ofordanka Ivanova, Lalgand policy officeEuropean Commission, DG Connect. Presented at PSCE Forum
Conference on 30 November 2021: https://www.p=sarope.eu/psceconferences/brusset2021/

58Bécue, A.; Praca, |.; Gama, J. Artificial intelligence, cybéreats and Industry 4.0: Challenges 669 and opportunities. Artificial
Intelligence Review 2021, 54, 38483886.

59 Anastasiou, T., Karagiorgou, S., Petrou, P., Papamartzivanos, D., Giannetsos, T., Tsirigotaki, G., & Keizer, J. (2022). @iswar
Robustifying Image Classifiers againg the Perils of Adversarial Attacks on Artificial Intelligence Systems.Sensors22(18), 6905.
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This will not be primary goal for testbeds such as in FIDAL, but all partners should be aware of Accreditation ai
certification schemes in order to safeguard future adoption of solutions:

1 ENISKertificatiort®,

1 GSMA Security Accreditation Schéfne

1 Common Criteri#.
16.7.3 Software Quality
Awareness will be drawn across the project, and guidance provided, towards the importance to follow software qualit;
processes and procedures. This is outlined otisa 16.5.4in the context of low to high TRL, and is placed within the
overall methodology explained in Sectibf.6

Examples of public materials include:

Secure Software Engineering Initiatites

ADVANCING SOFTWARE SECURITY IN THE EU: The role of the EU cyleetifieatioty framework?;
From candidate to certificatidf;

Use of Static analy$fs

Common criteri&'.

= =4 =4 =4 =4 =4

16.7.4 Operational monitoring
Details of operational monitoring will be collected from testbed operators to seek the possibilities to detect anomalous
activity in the system. This can then be used to reassess risk (please r&stit;n 16.7.9.

16.7.5 Manual Risk Assessment

The primary approach in theIDAL Security Methodology is risk management centric, where we seek to establish anc
keep a risk register up to date. The security approach of FIDAL will be bogiot should start with components and
interconnect. Then move on to networking and infation flows. The participants know their own information and
technology assets. They will have their own view on security and will help prioritise security risk and implemen
mitigating actions. Our risk assessment process consists of two work streams:

1 Atechnical assessmenfTechnical vulnerability/risk presenting vulnerability to information assets.
1 An information assessmeninformation flow vulnerability and risk based on business needs.

For FIDAL, the technical assessment will be most importahe information assessment is not considered to be
important as the FIDAL solution is not intended to carry live information. This will be considered for cases where th
full solution is tested, and where there is potential for live information exchange/whh¢ { | 9 Qa @

Our approach to risk assessment is more lightweight than 1ISO27005, or NIST risk standards. We base our |
management approach to the more generic ISO 31000, which is then utilised in context for the FIDAL project.

This approach has been usédA (G KAy | 2 Manhg2rnyent @fiNetworked loT Wearabled/ery Large Scale
Demonstration of Cultural Societal Applicatins a h b L / !5 aniNBuBIS Gpon work of the FP7 project
WtaNSy G A BS aSiK2R2f 238 | BRREMPRWENCAdIng Bundath@aliv®® in Physidalf A
Security risk, documented for DG Energy in 2010: Reference Security Management Pl&h RSMP

60 https://www.enisa.europa.eu/topics/certification

61 https://www.gsma.com/security/securitaccreditatiorscheme/

62 https://www.commoncriteriaportal.org

63 https://www.enisa.europa.eu/publications/secursoftware-engineeringinitiatives

64 https://www.enisa.europa.eu/publications/advancirgpftware securitythroughthe-eu-certificationframework
65 https://www.enisa.europa.eu/topics/certification/frorrcandidateto-certificationrscheme
66 https://owasp.org/mwwcommunity/controls/Static_Code_Analysis

67 https://www.commoncriteriaportal.org

68 https://www.monica-project.eu/home/aboutmonica/

69 https://cordis.europa.eu/project/id/607093

70 https://energy.ec.europa.eu/system/files/20161/2010_rsmp_0.pdf
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UK DCMS 5G Testbeds and Trials funded projects also use the same methodology:

1 UK DCMS Mobile Access North Yorkshire (MANY)
1 UK DCMS 5G Factory of the Future (5GFoF)

The following risk assessment approa€fg(re33) was shared with partners at the Kick Off meeting:

D

Asset

Threat

Consult and Inform

Manage
Exposure

Risk Assessment

Charaderis ation

Assessment

Vulnerability
Assessment

Consequence
Assessment

Monitor

Operate

Interaction with other processes - Intelligence,
IA, logistics & procurement, physical mobility,
etc

Figure33: Risk Management approach

In risk assessment traditionally, information security focuses on confidentiality, integrity and availability, but a chang
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includes political threat, commercial thaie (IPR), and the related threat intent and capability.

In FIDAL, the risk assessment should bereated and peer reviewed. Noting that documentation is only useful if it is
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interconnect and information flows usingrchiMate’!, open source software. This serves to identify components,
associated Intellectual propgr (considering supply chain factors) and their link to risk factBisk factors are
illustrated inFigure34. Our risk methodology can scale accogly to the scope of the factor to be assessed.

7L https://www.archimatetool.com
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Risk=Incident likelihood x Incident impact
=Capability x Motivation x Vulnerability x Incident Impact

P

Incident likelihood= Threat x Vulnerabilit Incident Impact

[T

Threat= Capability x Motivation| | Vulnerability

AN

Capability Motivation

Figure34: Factors of risk assessment

Figure35illustrates a 2step approach to risk where Technology and Information flow and considered individually. For
technical risk, all components of the testbeds are considered. The Informatirrdjoresents the information that
may flow during trials. This is especially important if live data includes operational data and/or personal data.

Technical Technical Technical
Vulnerability Consequence Risk

Technical
Asset

Technical
Identification Assessment Assessment Calculation Mitigation

Technical
Threat intent
and capability

Common ie
A2B2 Threat Assess Mitigate

Identification

Information
Threat intent
and capability

- "\\

Information B2.2 \B/? Information Information
Asset | Vulnerability Y ——> Consequence

Identification \‘ Assessment Assessment

Information
Risk
Calculation

Information

Mitigation

Reassess

Figure35: Interdependent risk assessment on the technical and information layers

16.8 Summary and Conclusion of the FIDAL Security Methodology
In Summary, as described throughout this section the FIDAL Security Methodology will evolve including the
following:

1 Developing a Structured Security Framework for evolved 5G and 6G, centred on risk management processe
9 Fostering the culture of

0 Software quality and supporting DevSecOp processes.

0 security aware network management
1 Open Call selection and momiing criteria

0 Working on the zero trust principle
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o a build of the trust relation between FIDAL partners and the external parties engaged.
1 A shared awareness across the project of

0 Technical Network security and network application specifics

0 UE securit and UE application specifics

o Network Federation considerations

0 AlaasS security risk
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17 Conclusion

This deliverablgresentedthe in-depth analysis conducted by the project consortium on the use cases within the
FIDAL project scope, which are expectedheawe a transformative impact on the future of 5G networks and
applications. The analysis aimed to identhg key stakeholders and their respective roles in each use case, capture
stakeholder requirements, determine the technical and business Key Perfmendicators (KPIs), establish the
desired targets for those KPls, and define the necessary measurement methodologies.

In performing the use case analysis, the project took into consideration the most recent recommendathmsod
5Gtechnologiesand KPIs from the 58PP (5G Infrastructure Public Private Partnership) perspective.

Furthermore, this deliverable provides overview of the work accomplished during the initial phase of the project,
focusing on theequirements elicitation, the securitynplications,and thedesign of the overall architecture of the
experimenters' platform. It outlines the various componerntsat comprise the platform and identifies their
integration points within the system.

It's important to note that this deliverable represents the initial version submitted for the first phase of the project
and will undergo continuous updates to ensurengaiance with high standards. These updates will incorporate
feedback from technical reviews as well as insights gained from subsequent tasks and activities within the project.
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Annex:

A. Standard Network KPI Definitions

This section presents standard network KPIs as defined for 5G networks, including target values set for the 5G syste
The definitions of the KPIs and how they are evaluated will be reused for B5G and 6G but the target values will |
updated. In this seatih the KPIs are described along with 5G target valuesw target values for B5G and 6G are
proposed in the following Section based on input from32rojects. The KPIs from standards covered in this section
are selected based on presence of relatedsiom ICI62 projects, meaning that some KPIs previously described in
standards are left out, e.gKPIs related to mobility.

1 Peak Data Rate

The following definition of Peak Data Rate is from-RW.24100 (11/2017)[4]. Peak data rate is the maximum
achievable data rate under ideal conditions (in bit/s), which is the received data bits assuminfrearoonditions
assignable to a single mobile station, when all assignable radio resources for the corresponding link direction a
utilised (i.e, excluding radio resources that are used for physical layer synctatiomn, reference signals or pilots,
guard bands and guard times).

Peak data rate is defined for a single mobile station. In a single band, it is related to the peak spectral effidency in t
band. Let W denote the channel bandwidth aitlDdenote the peak spectral efficiency in that band. Then the user
peak data rate Rp is given Bguation 1:

s ®z2YP(eq. 1)

Peak spectral efficiency and available bandwidth may Hifferent values in different frequency ranges. In case
bandwidth is aggregated across multiple bands, the peak data rate will be summed over the bands. Therefore,
bandwidth is aggregated across Q bands, then the total peak data rate is

Y B0 ® z2°YO (eq.2)
wherew and™YOO A T MIXvO |NB GKS O2YLRySyld o6FlyRgARGKA | YR
This requirement is defined for the purpose of evaluation in the eMBB usage scenario.
The minimum requirements for peak datate are as follows

o Downlink peak data rate is 20 Ghit/s.
0 Uplink peak data rate is 10 Gbit/s

1 User Experienced Data Rate
The following definition of User Experienced Data Rate is frorRIMJ24160 (11/2017)4].

User experienced data rate isetb% point of the cumulative distribution function (CDF) of the user throughput. User
throughput (during active time) is defined as the number of correctly received bitghieenumber of bits contained
in the service data units (SDUSs) delivered to L&8y@ver a certain period of time.

In case of one frequency band and one layer of transmission reception points (TRxP), the user experienced data r:
could be derived from the 5th percentile user spectral efficiency through equation (3). Let W denote the channe
bandwidth and’YO denote the 5th percentile user spectral efficiency. Then the user experienced datarratejs

given by:

Y ® 2YO (eq.3)
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In case bandwidth is aggregated across multiple bands (one or more TRxP layers), éxpesenced data rate will
be summed over the bands.
This requirement is defined for the purpose of evaluation in the related eMBB test environment.

The target values for the user experienced data rate are as follows in the Densed &#WHB test enviroment for
5G networks:

o Downlink user experienced data rate is 100 Mbit/s.
0 Uplink user experienced data rate is 50 Mbit/s

These values are defined assuming supportable bandwidth as described in RepBriMT412 0 [8] for each test
environment. However, the bandwidth assumption does not form part of the requirement. The conditions for
evaluation are described in Report FRIM.24120 [8].

1 Area Traffic Capacity
The following definition of Axa Traffic Capacity is from [TRIM.24100 (11/2017)1].

Area traffic capacity is the total traffic throughput served per geographic area (in Mb#ysirhe throughput is the
number of correctly received bits, i.e., tmeimber of bits contained in the SDUs delivered to Layer 3, over a certain
period.

This can be derived for a particular use case (or deployment scenario) of one frequency band and one TRxP lay
based on the achievable average spectral efficiency, ndétweployment (e.g.TRxP (site) density) and bandwidth.

[ SG 2 RSy20S8 G(KS OKIyySt ol yR3J The ar&a traffic Rapdcity r&aSs retatedto |
average spectral efficiency’'O through equation

0 NZw z2"YO (eq.d)
In case bandwidth is aggregated across multiple bands, the area traffic capacity will be summed over the bands.
This requirement is defined for the purpose of evaluation in the related eMBB test environment.

The target value for Area traffic cagity in downlink is 10 Mbit/s/m2 in the Indoor HotspoeMBB test environment
for 5G networks.

The conditions for evaluation including supportable bandwidth are described in Repdr WM24120 [8] for the test
environment

1 Bandwidth
The following definition of Bandwidth is from ITRJM.241600 (11/2017)[1].

Bandwidth is the maximum aggregated system bandwidth. The bandwidth may be supported by single or multipl
radio frequency (RRarriers. The bandwidth capability of the RIT/SRIT is defined for the purpose «f0ROT
evaluation.

The requirement for bandwidth is at least 100 MHz.

The RIT/SRIT shall support bandwidths up to 1 GHz for operation in higher frequency banalsaiee @ GHz).
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Proponents are encouraged to consider extensions to support operation in wider bandwidths considering the researc
targets expressed in Recommendation 4RW1.20836].

The RIT/SRIT shall support scalable bandwidth. Scdlabtividth is the ability of the candidate RIT/SRIT to operate
with different bandwidths.

1 Connection Density
The following definition of Connection Density is from-RW.24160 (11/2017) [4].
Connection density is the total number of devices fidfjla specific quality of service (QoS) per unit area (péy.km

Connection density should be achieved for a limited bandwidth and number of TRxPs. The target QoS is to supp
delivery of a message of a certain size within a certain time and with @icsriccess probability, as specified in Report
ITUR M.2412018].

This requirement is defined for the purpose of evaluation in the mMTC usage scenario.

The minimum requirement for connection density is 1 000 000 devieeki?.

1 Latency
The following definition of User and Control Plane Latency is frorRITAJ24160 (11/2017) [4].

User Plane Latencyser plane latency is the contribution of the radio network to the time from when the source
sends a packet to when ¢hdestination receives it (in ms). It is defined as the-osagy time it takes to successfully
deliver an application layer packet/message from the radio protocol layer 2/3 SDU ingress point to the radio protocc
layer 2/3 SDU egress point of the radio ifiége in either uplink or downlink in the network for a given service in
unloaded conditions, assuming the mobile station is in the active state.

This requirement is defined for the purpose of evaluation in the eMBB and URLLC usage scenarios.
Theminimum requirements for user plane latency in 5G networks are:

o0 4 ms foreMBB
0o 1 msfor URLLC

assuming unloaded conditions (i.e., a single user) for small IP packet(byge payload + IP header), for both
downlink and uplink.

Control Plane Latecy:/ 2y GNRf LI IyS €t GSyOe NBFSNER G2 GKS GN¥ya
Idle state) to the start of continuous data transfer (eActive state).

This requirement is defined for the purpose of evaluation in the eMBB antd@R¢age scenarios.

The minimum requirement for control plane latency is 20 ms. Proponents are encouraged to consider lower contrc
plane latency, e.g., 10 ms.

1 Reliability

The following definition of Reliability is from FRJM.24160 (11/2017)[4].
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Reliability relates to the capability of transmitting a given amount of traffic within a predetermined time duration with
high success probability.

Reliability is the success probability of transmitting a layer 2/3 packet within a eghjmaximum time, which is the
time it takes to deliver a small data packet from the radio protocol layer 2/3 SDU ingress point to the radio protoco
layer 2/3 SDU egress point of the radio interface at a certain channel quality.

This requirement is defad for the purpose of evaluation in the URLLC usage scenario.

The minimum requirement for the reliability is1D-5 success probability of transmitting a layer 2 PDU (protocol data
unit) of 32 bytes within 1 ms in channel quality of coverage edge folutmn MacreURLLC test environment,
assuming small application data (e.g., 20 bytes application data + protocol overhead).

Proponents are encouraged to consider larger packet sizes, e.g., layer 2 PDU size of up to 100 bytes.

1 Peak Spectral Efficiency
The following definition of Peak Spectral Efficiency is frorARTW.24160 (11/2017) [4].

Peak spectral efficiency is the maximum data rate under ideal conditions normalised by channel bandwidth (i
bit/s/Hz), where the maximum data rate is the reaivdata bits assuming err@ree conditions assignable to a single
mobile station, when all assignable radio resources for the corresponding link direction asedufile, excluding

radio resources that are used for physical layer synchronizationrenede signals or pilots, guard bands and guard
times).

This requirement is defined for the purpose of evaluation in the eMBB usage scenario.
The minimum requirements for peak spectral efficiencies are as follows:

o Downlink peak spectrafficiency is 30 bit/s/Hz.
0 Uplink peak spectral efficiency is 15 bit/s/Hz.

These values were defined assuming an antenna configuration to enable eight spatial layers (streams) in the downli
and four spatial layers (streams) in the uplink. Howevads, does not form part of the requirement and the conditions
for evaluation are described in Report FRUM.24120[8].

1 5th Percentile User Spectral Efficiency
The following definition of 5th Percentile User Spectral Effiyes from ITLR M.24100 (11/2017) [4].

The 5th percentile user spectral efficiency is the 5% point of the CDF of the normalized user throughput. Th
normalised user throughput is defined as the number of correctly received bitsthenumber of bis contained in

the SDUs delivered to Layer 3, over a certain period of time, divided by the channel bandwidth and is measured
bit/s/Hz.

The channel bandwidth for this purpose is defined as the effective bandwidth times the frequency reuse facter, wher
the effective bandwidth is the operating bandwidth nornsatl appropriately considering the uplink/downlink ratio.

With'Y Y denoting the number of correctly received bits of us€epvithe active session time for user i and W the
channel bandvdth, the (normalized) user throughput of uset,is defined according to equatidn
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Y —— (eq.h)

This requirement is defined for the purpose of evaluation in the eMBB usage scenario.

The minimum requirements for 5thercentile user spectral efficiency for various test environments are sursethri
in the followingTable62.

Table62: 5th percentile user spectral efficiency

Test environment Downlink (bit/s/Hz) Uplink (bit/s/Hz)
Indoor Hotspotc eMBBO0.3 0.3 0.21
Dense Urbag eMBB (NOTE 0.225 0.15
Rural¢ eMBB 0.12 0.045

NOTE X Thisrequirement will be evaluated under Macro TRxP layer of Dense UyleduhBB test environment as
described in Report IR M.24120[8].

The performance requirement for Rut@MBB is not applicable to Ru@MBB LMLC (low moht large cell) which is
one of the evaluation configurations under the RueMBB test environment.

The conditions for evaluation including carrier frequency and antenna configuration are described in Regort ITU
M.24120 [8] for each test environment.

1 Average Spectral Efficiency
The following definition of Average Spectral Efficiency is fromRTI 24160 (11/2017) [4].

Average spectral efficiency is the aggregate throughput of all users (the numiserrettly received bits, i.ethe
number of bits contained in the SDUs delivered to Layer 3, over a certain period of time) divided by the channe
bandwidth of a specific band divided by the number of TRxPs and is measured in bit/s/Hz/TRxP.

The channebandwidth for this purpose is defined as the effective bandwidth times the frequency reuse factor, where
the effective bandwidth is the operating bandwidth normalized appropriately considering the uplink/downlink ratio.

Let'Y “Y denote the number ofcorrectly received bits by user i (downlink) or from user i (uplink) in a system
comprising a user population of N users and M TRxPs. Furthermore, let W denote the channel bandwidth and T t
time over which the data bits are received. The average spegftiailency, YO is then defined according to equation

6:

YO B

——(eq.6)
This requirement is defined for the purpose of evaluation in the eMBB usage scenario.

The minimum requirements for average spectral efficiency for various test environments are summaifiabtbgs.
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Table63: Average spectral efficiency

Test environment Downlink (bit/s/Hz) Uplink (bit/s/Hz)
Indoor Hotspotc eMBBO0.3 0.3 0.21
Dense Urbag eMBB (NOTE 0.225 0.15
Rural¢ eMBB 0.12 0.045

NOTE £ This requirement applies to Macro TRxP layer ofkeese Urbarg eMBB test environment as described in
Report ITUR M.241200(8].

The performance requirement for RwaMBB is also applicable to RuetMBB LMLC which is one of the evaluation
configurations under thdRural eMBB test environment. The details (e.g. 8 km irgiée distance) can be found in
Report ITU R M.2412[8].

The conditions for evaluation including carrier frequency and antenna configuration are described in IRepgrt
M.24120[8] for each test environment.

1 Energy Efficiency
The following definition of Energy Efficiency is from-R'W.24100 (11/2017) [4].

Network energy efficiency is the capability of a RIT/SRIT to minimizadi®access network energy consumption in
relation to the traffic capacity provided. Device energy efficiency is the capability of the RIT/SRIT to minimize the pow
consumed by the device modem in relation to the traffic characteristics.

Energy effi@ncy of the network and the device can relate to the support for the following two aspects:
a) Efficient data transmission in a loaded case.

b) Low energy consumption when there is no data.

Efficient data transmission in a loaded case is demonstrhyeithe average spectral efficiency.

Low energy consumption when there is no data can be estimated by the sleep ratio. The sleep ratio is the fraction
unoccupied time resources (for the network) or sleeping time (for the device) in a period corrésgpaadhe cycle

of the control signalling (for the network) or the cycle of discontinuous reception (for the device) when no user date
transfer takes place. Furthermore, the sleep duration, i.e., the continuous period of time with no transmission (for
network and device) and reception (for the device), should be sufficiently long.

This requirement is defined for the purpose of evaluation in the eMBB usage scenario.

The RIT/SRIT shall have the capability to support a high sleep ratio and long sleemdBraponents are encouraged
to describe other mechanisms of the RIT/SRIT that improve the support of energy efficient operation for both networl
and device.

1 Energy Efficiency in NFV
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The following definition of Energy Efficiency in NFV is from ETSOEN7L V1.1.1 (201D1)[9] and the metric is
defined in 3GPP TS 22.261 V16.4.0 (208)310].

Energy efficiency in NFV is calculated based on data transfer {K&iEfer). Thedlocument specifies two variants of
KPIE&ransfer (KPIEBit transfer and KPIEjgacket transfer) which are measures of the data volume transferred to
and from the NFVI per unit of energy consumed by the NFVI as shown schematically in the following figure.

The determination of the effectiveness of such NFVI in effecting a reduction of energy consumption depend upo
knowledge of the energy consumption of the NFVI and data volume transmitted and received by the NTE with th
NFVI.

KPIEmDit transfer is base on the data volume defined by the arithmetic sum of Layer 2 payload content of the number
of successfully transmitted and received bits. KRl&tket transfer is based on the data volume defined by the
arithmetic sum of successfully transmitted and reweei packets.

KPIEDit transfer and KPIEacket transfer do not take account of:
w 0KS SySNHe& O2yadzYLIiAz2y Ay@2t SR Ay GKS GNIyaL2NI

w GKS SySNHe O2y4&dzyLi A 2e.g208tind, afcd bedN@tie Phiysicalyh@riade G KS R

NFVI hardware resources
ITE NTE

Compute Storage Network

Data volume

Non-renewable
Renewable

Energy

Figure36: Energy efficiency in NFV on data transfi] .

1 HigherAccuracy Positioning
The following definition oHigherAccuracy Positioning in NFV is from 3GPP TS 22.261 V16.4 @62 (M.

Higher accuracy positioning is characterized by ambitious system requirements for positioning accuracy. One typic
area wheredhigheraccuracypositioning is needed is collision avoidance of vehicles: every vehicle must be aware of
its own position, the positions of nedny vehicles, and their expected paths, to avoid collisions. On the factory floor,
it is important to locate moving objects duas forklifts, or parts to be assembled.

The 5G system shall support the use of 3GPP aneBGd*P technologies to achieve higher accuracy positioning.

The corresponding positioning information shall be acquired in a timely fashion, be reliable, andilable (e.g., it
is possible to determine the position).
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UEs shall be able to share positioning information between each other e.g., to a controller if the location informatior
cannot be processed or used locally.

For mobile objects on factory floddGPP TS 22.2610] defines:

Position acquisition time: 500 ms
Survival time: 1 s

Availability: 99.99%

Dimension of service area: 500x500x30m
Position accuracy: 0.5 m

O OO0 0O

1 Quality of Experience

The Quality of experience (@phas been defined by the FTURecommendation P.10/G.100 ()T2017)J11]}F & & i K
overall acceptability of an application or service, as perceived subjectively by thezanf NE > O2 GSNRA y 3
endto-end system effed (client, terminal, network, services infrastructure, etc.). Hence, the QOoE is subjective by
RSTAYAGA2YS 0SOFdzaS 2F AdGa NBflFIIA2YyaKAL] gAGK dza SND
subjective QoE may differ from one client toodimer, it is usually estimated using objective parameters. For example,
the most popular objective video quality estimation methods are Human and nonhuman Visual System (HVS
perception, covering QoS parameters, such as peak SNR, Video Quality Model Péeghtual Video Quality of
Experience (PEVQ), Perceptual Quality Index (PQI), etc.

CKS FoAftAGe (2 YSIHadiNE v29 ¢g2ddZ R LINRPGPARS ySig2N] 2L
performance to the overall customer satisfaction, in terwf reliability, availability, scalability, speed, accuracy and
efficiency. The factors that affect the user perceived QoE are bandwidth, jitter, delay, and packet loss rate. The me:
opinion score (MQOS) is an example of a subjective measurement metheldich users rate the service quality by
giving five different point scores, from 5 to 1, where 5 is the best quality and 1 is the worst quality. Quality can b
classified as Bad [©1], Poor [1¢ 2], Fair [2¢ 3], Good [ 4] and Excellent [4 5]. Theminimum requirement is to

have MOS values > 4.3.

The HexaX"? project identified the following KPI, some are based on KVM WG
1 Data rate Peak data rates
1 Capacity the total traffic capacity per area
1 Localization Precision and accuracypositioning services
1 Connection density The number of served/connected devices in an area.

1 Service availability the fraction of device population for which a service can be delivered with a certain
availability; minimum service interruption due to exs or mobility; and network survivability over time

1 Deterministic servicesdeliver guarantees for: achievable data rate; maximum-endnd service latency;
and endto-end packet reliability in order to enable, e.g., use cases from the automation dameirmuman
machine interactio.

1 Coveragefraction of global surface covered; fraction of population, covered; total cost of coverage per area;
and traffic volume while providing 6G performance and services.

1 Integrated sensingThe intrinsic propertiesf localization and sensing rely on traditional sensing parameters
such as relative precision in position and velocity; angular resolution; accuracy in parameter estimation; an

72HexaX project deliveable D1.2: https://hexac.eu/wp-content/uploads/2021/05/HexaX_D1.2.pdf
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convergence time of estimation. However, the systemdesign for both, commuications, and sensing
purposes, allows for enhanced performance in terms of coverage and throughput, as well as servic
interruption during mobility.

f Local compute integrationThe intrinsic properties of local compute integration will be key paramesiach
as RTT to compute and storage as well as tioamarket to introduce additional compute capabilities.
However, the integration of local compute capabilities is done to enhance other features which could be
measured with usease specific KPIs, for exple, Quality of Immersion.

1 Integrated intelligence Integration of AI/ML encompasses both utilization of AlI/ML for optimization of
network operations in a pervasive way (for example, AHéfined air interface framework), as well as

optimisation of network operations for optimal performance of AlI/ML features. Forukiksation of AI/ML to enhance
network features, the relevant parameters will be egpnvergence time; enhancements over existing analytical or
heuristic features; fault rate; and addexhergy consumption. For the optimization of the network to facilitate Al/ML
features, the relevant parameters will rather be flexibility to adjust parameters;-tionamarket of new features.

1 Embedded deviceslf a wireless device is to be embeddable angmeh access to an external power source
cannot be taken for granted. In addition, the placement of the devices may prevent or prohibit the usage of
batteries as a power source. Therefore, these devices may rely on eharggsting of some form and to keep
down cost, the devices may be produced using printable electronics.

Key aspects to consider for embeddable devices are energy consumption; form factor; cost; time

between maintenance occasions; total resource consumption andodite handling
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